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O paHHOM pyKoBOoACTBE MnoJib3oBaTtensd

O paHHOM pyKoBoACTBe
nonb3oBaTens

Onsa Koro npegHa3Ha4YeHO AaHHOEe PYKOBOACTBO

JlarHOE PYKOBOJICTBO MpEAHA3HAYCHO IS TeX, KTO IIAHUPYET MPOU3BOAUTH HACTPOUKY
NBG334W ¢ momomisio Web-koHdpuryparopa. s paboTsl ¢ pyKOBOACTBOM HEOOXOIUMO
o0J1ajaTh OCHOBHBIMU 3HAHUSMH O TOTIOJIOTHH W MpUHIMIax opranu3anuu cereil TCP/IP.

5 3apeructpupynte Bawwe nsgenue ZyXEL vyepes VHTepHeT no agpecy
zyxel.ru pna Poccuu, ua.zyxel.com — pna YkpanHbel u zyxel.kz — ans
KasaxctaHa. Pernctpaumsa nsgenusa naet gononHUTENbHLIN rog 6ecnnaTHon
rapaHTUK, NepcoHasnbHy TEXHUYECKYHO NOAAEPXKKY, yBEAOMIEHNE NO
3NEKTPOHHOM noyTe 06 0OHOBNEHMUSX, PAL APYTMX NPENMYLLECTB U NbrOT.

Con poBoauTeribHaA AOKyMeHTauuns

» Kpatkoe pykoBOACTBO
Kparkoe pykoBOJICTBO pa3paboTaHO C MEJb0 IOMOYh BaM U3y4HTh YCTPOHCTBO M HAYaTh
pabotars ¢ HUM. B Hem comepxutcst nH(OopMaIlHs 0 HACTPOHKE CETH U OPTaHU3aIluN
noctyna B nTepHeT.

* Bcrpoennas cnpaska Web-koHpuryparopa

Berpoennas web-cipaBka coaepKUT ONMCAaHUs OTACIBHBIX OKOH M JONOJTHUTEIbHYIO
WH(POPMAIIHIO.

5 PekomeHayeTcs BbInonHATL HacTpoky NBG334W ¢ nomoLLbio
cogepxawllencsa Ha npunaraemom ancke nporpammbl ZyXEL NetFriend.

* CrpaBOYHBIM KOMIIAKT-IUCK
Bxoasmmii B KOMIUTEKT KOMIIAKT-IUCK COAEPKHUT TEXHUICCKYIO JOKYMEHTAITHIO.

» Web-caiiT kopnopanuu ZyXEL

* Ceprudurkarsl Ha H3IEIHE, a TAKKE JOMOJHATEIHHYIO TOKYMEHTAITHIO CM. Ha CaiTe
zyxel.ru.
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http://zyxel.ru
http://ua.zyxel.com
http://zyxel.kz

O pgaHHOM PyKOBOACTBE MnoJib3oBaTtesid

O6paTtHaA cBA3b C Nofb3oBaTeNsAMHU

[Tomorure HamM noMous BaM. Bce koMMeHTapuy, oTHocsmuecs K PykoBoAncTBy none3oBaress,
BOIIPOCHI U MPEUIOKEHHUS 10 YIIYUIIECHUIO HAIIPaBIsiiiTe HaM yepe3 THTepakTUBHYIO cUCTEMY
KOHCYbTanui B paszene «Iloanepxka» Ha caiite zyxel.ru. Cnacu6o.
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O603Ha4veHus, NPUHATbIE B JOKYMEHTE

O0o03Ha4YeHuUus, NPUHATDbIE
B JOKYMEHTe

MpeaynpexaeHUa n npumeyaHus

[peaynpexaeHns U MPUMEYaHUs B TAHHOM PYKOBOJICTBE MOJIb30BATENS MPEICTABICHBI
CIIETYIOTITIM 00Pa30M:

@ 3HayKoM «npeaynpexneHne» oTMeYeHbl MyHKTbI, CoAepXXaHne KOTopbIX
npegynpexgaeTt 0 BO3MOXHOM HaHeCceHUM Bpeaa norb3oBaTento nunm
YCTPOWUCTBY.

g 3Ha4yKkoM «nprMeYaHne» nomMmedaeTcsl BaxHas MHpopmaums (Hanpumep,
HeoBX0AMMOCTb HACTPOMKK APYrMX NapaMeTpPoB MUIN NOSEe3HbIe NoACcKa3Ku),
pekomMeHaauun, oTHOCsILLMECS K TEME.

YcnoBHble 0603Ha4YeHusA

Hanee B nanHOM pykoBojicTBE HHTEpHET-1IeHTP NBG334W MokeT HMEHOBAThCS Kak
«YCTpOMCTBOY, «H3aenue» UK «cucremMay NBG334W.

Hapmucwn Ha n3nennu, iMeHa OKOH, UMEHa MOJIEH W IMTyHKTHI MEeHI0 0003HaYaroTCs
SKHPHBIM IPHUQPTOM.

HazBanus kiaBum yka3aHbl IPONMCHBIMUA OyKBaMH B KBaIpaTHBIX CKOOKax, HallpuMep,
[ENTER] o3Ha4aeT KJIaBHIIlY «BBOI» HJIN «BO3BpAT KAPETKW» Ha KJIaBHATYypE.

VYkazanue «BBenure...» 03HauaeT, 4TO cieayeT HaOpaTh OAUH WM HECKOJIBKO CUMBOJIOB U
3ateM Haxkarb knaBuiry [ENTER]. «Beibepute» o3Ha4aeT, 4To cieayeT UCTIONb30BaTh
OJTMH W3 MPENJIOKEHHBIX BAPHAHTOB.

[IpaBas yrimoBast ckoOKa ( >) MEeKIy Ha3BaHUSIMH OKOH O3HauaeT Ha)KaTue KHOIIKH MBIIIIH.
Hampumep, Maintenance (ConpoBoxaenue) > Log (PerucTpanuoHHblii :KypHa ) >
Log Setting (HacTpoiiku perucTpanuoHHOrO0 ’KypHaJia) 03HayaeT, YTo CHavaja
HeoOxonuMo BeIOpaTh Maintenance (ConpoBo:kaeHne) B TTAaHEIN HABUTAITNH, 3aTEM
nonMeHo Log (PerncrpauuoHHblii :KypHaJ), a 3ateM 3akianky Log Setting
(HacTpoiiku perncTpanioHHOIO KypHaJIa).

EnuHuIEI n3MEpeHns MOTYT yKa3bIBaTh KaK Ha «METPHUECKHUE», TAK U Ha «HAYYHBIE)
BenmmuuHBL. Hampumep, mprcraBka «k» (Kuito) MoxkeT o3Hadarh kKak 1000, Tak u 1024,
npucrtaBka «M» — 1000000 unu 1048576 u T. 1.

«HaIp.» — 3TO COKpALICHUEC IJIA KHAIPUMEP», a «T. €.» — IJI KTO €CTb».
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O603HaueHs1, NPUHATbLIE B AOKYMEHTE

Ucnonb3yemble NUKTOrpaMmbl

B cxemax naHHOTO pyKOBOJCTBA MCIIOIb3YIOTCS IPUBEAECHHBIE HI)KE IIUKTOIPaMMBbl. 3HAUOK

NBG334W sBrnsieTcst cxeMaTHYHBIM H300pakeHHUEM YCTPOICTBA.
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TexHuka 6e3onacHoCTU

TexHuKa 6esonacHoCTu

@ [ns obecnevyeHns 6e3onacHOCTU HEODXOAUMO O3HAKOMUTLCS CO
creaylowmnmMm npasunamMm U crieaosaTb UM.

* He ucnonp3yiiTe U3/ieIMe B HEMOCPESICTBEHHOMN OIM30CTH OT BOJBI, HAIPUMED, BO
BIIQKHBIX TOABAJIAX WA PSAAOM C 6acceHOM.

» He noxsepraiite ycTpoicTBO BO3EHCTBUIO BIaru, NbUIN I arpeCCUBHBIX HKHUIKOCTEN.

* He xmagnTte Ha yCTPOMCTBO KaKkue-Tu00 ITOCTOPOHHHUE MPEIMETHI.

* 3AINIPEIHAETCS ycranaBnuBaTh, HCIONIb30BaTh U PEMOHTHPOBATH YCTPOHCTBO BO
BpeMs rpo3bl. CyIIeCcTBYET ONPEAENIEHHBIN PUCK MTOMyUEHHS yAapa EKTPUUECKUM TOKOM
IIpU pa3psie MOJHUU.

* Tloakmrouaiite k ycrpoiictBy TOJIBKO cooTBeTCTBYOIIHME KOMIUIEKTYIOLIHE.

* He BckpriBaiite ycTpoiicTBo. He cienyeT oTKphIBaTh MM CHUMATh KPBILIKY BO H30eKaHUe
MOPAKEHUS DIEKTPUIECKAM TOKOM BBICOKOTO HAIPSKEHHS U APYTHX TOBPEXKICHHIH.
Texamueckoe oOCTy)kuBaHUE U pa3bOpKa JAHHOTO YCTPOICTBA JOIKHBI BBITTOIHATHCS
TOJIBKO KBAJM(PUIUPOBAHHBIM TEXHUYECKUM nepcoHanoM. Iloxamyiicta, cCBKUTECH C
MECTHBIM MOCTABIIUKOM JUIS TIOJy4eHHUs HHPOPMALUU O TEXHUYECKOM 00CTyKUBaHHU.

* Ybeaurtech, 9TO Bce KaOEH MOIKIIOYEHBI K COOTBETCTBYIOIINM TOPTAM.

M HpOKﬂaﬂBIBaﬁTe COCOANHHUTCIIbHBIC Ka0enu B MECTax, rI€ HUKTO HE 6Y)ICT HAaCTyNnaThb Ha
HHUX WX CIIOTBIKAThCA.

* Bcerma oTcoequHSNTE OT YCTPOMCTBA Bce Kabemu mepes] 00CTyKUBaHUEM HIIA Pa30OPKOM.

» Hcnons3yiite 1 ycrpoiictsa TOJIBKO cooTtBeTcTByrOmNit anantep NUTaHUS.

* [loaxmounTte afanTep TUTAaHASA K CETH IEKTPONUTAHUSI C COOTBETCTBYIOIINM
HanpspkerneM (110 B mepemennoro Toka B CeBepHoit Amepuke niu 230 B nmepeMeHHOTO
Toka B EBpore).

* He xianuTe Ha aganTep MUTAHUS KaKHe-THOO IPEAMETHI 1 HE PacIiojiaraifTe ero B MecTax,
i€ MOT'YT XOIUTb JIFOAH.

* He ucnone3yiiTe yCTpONUCTBO, €CJIM aJaNTep MUTAHUSA HEUCIIPABEH, TAK KaK 3TO MOXKET
MIPUBECTH K MOPAXKEHUIO IEKTPUUECKUM TOKOM.

* Ecimm aaanTep MUTaHUuA MOBPEKICH, OTKIIIOYUTE €I'0 OT PO3ETKU SJICKTPOIIUTaHHUA.

* He nbiTaiiTech peMOHTUPOBATh afganTep nuranus. s 3aka3a HOBOTO ajanTepa NUTaHus
CBSDKUTECH C MECTHBIM ITOCTABIIIUKOM.

* He ncnonp3yiiTe yCTPOHCTBO BHE MOMEIIEHHS U yOSIUTECH, YTO BCE COSAMHEHUS TaKKe
HaxoAaTcs BHYyTpu noMenieHus. CymecTByeT onpeeIeHHbIA PUCK OTyUeHHUs yaapa
AIEKTPUYECKUM TOKOM IIPH pa3psiie MOTHUH.

* He 3acionsiiTe BEHTWISIITMOHHBIE OTBEPCTHUSI YCTPONCTBA, TaK KaK HEAOCTATOYHBIN
MIPUTOK BO3/lyXa MOXKET CTaTh MPUUMHON MOBPEKIACHUS YCTPOUCTBA.
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TexHuka 6e3onacHocCTu

* Buumanwme, antenHa! J[aHHOE YCTPOWCTBO COOTBETCTBYET TPEOOBAHUAM CEPTHPUKAIINN
ETSI u FCC mpu ncnons30BaHNHN ¢ BXOIAMIEH B KOMIDICKT aHTCHHOW/aHTCHHAMH.
Hcnonp3yiiTe TONBKO BXOMAIIYIO B KOMIUIEKT aHTCHHY/aHTCHHBI.

* [lpu HacTeHHOW yCTaHOBKE YCTPOICTBA yOeIuTeCh, YTO IIPH MOHTaXXe He OyIyT
MOBPEXKIEHBI AJIEKTPOIPOBOAKA, ra30- UJIX BOIOIPOBOJIBI.

Marepuaisl U3AeIHs TPUTOHBI TS TIepepaOOTKU. Y TUITU3AIHS JOJKHA TIPOU3BOIUTHCS
HaJIS)KAITIM 00pPa3oM.
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3HAaKOMCTBO C UHTEpPHEeT-
ueHTpom NBG334W

B sT10i1 riiaBe pacckaspiBaeTcs 00 OCHOBHBIX (QYHKIUAX U cepax npumenennss NBG334W.

1.1 O630p

Wntepuer-uentp NBG334W — 310 GecripoBOAHOM MapIIpyTU3aTop ¢ pyHKINEH MeKCEeTEeBOro
9KpaHa, KOHTPOJIHMPYIOLIEro 0OMEH JaHHBIMU MEXIy CeTbio VIHTEpHET U JTIOKaJIbHON CETHIO.

1.1.1 3awMLeHHbIN LWMPOKOMONOCHbLIN AOCTYN B ceTb MHTepHeT

K unrtepuer-nientpy NBG334W MOKHO MOIKIFOUUTH BhIAENeHHYO inHUIO Ethernet ams
obecriedueHust 00IIero JocTymna B ceTh VIHTEpHET ¢ UCTIONb30BaHUEM (QYHKIHIH MEKCETEBOTO
9KpaHa U QuIsTpanuu coaepxumoro. [ 6onee 3pPpekTuBHOTO yHpaBieHNs TPahUKOM CETH
WHTEPHET-LIEHTP OCHAaIIeH (yHKIIUEeH yIpaBiIeHNs M0JI0Coi npomyckanus. OyHKIus
obecriedeHms KadecTBa 00cykuBanus (QoS) MO3BOJIAET MPEAOCTABISITH MPUOPUTET
KPUTUYHBIM IO BPEMEHH WIJIH 0CO00 BAXKHBIM IMPUIIOKEHUSIM, HATIPUMED, IPOTrpaMMaM st
nepenayn ronoca no cetu Unatepuer (VolIP).

Puc. 1 3awmuweHHbIn gocTyn B ceTb MHTepHET

= — NHTepHeT

g‘)r Y,

1.1.2 OpraHusaumusa 6ecnpoBOgHON NOKafIbHOU CeTH

OyHKIUA 6€CIPOBOTHON JTOKANBHON ceTH HTepHeT-TieHTpa NBG334W mpenocrapiseTr
OecrpoBOIHEIM KiIMeHTaM, moaaepkuBarommm cranaapt IEEE 802.11b wiu IEEE 802.11g,
BO3MOXKHOCTb JOCTYIIA B c€Th IHTEPHET WM B JIOKAJIBHYIO CETh, a TAKXKE BOZMOXKHOCTh
B3aMMOJICHCTBUS MKy co0oM. [Ipu 3TOM OECIPOBOIHBIC CTAHITMH MOYXKHO CBOOOTHO
MepeMeIIaTh B 30HE MOKPBITHUS, COXPAHAS TOCTYII K pecypcamM MPOBOAHON CETH.
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maBa 1 3HakoMCTBO C MHTepHeT-LeHTpom NBG334W

Puc. 2 Tlpumep opraHusauum 6ecnposogHon nokansHon cetn (WLAN)
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1.2 Cnoco6bl ynpaBneHns uHTepHeT-ueHTpoMm NBG334W

s ynpasnenus uarepaet-nieHTpoM NBG334W mcnions3yroTes cienyromye CpeacTBa:

* Web-kouduryparop. PekoMeHyeTCs ISl TOBCEIHEBHOTO YIIPaBICHIS HHTEPHET-
neaTpoM NBG334W ¢ ucnonbs3oBanneM pekoMeHayeMoro Web-0paysepa.

* HHTepdeiic KOMaHIHOM CTPOKH. YIpaBieHHE C TOMOLIHIO KOMaHI INIaBHBIM 00pa3oM
WCIIOJIL3YETCs CEPBHCHBIMHU WH)KEHEPAMHU TIPH TOWCKE M yCTPAHESHHN HEUCIPABHOCTEH.

* FTP. [Iporoxon FTP (File Transfer Protocol — mpoTtokon nepenaun ¢aiinos) ucnoiab3yercs

1151 OOHOBIICHHSI MUKPOIIPOTPaMMBI U PE3€PBHOTO COXPaHEHHsI/BOCCTaHOBIICHHUS
KOH(UTypaluu.

1.3 MNMone3Hble coBeTbl N0 yNnpaBneHU0 UHTEPHET-LLeHTPOM
NBG334W

s obecnieyenus O6ezomacHOCTH U Oomnee H3QPeKTUBHON paboThl HHTEPHET-LIEHTPa
NBG334W pexomeHayeTcs peryisipHO BBINIOIHATh HUKENPUBEACHHBIE MHCTPYKIMH JJIs
uHTepHeT-IeHTpa NBG334W.

» H3menenue nmapoist. Heo6xonnmo uconb3oBaTh Napoiib, KOTOPBIA HE OAIAETCS JIETKOMY
YTaabIBaHUIO M COCTOUT M3 CHMBOJIOB Pa3IMYHBIX THIIOB, HAIPUMED, U3 OyKB U mudp.
* 3anumuTe Napoiyib U XpaHuTe B 0€30MacCHOM MecTe.

* CrenaiiTe pe3epBHOE COXpaHEeHHE KOHPUTYparuu (He0OX0MUMO 3HATH KaK BEITIOTHUTH
BOCCTaHOBJICHHE KOH(GUTYparun). B ciydae, eciu mHTEpHET-TICHTP paboTaeT
HeCcTaOMILHO WK He paboTaeT BOOOIIE, MOJKET ITIOMOYb BOCCTAHOBJICHHE MPEABI YIS
paboueii koHpurypauun. Ecnu naposns yrepsiH, HeoOX0AUMO BBIOIHUTE COPOC
napameTpoB NBG334W k HacTpoiikaM, yCTaHOBJIEHHBIM U3TOTOBUTENEM 110 YMOITYAHHIO.
[Mpu Hanmuuu daitna npeasiaymei padbodeil KOHQUTYpaLUU HE IPUICTCS 3aHOBO
BBITIOTHATH NOJTHYIO HAacTpoiky NBG334W. MoxHO IpOCTO BOCCTaHOBHUTH ITOCIIEIHIOIO
KoH(pHTyparmro.
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maBa 1 3HakoMCTBO C MHTepHeT-ueHTpom NBG334W

1.4 CBetoguoabl

Puc. 3 TllepegHsasa naHenb

d

ZyXEL

sy R X N N _Xammk ¥

o)

=
i

.n.o

Omnmcanne CBETOANOIOB MIPECTABIEHO B CIEAYIONIEH TabmuIle.

Tabn.1 CeeToanoabl nepeaHen naHenu

CBETOAMOL | 3HAYOK LUBET COCTOAHUE | ONMNCAHUE
POWER i 3enenbin | Floput MuTtanne nogaetcs u NBG334W pabortaet
(MUTAHME) (4] HOPMALHO.
He roput MutanHue Ha NBG334W He nopaetcs.
LAN 1-4 3enenbin | Floput WHTepHeT-ueHTp NBG334W ycnelHo yctaHoBvn
nogkntoveHue Ethernet Ha ckopoctn 10 M6uTt/c.
@ Mwraet NBG334W nepenaeT/npMHUMaET gaHHbIE.
KenTbin loput WHTepHeT-ueHTp NBG334W ycnelHo yctaHoBvn
nogkntoveHue Ethernet Ha ckopocTtn 100 M6uT/c.
Mwraet NBG334W nepenaeT/npMHUMaET gaHHbIE.
He roput JlokanbHas ceTb He NoAKIoYeHa.
WAN 3eneHbin | loput WHTepHeT-ueHTp NBG334W ycneluHo yctaHoBun
@ noakrnoveHne WAN Ha ckopoctu 10 MéuT/c.
Mwuraet NBG334W nepenaeT/npMHUMaET gaHHbIE.
KenTtbin loput WHTepHeTt-ueHTp NBG334W ycneluHo yctaHoBMN
nogkntoveHune Ethernet Ha ckopocTtn 100 M6éuT/c.
Mwuraet NBG334W nepenaeT/npMHUMaEeT gaHHbIE.
Het He roput MoakntoueHne WAN He roToBO Unu He YCTaHOBMEHO.
WLAN 3eneHbin | Foput WHTepHeT-ueHTp NBG334W roToB, HO He nepedaeT u
I He NPUHUMAaET AaHHble Mo 6GeCNPOBOAHON CETU.
Mwraet UHTepHeTt-ueHTp NBG334W npuHumaet/nepenaet
AaHHble nNo 6ecnpoBOJHO CETU.
Het He roput BecnpoBogHasa ceTb He roTOBa UM HEUCTPaBHA.
WPS .uu.D 3awuTta 6ecnposogHoit cetn Wi-Fi.

PykoBoacTBO nomnb3oBaTens nHtepHeT-ueHTpa NBG334W
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3HAaKOMCTBO
c Web-koHdurypatopom

B aT0i1 rmaBe onmcriBaeTcs 1oCcTym kK web-koHpurypatopy NBG334W u npuoautcs 0030p
€ro OKOH.

2.1 OnucaHnue Web-KkoHdurypartopa

Web-koH¢uryparop — 310 uaTepdeiic ynpasnenus Ha ocHoBe TexHonorun HTML, koTopsrii
MIO3BOJISIET BHITIONHTH HACTPOUKY M ynpasieHue unrepHer-1ieHTpoM NBG334W ¢ nomoribsro
Opaysepa Unrepret. Cienyet ucnonb3oBath Internet Explorer Bepcuu 6.0 u Beime 6o
Netscape Navigator Bepcuu 7.0 u BbIitie. Pekomenayemoe paspemenue skpana: 1024 Ha

768 MUKCENen.

YtoOBl BOCIOIB30BATHCSI Web-KOH(HUTypaTopoM, HEOOXOAMMO BKITIOUUTD CIICAYIOIIUE
rapaMeTpsbl:

* VHUTMUpOBaHHBIE HHTEPHET-TICHTPOM BCIUTBIBAIONINE OKHA B THTEpHET-Opay3epe.
BbroknpoBka BCIUTHIBAIOIINX OKOH aKTHBHPOBaHA Mo yMomdanuio B Windows XP SP2.

* [lonmepskka JavaScript (10 yMOTYaHHUIO aKTHUBUPOBAHA).
* Paspemenus Java (Java permissions) (110 yMOTIaHHIO aKTHUBHPOBAHEI).

Wnadopmanuro o ToM, Kak IPOBEPUTH, AEUCTBUTENILHO JIM 3TH (DYHKIMU BKJIIOUYEHBI B Opay3epe
Internet Explorer, cm. B rnaBe «Ilouck 1 ycTpaHeHUE HEUCTIPABHOCTEN.

2.2 [octyn K Web-koHcurypaTopy

1 VY6emurech, uto unTepHeT-1IeHTp NBG334W HOAKITIOUEH TPAaBUIILHO U IMTOATOTOBLTE
KOMITBIOTEP/KOMITBIOTEPHYIO CeTh K nmoakioueHnio NBG334W (cm. Kpatkoe
PYKOBOJICTBO).

2 3amyctute Web-6paysep.

3 B crpoke aapeca Beeaute "http://192.168.1.1".
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maBa 2 3HakomcTBO ¢ Web-koHurypaTtopom

4 Bseaure B kauecTBe mapois «1234» (o ymonuanuio) u Haxmute kHonky Login (Bxox
B cHcTeMYy). B HEKOTOPBIX BEPCHAX TTAPOITH TT0 YMOITYAHHIO TOSBIISETCS aBTOMATHIECKHL.
B stom ciyuae npocro Haxkmute kHonky Login (Bxox B cucremy).

5 B pe3synbrare TOMKHO OTKPBITBCS OKHO C TPEIUIOKEHUEM O CMEHE TapoJist, KOTOpoe
pPEKOMEHTyeTCs IPUHATH (CM. pUCYHOK). BBemuTe HOBBIN NapoITh M MIOATBEPIUTE €T0,
3areM Haxxmute KHOnKy Apply (IIpumennts) nnu Ignore (IlponycTurs).

Puc. 4 OkHo cMeHbl napons

Please enter a new password

Your router is currently using the default password. To protect your networl
from unauthorized users we suggest you change your password at this time,
Please select a new password that will be easy to rerember yet difficult for
others to guess.We suggest you combine text with numbers to make it more
difficult for an intruder to guess,

The adrninistrator password should must be between 1 - 30 characters,

5 CeaHc ynpasneHus 6yaeTr aBToMaTtu4eckn 3aBepLUeH No nctevyeHny nepuoaa
BpeMeHu, yctaHoBreHHoro B rnorie Administrator Inactivity Timer (Bpems
NPOCTOA B peXXUMe aAMUHUCTPUPOBAHUS), N0 YMOSYAHUIO — 5 MUHYT.

B aTtom cny4ae crnegyeT CHOBa BbINOMHUTL NPOLEAYPY perMcTpaumm
B NBG334W.

2.3 COpoc HacTpoek UHTepHeT-ueHTpa NBG334W
K 3aBOACKMM YyCTaHOBKaM

Ecnu BBI 320bUTH TTAPOJTH HIIA HE MOXKETE MOTYIUTh HocTyn K Web-koHburypartopy,
HeoOxonmuMo Haxkath Ha KHONKY RESET nHa 3amueit nanenmun NBG334W s 3arpy3ku (haiina
KOH(pHUTYparyy, yCTaHOBIEHHOTO H3TOTOBHTEJIEM IO YMOIYAHHUIO. DTO 03HAYAET, YTO

MPEXHss KOHPUTYpanus OyleT MOTHOCTBIO TIOTEPsIHA U MapoJib OyJeT COpOoIleH Ha 3HAYCHUE
[0 YMOIYaHUIo «1234».

2.3.1 MNonb3oBaHue kHonkon Reset (Copoc)

1 Vb6emutech, uto roput ceeroanon PWR.

2 Haxwmure u yaepxusaiite kHonky RESET (CBPOC) B Teuenue AeCsTH CEKYHT HITH 10
Tex 1mop, noka ceerogron PWR He HauHeT Murarb, 3atrem otmycture ee. Korna
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ceeronuol PWR HaumHaeT MUraTh, 3T0 O3HAYA€T, YTO HACTPOUKH MO YMOIYaHUIO
BOCCTAHOBJICHBI H TPOUCXOANT Tepesamryck NBG334W.

2.4 NHTtepdhennc Web-koHcpurypatopa

B sTom pasnene pacckasbiBaeTcs, kKak paborarh ¢ Web-KoHPUrypaTopom u3 okHa Status
(CocTosinme).

2.4.1 OkHo Status (CocTosiHue)

Crnenytomiee OKHO OTKpBIBaeTcs mpu Bxoae B NBG334W.

Puc. 5 OkHo coctosiHusa Web-koHgurypatopa
ZyXEIL T E

k. —
T -
I =9 status Refresh Interval: |Mone -1 Refresh Mow =
p

Metwork
= o Systermn Mame: MBGE334WM Systern Up Time: 1221981
Security

Firmware Yersion: Y3.80(AMS.2)b2 | 09/21/2007 Current Date/Time: 2000-1-1/1:22:28
ErManagement waN Information Systern Resource:
B Maintenance - MAC Address: 00:19:ch:22:32:12 -CPU Usags: [ | 7739w
Spstom - IP Address: - -Memory Usage: | | saw=
- IP Subnet Mask: - System Setting:
Ldos - DHCPR: - -Firewall: Enabled
Tools E LaM Information: ,Eﬂandwidth ” i
Config Mode - MAC Address: 00:19:ch:22:52:11 _U:::?eme” ey
- IP Address: 19z.168.1.1 o o
By O b He - IP Subnet Mask:  255.255.255.0 ﬁﬁ;;?‘”‘" Advanced
Language | - DHCPR: Server
WLAN Information:
- MAC Address: 00:19:ch:22:32:11
- Name(SSID): ZyHEL
- Channel: 6
- Operating Channel: &
- Security Mode: Mo Security
- 802.11 Mads: a02.11bsg
- WPS: Unconfigured

Guest WLARN
Information:

- MAC Address: O6:19:ch:i22:32:11

- IP Address: 192.168.2.1

- IP Subnet Mask: 255.255.255.0 =]
- DHCP: Server

- Mame(SSID: Guest

- Security Mode: Mo Security

Any IP Table (Details...)
BwW MGMT Monitor (Details...)
DHCP Tahle (Details...)

Packet Statistics (Details...}
WLAN Station Status (Details...)

100 Full

S54mM

Bt Ready

B crnenytomeit Tabnuie npeacTaBieHo onucaHue 3Ha4KoB okHa Status (Cocrosinme).
Tabn. 2 3Haykn OoKHa COCTOSHWA
3HAYOK OMUCAHUE

MokasbiBaeT MHGpopMaumo 06 aBTOPCKOM NPaBe U CChINKY Ha CBA3aHHYHO C NPOAYKTOM
i WMHopMauuio.

3Havok Bbixoaa n3 Web-koHdurypaTtopa.
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Tabn. 2 3HaukyM OKHa COCTOSHUSA (NPOOOIHKEHUNE)

3HAYOK

OMNCAHME

|Refresh Interval: |2U SECDHde|

M3 3Toro BeinagaroLero cnmcka MoxHo Bbl6paTb KONMn4ecTBO CeKyHO and
aBTOMaTMYECKOro 0OHOBMNEHUS CTAaTUCTMKN B OKHaX MO UCTeYeHNe 3agaHHOro
BPEMEHHOIo UHTepBarna unu sHavyeHne None (HeT), 4YTOObI CTaTUCTNKA HE OBHOBNAANACS.

Refresh Mow

O6GHOBNSET CTAaTUCTMYECKYI0 MHOPMAaLNIO B OKHE.

B crenyromeit Tabnuie mpeacTaBiIeHO ONUCcaHue AeMeHTOB okHa Status (CocTosiHue).

Tabn. 3 OkHo cocTosiHusa Web-koHdburypaTtopa

NONE

OMNMUCAHUE

Device Information
(MHdbopmauust 06
yCTpOMnCTBE)

System Name
(CuctemHoe nwvs)

3pneck otobpaxaeTtca System Name (CuctemHoe umsi), KOTOpoe BBOAUTCS B OKHE
Maintenance (ConpoBoxaeHue) > System (Cuctema) > General (O6wue
HacTPOMKM). ATO MMA UCNONb3YyeTCA ANS MAEHTMdMKALMKU YyCTPONCTBA.

Firmware Version
(Bepcus
MUKpOMporpammbil)

3aeck oTobpaxaeTcsa Bepcua u gata cosgaHmsa mukponporpammbl ZyNOS.ZyNOS —
3TO ceTeBas onepaunoHHas cuctema, cobcTBeHHas paspaboTtka ZyXEL.

WAN Information
(MapameTpsbl rmobansHON
cetn)

- MAC Address
(MAC-agpec)

Moka3biBaeT MAC-agpec Ethernet-agantepa WAN Baluero yctpowncTsa.

- IP Address (IP-agpec)

3peck otobpaxaetcs IP-agpec nopta WAN.

- IP Subnet Mask
(IP-Macka noacetm)

3peck oTobpaxaetca macka nogcetu nopta WAN.

- DHCP

3peckb otobpaxaetca ponb nopta WAN — Client (KnueHT) nnu None (Her).

LAN Information
(MapameTpbl NokaneHon
ceTn)

- MAC Address
(MAC-agpec)

MokasbiBaeT MAC-agpec Ethernet-agantepa nopta LAN Baluero yctpoiicTtsa.

- IP Address (IP-agpec)

3pnecb oTobpaxaetcs IP-agpec nopta LAN.

- IP Subnet Mask
(IP-Macka noacetn)

3pneck oTobpaxaeTcsa macka nogcetu nopta LAN.

- DHCP

3necb oTobpaxaetcs ponb nopta LAN — Server (Cepep) unu None (Her).

WLAN Information
(MHdbopmauus o
6ecnposogHow J1BC)

- MAC Address MokasbiBaeT MAC-agpec 6ecnpoBogHOro agantepa Ballero yCTpomcTaa.
(MAC-agpec)
- Name (SSID) 3710 onncartenebHoe UMs, ncnonb3dyemoe Ans naeHtudpmkaunum NBG334W B

(HasBaHwue (SSID))

6ecnpoBOAHON NOKanNbHOM ceTu.

- Channel (Kanan)

Homep kaHana, BbIGUpaeTcs BpyUHYHO.

- Operating Channel
(Paboumnn kaHarn)

TekyLwwmni kKaHan, ucnonb3dyembli MHTEpPHET-LUeHTpoM NBG334W B 6ecnpoBogHom
NoKanbHOW ceTu.

- Security Mode (Pexum
6esonacHocTm)

MokasblBaeT ypoBeHb 6e30nacHOCTU GeCnpOBOAHOM CETH, BbIOpaHHLIN AN
NBG334W.
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Tabn. 3 OkHo coctosHusa Web-koHdurypaTopa (NpogosnkeHue)

NONE OMUCAHUE
- 802.11 Mode (Pexum Moka3biBaeT cTaHgapT 6ecnpoBOAHON CBA3N.
802.11)
System Status (CocTosHne
CUCTEMbI)

System Uptime (Bpems 3necb oTobpaxaeTcs Bpemsi, ucTeklee ¢ MomeHTa 3anycka NBG334W.
paboTbl cnucTEMBI)

Current Date/Time B atom none otobpaxaeTcst TekyLwlasn aata u sBpems NBG334W.
(Tekywas gata/Bpems)

System Resource
(CuctemHble pecypchbl)

- CPU Usage (3arpy3ka | [Noka3biBaeT TEKYLLMA NPOLIEHT UCMONb30BaHNS BbIYUCITUTENBHOM MOLLHOCTM
LeHTpanbHoro nHTepHeT-UeHTpa NBG334W. MpubnuxeHne atoro 3HaveHus k 100% o3Havaer, 4to
npoueccopa) NMHTEPHET-LUeHTPp NBG334W paboTaeT B pexxume NONIHOM Harpy3Kku, U YBENUYNTb €ro

NPOU3BOANTENBHOCTL BoMbLUEe HeMNb3s. ECnv HEKOTOPbLIM NPUNOXEHNAM

HEeoCTaTOYHO BbIYMCIIMTENBHOM MOLLLHOCTM YCTPOMCTBA, CreayeT 3aKkpbiTb Apyrve

NPUINOXeHNs (HaNnpUMep, B PEXUME YNpaBneHns NponyckHON CnocobHOCTbIO).

- Memory Usage Moka3biBaeT NPOLEHT MCNOMNb30BaHMA AMHAMUYECKOW NaMATU UHTEPHET-LIEHTPA
(McnonbsosaHne NBG334W. OnepaumorHas cuctema ZyNOS (ZyXEL Network Operating System) He
namsTm) ncnonb3yeT AVHAMUYECKYH MaMsTh, T.0., OHa MOXET NCMoNb30BaTbCA AN paboTbl

Takmx pyHKumi kak NAT 1 MexxceTeBo aKpaH.

System Setting
(HacTpoviku cuctemsl)

- Firewall (MexceTteson Moka3sbiBaeT, 3a4eCTBOBaH N MEXCETEBOW 3KPaH.
3KpaH)

- Bandwidth Moka3sbiBaeT, BKMHOYEHO N ynpaBneHne NponyckHON CoCOBHOCTLIO.
Management
(YnpaBneHue
NpomnyCcKHOM
CMOCOOHOCTBIO)

- UPnP MokasbiBaeT, BkNoYeH nu pexum UPnP.

Interface Status (CocTosiHue
nHTEpderica)

Interface (MHTepdenc) B atom none otobpaxatotca Trnbl noptoB NBG334W. YcrpoiictBo obopyaosaHo
noptamu cnegytowimx Tunos: WAN, LAN 1 WLAN.

Status (CoctosiHue) Moptbl LAN 1 WAN B aTOM none moryT npuHumarts 3HavyeHus Down (OTkn.) unn Up
(Bkn.).

[Ona 6ecnposogHoro nopta WLAN 3aeck otobpaxaetcsa coctosHue Up (Bkn.), ecnu
nopt WLAN BkntodeH nnm Down (OT1kn.), ecrniv nopt WLAN oTknioyeH.

Rate (CkopocTb Ona noptoB LAN B aTOM norne otobpa)xaercsi MX CKOPOCTb, 3Ha4YeHUe napameTpa
nepenauu) aynnekcHon nepegaun nnu N/A (HegoctynHo) (Mpu oTCYyTCTBUN NUHUMN).

Ona nopta WAN 3aecb oTobpaxaercsi CKOPOCTb MopTa U pexum nepegaydu, ecnu
ucnone3yetcs uHkancynaums Ethernet, Idle (OxuaaHue) — npoctow kaHana (ppp),
Dial (YcTaHOBneHue coeaunHeHus) — BbiNonHseTcs Bbi3oB 1 Drop (3aBepweHue
coeAuHeHUs1) — pa3pbiB COEAMHEHNSs], eCnn Ucnonb3yeTcsa uHkancynsums PPPoE
unu PPTP. MNpwn oTCyTCTBMM NUHUM B 3TOM norne oTobpaxaeTtcs 3HavyeHne N/A
(HemocTtynHo).

Ona 6ecnposogHoro nopta WLAN 3geck oTobGpaxkaeTcs MakCMManbHasi CKOPOCTb
nepepayu, ecnn nopt WLAN skntoveH unun N/A (HegoctynHo), ecnu nopt WLAN
OTKITHOYEH.

Summary (CBogka)

Any IP Table (Tabnuua B atom okHe oTobpaxatotcst IP-agpeca yCcTponcTB, He BXOASLINX B NOACETb
Any IP) MHTEpHET-LUeHTpa NBG334W.
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Tabn. 3 OkHo coctosHusa Web-koHdurypaTopa (NpogosnkeHue)

MNOJE

OMNNCAHUE

BW MGMT Monitor
(MoHWTOPUHT
ynpaeneHnsi NponyCckHON
CnocobHOCThI0)

B aToM okHe coaepxutcs uHdopmaumsa o pacnpegeneHun U Ucrnosb3oBaHum
nponyckHol cnocobHoctn NBG334W.

DHCP Table (Tabnuua
DHCP)

B atom okHe oTobpakaetcs TekyLwiaa nHdopmauus o knueHtax DHCP.

Packet Statistics
(Ctatnctuka nakeToB)

B aTtom okHe 0T06pa>KaeTc;| CTaTyC NOPTOB U CTAaTUCTUKA NaKETOB.

WLAN Station Status
(CoctosHme
©ecnpoBOAHON CTaHLMK)

B aToM okHe oTobpakaeTcs cnmcok 6ecnpoBOAHbIX CTaHLMIA, NOAKIOYEHHbIX K
NBG334W.
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2.4.2 llaHenb HaBUrauum

[Tocne BBOma mapostst HacTporika GyHKIHH nHTepHET-TIeHTpa NBG334W BEIIOTHASTCS
MTOCPEACTBOM IIEPEMEIISHHS 0 MTOJITYHKTaM MEHIO B ITaHEIH HaBUTaIlH.

Omrcanye MOaIMEHIO TIPEICTABIICHO B CICAYIONICH TaOIuIIe.
Tabn.4 CsopgHas Tabnuua okoH
CCbIJIKA SAKINAOKA PYHKLUA

Status (CocTosiHue) B aTom okHe oTobpaxaetcs obwas nHcopmaums o
COCTOSIHUM YCTPONCTBA, CUCTEMbI U MHTEPdENCOB
NBG334W. 370 OkHO OTKpbIBaAET AOCTYN K Tabnuuam,
cofepxaLlMm CBOAHYH CTaTUCTUKY CUCTEMBI.

Network (CeTb)

Wireless LAN General 3TO OKHO MCnonb3yeTcsa AN HAaCTPOWKu 6ecrnpoBogHOM

(BecnposogHasa | (O6wast nokanbHOMN ceTu.

noKanbHasda CeTb) HaCTpOVIKa)
MAC Filter MapameTpbl B 3TOM OKHE N03BonsAoT HacTpomTe NBG334W
(PuneTp Ha BroknpoBaHue 4oCTyna K KOHKPETHLIM YCTPONCTBaM Unn
MAC-agpecoB) | 6nokupoBaHue goctyna aTmux ycTponcTs kK NBG334W.
Advanced 3TO OKHO UCMNONb3yeTCH ANA PaCLLUMPEHHON HACTPONKM
(OononHu- ©6ecnpoBoaHON CBA3N.
TernbHO)

QoS (KayecTtBo | 3TO OKHO MCNOMbL3YETCA Arst HACTPOWKM KayecTsa yCrnyru
ycnyr) Wi-Fi Multimedia (WMM QoS). ®yHkuns WMM QoS
MO3BONSIET Ha3Ha4aTh NpuopuTeT BecnpoBogHOMY TpaduKy B
COOTBETCTBUM C TPEBOBaHMSAMM K JOCTaBKE CO CTOPOHbI
OTAENbHbIX CNyx6.

WAN Internet OT0 OKHO No3BONSIET Ha3HaunTh IP-agpec ycTpoiicTea B
(TmobGankHas Connection rno6anbHON CeTU, yCTaHOBUTL NapameTpbl MHTepHeT-
ceTb) (NHTepHeT- nposangepa, onpegenutb cepeepbl DNS 1 HacTpouTb
nogkntoveHne) | MAC-agpeca WAN.
Advanced 3TO OKHO NO3BONSET HACTPOUTL OOMOMHUTESNBHbIE
(JononHu- napameTpbl.
TernbHO)
LAN (JTokanbHas | IP (IP-agpec) 3710 OKHO ucnonb3yeTcs AnsA HacTpoiku IP-agpeca n macku
cetb) nopceTu JIBC.
IP Alias OTO OKHO NO3BOMSIET PA3fenNnUTb NoKanbHYK CETb Ha
(McespoHum IP) | noaceTw.
Advanced OTO OKHO NO3BONSET BKIIOYNTL HACTPOWKY OOMOSMHUTENBbHBLIX
(dononHu- napameTpoB.
TenbHO)
DHCP Server General 3T0 OKHO no3BonseT 3agencreoBaTb cepsep DHCP
(Cepsep DHCP) | (O6was UHTEpHeT-LeHTpa NBG334W.
HacTpowika)
Advanced B aTOM OKHe MOXHO Ha3dHauuTb IP-agpeca KOHKpETHbIM
(dononHu- KOMnbloTepaMm, ocHoBbIBasAcb Ha nx MAC-agpecax u
TenbHasa BKMOYNTb HasHadeHne DNS-cepsepos cepeepom DHCP.
HacTpowika)
Client List 3TO OKHO Ucnonb3yeTcs AN NPOCMOTpa NapameTpoB
(Cnmcok KOHKpeTHoro knneHta DHCP u HasHaueHus IP-agpeca no
KINIMEHTOB) MAC-agpecy (v umeHun y3na).
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Tabn.4 CsopgHas Tabnuua okoH

CCbIJIKA 3AKIAOKA ®YHKLNA
NAT General 3TO OKHO ucnonb3yeTcsa Ans BKNoYeHNs yHKuun NAT.
(TpaHcnaums (Obwas
ceTeBbIX HaCTpOVIKa)
agpecos)
Application 3TO OKHO MCNonb3yeTcs AN HaCTPOWKM CEPBEPOB,
(Mpunoxenue) | Haxopsawwmxcsa 3a NBG334W.
Advanced 3TO OKHO Ucnonb3yeTcs AN U3MEHEHMS HAaCTPOeK
(OononHu- MH1Umanu3auum noptoB NBG334W.
TenbHas
HacTpowika)
DDNS (OuHamu- | General 3TO OKHO MCNoMb3yeTcsa AN HACTPOWKN JUHAMUYECKON
Yeckas cuctema | (O6Las cnyx6bl DNS.
Ha3Ha4YeHunsd HaCTpOVIKa)
OOMEHHbIX
UMEH)
Security
(BesonacHocTb)
Firewall General 3TO OKHO UCMONb3YeTCH ANA BKMOYEHNS WU BbIKITIOYEHUS
(MexceteBon (Obwas MEXCETEBOro 3KpaHa.
9KpaH) HacTpOiKa)
Services 3TO OKHO NMOKa3bIBAET CMINCOK NPaBUIT MEXCETEBOIO 3KpaHa
(Cnyx6bl) 1 NO3BONSIET peAakTupoBaTb/4o6aBnATL NpaBuna.

Content Filter

Filter (®dunbtp)

OTO OKHO NO3BOSISIET BKIIOUYNTL 6J'IOKl4pOBKy KOHKPETHbIX

(KoHTeHT- Be6-byHKLMI 1 caliToB, copepxalmx B URL-aapece
uUnLTp) 3ajaHHble Kro4eBble CroBa.
Schedule B aTOM OKHe ycTaHaBnmBaeTcs pacnucaHue, no KoTopomy
(Mpadomk) NBG334W BbINONHAET ounbTpaLmio coaepXaHus.
Management
(YnpaBneHue)
Static Route IP Static Route | 3pech BbINONHSAETCA HACTPOWMKa cTaTnyecknx mapLupyTos IP.
(Ctatnyeckuin (CtaTnyeckuin
MapLUpyT) mapLupyT IP)
Bandwidth General 3TO OKHO UCMONb3yeTCs ANA BKIOYEHUSA pexrMa
MGMT (O6was ynpaeneHust NPOMyCKHON CNOCOBHOCTLIO.
(YnpaeneHvie HacTpOIiKa)
NPOMyCKHOM
cnocobHocTbio) | Advanced 3TO OKHO UCMNONb3yeTCH A4S HACTPONKN MPOMYCKHON
(QononHuTtenb- | cCNOCOBHOCTY BOCXOASILLETO COEAMHEHMS U pedaKTUpOBaHNs

Hasi HacTponKa)

npasun ynpaesneHna I'IpOI'IyCKHOVI CMOCOOHOCTLIO.

Monitor B aTom okHe cogepxutca nHgopmaumsa o pacnpegeneHnm un

(MoHUTOpPUHF) ncnonb3oBaHMM NponyckHon cnocobHocTn NBG334W.
Remote MGMT | WWW B 3TOM OKHE MOXHO onpefenuTb, Yepes Kakne NHTepdenchbI
(YoanexHoe (BcemupHas 1 ¢ kakux |P-agpecos nonb3oBaTensm paspeLlaercs
ynpaenexue) nayTuHa) BbINONHATL ynpasnexne NBG334W no npotokony HTTP.

Telnet (CeTeBon
TenenocTyn)

B 3TOM OKHe MOXHO onpeaenuTb, Yepes Kakne nHTepdencel
1 ¢ Kaknx |IP-agpecoB nonb3oBaTensam paspeLuaeTcs
BbINONHATL ynpasneHne NBG334W no npotokony Telnet.

FTP (MpoTokon

B 3TOM OKHe MOXHO onpeaenuTb, Yepes Kakne MHTepdenchbl

nepegayv 1 ¢ kakux IP-agpecoB nonb3oBatensam paspeLliaeTcst 40CTyM K
arnos) NBG334W no npotokony FTP.

DNS (Cuctema | B aTom OkHe MOXHO onpefenuTb, Yepes Kakme HTepdeichl
OOMEHHbIX n ¢ kakmx IP-agpecoB nonb3oBateny MOryT nocbinartb

UMEH) 3anpocbl DNS k NBG334W.
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PykoBoacTBO nonb3oBaTens uHTepHeT-ueHTpa NBG334W




Maea 2 3HakomcTtBO ¢ Web-koHdurypaTtopom

Tabn.4 CsopgHas Tabnuua okoH

CCbIJIKA 3AKIAOKA ®YHKLNA
UPnP (YHuBep- | General 370 OKHO ncnonb3yeTtcsa Ang BkntoyeHus B NBG334W
canbHbIf pexum | (O6wast dyHkumm UPNP (yHuBepcanbHas dyHkumus Plug and Play).
Plug and Play) | yacTpoitka)
Maintenance
(ConpoBoxaeHue)
System General 3TO OKHO NO3BONSIET MOCMOTPETb M UBMEHNUTbL NapameTpbl
(Cucrema) (Obwas aAMVHUCTPUPOBAHWS, HAaNpUmep, AOMEHHOE U CUCTEMHOE
HacTpoWika) UMS, Naponb 1 BpeMS NPOCTOS.
Time Setting 3TO OKHO UCNonb3yeTcs AN U3MEHEHNS AaTbl U BDEMEHN B
(YcraHoBka NBG334W.
BpEMEHM)
Logs (Peructpa- | View Log 3TO OKHO ucnonb3yeTcs ANA NPOCMOTPa XypHarnos
LINOHHbIE (MpocmoTp permcTpauum no BelbpaHHbIM KaTeropusim.
KypHarnbi) XypHana
perucTpauum)
Log Settings 3TO OKHO MCNOMb3yeTCsa AN UBMEHEHNS HACTPOEK
(Hactpolika permcTpaumnoHHbIx xxypHanos NBG334W.
XypHarnos)
Tools Firmware 3TO OKHO UCMNONb3yeTCs AN 3arpy3kM MUKPONPOrpaMmMbl B
(CepsucHble (Mukpo- NBG334W.
nporpammbi) nporpamma)
Configuration 3TO OKHO NO3BONSET BLIMNOMHATL PE3EPBHOE COXPAHEHWE 1
(Hactpotika) BOCCTaHOBIEHME KOHGUrypaumm nnm cbpoc HacTpoek
NBG334W k 3aBOACKMM YCTaHOBKaM.
Restart 3TO OKHO NO3BONSET BbINONHUTL Nepesarpy3ky NBG334W
(Mepesanyck) 6e3 BbIKMYEHUS 3NeKTPONMTaHu1S.
Sys OP Mode General OTO OKHO NO3BONSIET BbIOPAThL PEXMM PaboThI
(Pexum pabotbl | (O6uias
cUCTEMb) HacTpolika)

2.4.3 CBopka: Tabnuua IP-agpecoB

B sTom okHe oToOpaxarotcst [P-anpeca Bcex KOMITBIOTEPOB, HCIIONB3YIOIINX HHTEPHET-IICHTP
NBG334W nocpencreoMm dynkiuu Any [P. DTta ¢pyHKINS M103BOJIAET KOMITBIOTEPAM BBIXOAUTh
B UnTepHet uepe3 NBG334W 6e3 n3MeHEHUsI CBOUX CETEBBIX HACTPOEK MPH BKIIOUYEHHOMN
NAT. YUto065sI OTKpPEITH 3TO OKHO, TiepeinnuTe K okHy Status (Cocrosinue) (cm. Pazn. 2.4.1 Ha
c. 19) u menkaute Details... (JlomosHuTENABHO...) psimoM ¢ Tabmurieii Any IP Table

(Ta6auna Any IP).

Puc. 6 Tab6nuua Any IP

Any IP TABLE

Refresh |
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2.4.4 CBopgka: MOHUTOPUHI ynpaBrneH1sa NPonyCKHOU CNOCOOHOCTbLIO

B oxne Status (Cocrosinue) menkaute ccbuiky BW MGMT Monitor (Details...)
(MOHHMTOPHHT YNPaBJIeHHs MPONYCKHOM cMOCOOHOCThIO ([lomoJIHUTEIBHO...)). OOpaTuTe
BHUMAaHHE Ha MCIIOJIb30BaHHUE MPOITyCKHOM CIOCOOHOCTH mpaBuiaMu pabotel ¢ WAN. 3nech
TaKKe 0TOOpa)kaeTCs UCIOIB30BAHUE MPOITYCKHOM CIOCOOHOCTH OTHOCUTEIILHO €€ OFoKeTa
JUIs Kaskaoro npasuiia. Cepast 4acTh MHIUKATOpa MOKa3bIBaET HEUCIIONb3YEMYIO MPOMYCKHYTO
CIOCOOHOCTbH B MPOIIEHTAX, & OPAHKEBBIH I[BET OKA3BIBAET UCTIOIBE3YEMYIO MPOITYCKHYIO
CHOCOOHOCTb.

Puc. 7 Csogka: MOHUTOPWHT ynpaBneHusl MponycKHOWM CNOCOBHOCTLI0

BW MGMT Monitor

WoIP (SIP) | | 0/10000 kbps
FTP I | 408/ 10000 kbps
E-Mail | | 0 /10000 kbps

2.4.5 CBopka: Tabnuua DHCP

26

DHCP (Dynamic Host Configuration Protocol — [IpoTokon suHaMu4eckoil HACTPOMKH y3JI0B,
RFC 2131 u RFC 2132) mo3BossieT OTAETbHBIM KIMEHTCKUM KOMITBIOTEpaM IOIy4aTh
Hactpoiiku TCP/IP mipu 3arpy3ke ot nieaTpanbsHoro cepsepa DHCP. Mo)XHO HACTPOUTH
NBG334W xkak cepep DHCP wnm otkmrounts 31y dyHknwio. [Ipu pabote B peskxuMe cepBepa
NBG334W mnpenocrasnser knmueatamu DHCP kouduryparuto TCP/IP. Eciou ciry:x6a DHCP
OTKITIOYEHA, TO JUII HOPMAIILHOM PabOThI B IOKAJLHOW CETH HEOOXOAMM JPyroi cepBep
DHCP, B npoTHBHOM CiIy4ae MpHUIETCs HaCTPauBaTh KOMIIBIOTEP BPYUYHYIO.

B okue Status (Cocrosinue) menkaute cceiky DHCP Table (Details...) (Tadauua DHCP
(JonosiHuTeNIBHO...)). [TosiBUTCS OKHO ¢ MHPOpMaIueii o coctosuuu DHCP B pesxxume
TonpKo A ureHus. B tabnunie DHCP otobpakaercs Texymias nHGOpMAIHs O KITHEHTaX
DHCP (xirouas IP-aapec, ums y3aa u MAC-aapec) 1 Bcex KITUSHTOB CETH,
ucnoassyromux NBG334W kak cepsep DHCP.

Puc. 8 Csopaka: Tabnuua DHCP

DHCP Table

1 192.168.1.33 1147 00:00:8d:45:00:00

Refresh |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 5 Csopka: Tabnuua DHCP

(MAC-agpec)

NMOnE OMNMUCAHMUE

# 3T0 NnopsAKOBLIA HOMEP y3na.

IP Address B aTom none otobpaxaetcs IP-agpec komnbioTepa ¢ HOMEPOM, YKa3aHHOM BblLLE.
(IP-agpec)

Host Name B aTom none otobpaxaeTcsi Msi KOMMNblOTepPa.

(Nma yana)

MAC Address | B atom none otobpaxaetrcsd MAC-agpec koMmnbloTepa, Ybe ums ykasaHo B none Host

Name (Um# yzna).

Kaxpoe yctporicteo Ethernet nmeet yHukanbHbii MAC-agpec (MAC — Media Access
Control — YnpasneHnue goctynom k cpege nepegaun). MAC-agpec HasHayaetcs
N3roToBUTENEM M COCTOUT 13 6 Nap wecTHaguaTepuyHbIX CUMBOMOB, HaNpuvep,
00:A0:C5:00:00:02.

Refresh
(O6HOBUTL)

Haxmute Refresh (O6HOBUTBL) Anst 0OHOBNEHMSA OKHA.
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2.4.6 CBopka: CtaTucTuka nepegadm naketoB

B oxne Status (Cocrosinue) menkaute ccoliky Packet Statistics (Details...) (CtaTucTuka
nepeaaun naxkeroB (JlomoTHUTENBHO...)). 3MeCh 0TOOpaXkaeTcss HHGOPMAIIHS O COCTOSTHIHI
MOPTOB U CTATUCTHKA MAKETOB B PEKUME TOJBKO JJIs UTeHHs. Taroke 37eCh 0ToOpaxaercs
BpeMsl pabOThI CHCTEMBI U MHTEpBaJIbI onipoca cuctembl. [1one Poll Interval(s) (MaTepBan
onpoca) MOKHO HAaCTPanuBaTh.

Puc. 9 Csogaka: CTaTucTUKa Nepegayn NaketTos

Packet Statistics

WaAN Idle 210266 156607 0 a 448 0:00:00
LAN 100mM/Full 247620 651040 0 1] 0 §:01:43
WLAN S4mM 1138 0 0 a 0 8:01:43

System Up Time : 8:01:49

-, - s a4 | IR . - - e ———

S -

et Interval | Stop

B cnenyromeit TabmuIle JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 6 Csopka: CTaTuctuka nepegaym nakeTos

NONE

OMNMUCAHUE

Port (MopT)

Tun nopta NBG334W.

Status (CoctosHue)

[ns noptoB LAN B 3TOM none otobpaxaeTcs X CKOPOCTb, 3Ha4YeHMe
napameTpa gynnekcHon nepegayv unu Down (OTkn.) (Mpy OTCYTCTBMM NNHUN).

Ona nopta WAN 3geck oToGpaxkaeTcsi CKOPOCTb NopTa 1 pexnm nepegaudu,
ecnu ncnonbayetcsa nHkancynsaums Ethernet, Idle (OxuaaHue) — npocTon
kaHana (ppp), Dial (YcTtaHOoBneHue coegnHeHUs) — BbINOMHAETCS BbI3OB U
Drop (3aBeplueHne coegnHEHUs) — paspbiB COEQUHEHWS, €CIN NCMONb3YyeTCs
nHkancynauma PPPoE nnu PPTP. MNpwu oTCyTCTBUX NUHWM B 3TOM none
oTtobpaxaeTcsi 3HavyeHe Down (OTkn.).

[nsa 6ecnposogHoro nopta WLAN 3gecbh oTobpaxkaeTcs MakcumarnbHas

ckopocTb nepegayu, ecrnv nopt WLAN BkntoueH unn Down (OTkn.), ecnu nopt
WLAN oTkntodeH.

TxPkts (MepenaHo
nakeToB)

B aToM norne otobpaxaeTcs KONMYECTBO NAKETOB, NepeaaHHbIX Yepes 3ToT
nopT.

RxPkts (MpuHsTo
nakeToB)

B aToM none oTobpaxaeTcsi KONMYECTBO NakeToB, NOMyYeHHbIX Yepes 3TOT MopT.

Collisions
(KoHpnukThI)

30ecb 0TOBpaXkaeTcs KONMYECTBO KOHMIIMKTOB NpU nepefaye Yepes AaHHbIN
nopT.

Tx B/s (CkopocTb
nepegayu, 6anT/c)

3pecb oTobpaxaeTcst CKOpoCcTb Nepeaayn nopTa B Gantax B cekyHay.

Rx B/s (CkopocTb
npuema, 6anT/c)

3aech oTobpaxaeTcs CKOpOCTb NpuemMa nopta B 6anTtax B CEKyHAY.

Up Time (Bpewms
coefMHeHs)

O6uwee BpemMsA NOAKMYEHUS.
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Tabn. 6 Ceogka: CTatncTtuka nepegaym nakeTos

MNOJE

OMNCAHUE

System up Time
(Bpemsi pabothl
CUCTEMBI)

3p0eck oTobGpaxaeTcs Bpems, Uctekwee ¢ MomeHTa 3anycka NBG334W.

Poll Interval(s)
(MHTepBan(bl)

B ato none BBOAgUTCA MHTepBan OOHOBMNEHUSA CTAaTUCTUKM.

onpoca)

Set Interval Haxxmute Ha 3Ty KHOMKY, YTOObl MPUMEHNTB HOBBIW MHTEPBan onpoca,
(YcTaHoBUTb 3agaHHbIn B none Poll Interval(s) (MHTepBan onpoca).

WHTEepBarn)

Stop (OctaHoBUTbL)

HaxmunTe kHonky Stop (OcTaHOBUTL), ANst OCTAHOBKM OOHOBMNEHMS
CTaTUCTUKN.

2.4.7 CBopka: CoctosiHMe 6ecnpoBOAHbLIX CTaHLUN

[enxuute no cceiike WLAN Station Status (CocTosinne 0eclipoOBOIHBIX CTAHIAM
JIOKAJIbHOI1 ceTH) B okHe Status (CocTosiHue). B 3TOM OKHE 0TOOpakaeTcs CIIUCOK
0ecrpoBOIHBIX CTaHIUH, moakItoueHHBIX K NBG334W B okHe Association List (Cnucok

MOAKJIIOUEHHH).

Puc. 10 Csopgka: Cnmcok 6ecrnpoBoAHbIX NOAKMIOYEHWNIA

Association List

o001

00:0e:35:96:6d:6a 01:38:47 2000/01/01

Refresh |

B cnemyromeit TabmuIe JaHBI OMMMCAHMS TIOJIEH STOTO OKHA.

Tabn. 7 Csogka: Cnncok 6ecnpoBoaHbIX NOAKMIOYEHWUIA

(MAC-agpec)

MONE OMNUCAHMUE
# OTO NopsiAKOBbIV HOMEP MOAKIYEHHOTO 6eCnpoBOAHOMO YCTPOMCTBA.
MAC Address B atom none otobpaxaetrcs MAC-agpec nogknodeHHon 6ecnpoBogHOM

CTaHUUN.

Association Time
(Bpems
NOAKIOYEHNS)

B atom none otobpakaeTcsa Bpems, B Te4eHne KoToporo 6ecnpoBogHas
CTaHLMA NOAKINoYeHa K nHTepHeT-LeHTpy NBG334W.

Refresh (O6HOBUTL)

Haxmute Refresh (O6HOBUTBL) Anst 06HOBNEHMS OKHA.
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Y4yebOHOE pyKOBOACTBO

Nno pa3BepTbIBaHUIO

GecnpoBOAHOMN CETHU

B 5T10i1 m1aBe Ha MpUMepax paccCMaTPUBAETCSI HACTPOKA B3aMMOICHCTBYS TOUKH JTOCTYTIA U
0ecTpOBOIHOTO KIMEHTA C MCIIOb30BaHNEM HIKECIENYIONINX mapamMeTpoB. becripoBonHbie

KITUEHTHI MOTYT BBIXOJTUTH B C€Th IHTEpHET Yepe3 TOUKy JO0CTyIIa.

3.1 Mpumep napameTpoB HAaCTPOUKN

SSID (MUpeHTudmkaTop SSID)

SSID_Example3

Channel (Kanan)

6

Security (3awura)

WPA-PSK

(Pre-Shared Key (npeasapvTenbHO COrnMacoBaHHbIN KIOY):
ThisismyWPA-PSKpre-sharedkey)

802.11 mode (Pesxum 802.11)

IEEE 802.11b/g

Harnee B Tekcte Touka goctymna (AP: access point) uimm 6ecripoBOIHON MapuIpyTH3aTop Oyaer
COKpaIIeHHO 0603HauaTbes «AP», a kommbroTep ¢ 6ecripoBoHOM ceTeBor kaproit i USB/
PCl-amantepom — «06eCIIpOBOIHBIM KIIHEHTOMY.

B crnenyromux npuMepax nmpuBeIeHbl CHUMKH OKOH CEPBUCHOM MpOrpaMMbl HACTPONKH

M-302 6CCHp0BO,I[HOFO KJIIMCHTA. BI/I,Z[ OKOH MOXCT HE3HAYUTCIbHO OTNIMYATHCA Y pa3JINYHBIX

MOJIEJIEN.

3.2 HacTtpouka To4ku goctyna

JL1s1 HACTPOMKHM TOUKHM AOCTyNA CIECAYWTE HUKEIPUBEACHHON HHCTPYKIUY.

1 B BeO-koHbHrypaTope Touku qoctymna otkpoiite okHo Wireless LAN (BecnpoBogHasi
JokajbHas ceThb) > General (O0mas HacTpoiika).

PykoBoacTBO nonb3oBaTenst uHTepHeT-ueHTpa NBG334W
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Puc. 11 Network (CeTtb) > Wireless LAN (becnpoBogHasi nokanbHas ceTb) > General
(O6was HacTpolika)

Wireless Setup
¥ Enable wireless LaN
Mame(SSIDY [ESID_Exampled
™ Hide s8I0
Channel Selection | chianne-06 2437MHz 7 |
QOperating Channel Channel-006

Security
Security Mode IWPA-PSK vl
Pre-Shared Key |ThisismWA-PSKpre-sharedkey
Reauthentication Timer I‘IBDD {In Seconds)
Idle Timeout ISBEID {In Seconds)
Group Key Update Timer I‘IBDD {In Seconds)

Apply Reset |

32

2 VYcranosute pnaxok Enable Wireless LAN (BkJIl04uTh 0eCripoBOIHYIO JIOKAJIBHYIO
CeThb).

3 B kauecte SSID BBenure «SSID_Example3» u BeiOepuTe KaHa.

4 Brioepute pexxum 3amutel WPA-PSK u Benute ThisismyWPA-PSKpre-sharedkey
B nojie Pre-Shared Key (IlpeaBapure/ibHO cOINIacOBaHHbIN KJ04). Haxxmure
kHoniky Apply (IlpuMeHuUTSH).

5 Ortkpoiite okHo Status (Coctosinue). [IpoBepsTre HACTPOIKH OECIIPOBOAHOM CETH
u 6e3omacHocty B pazzene Device Information (Mugopmanus 06 ycrpoiicTse)

u yoeaurecs, uto B mosie Interface Status (CocTosinue mHTepeiica) ycTaHOBICHO
3Hauenue Up (BkJ1.).
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Puc. 12 Network (CeTb) > Wireless LAN (becnpoBogHas nokanbHas ceTb) > General
(Obwas HacTpoika)

T Status FETTEST T AT =

Systemn Mame: MNBG334wW Systern Up Time: 1:22:31

Firmware Version: W3.60(AMS.2)b2 | 09/21/2007 Current Date/Time: 2000-1-1/1:22:28

W AN Information Systern Resource!
- MacC address: 00:19:cb:22:32:12 -CPU Usage: _ F7.39%
- IP Address: # -Memory Usage: _ S8%

System
- 1P Subnet Mask:

Systemn Setting:

Logs - DHCP: “Firewall: Enabled

Tools LAN Information .a‘;?“;g‘:n:heml Disabled

Config Mode - MAC Address: 00:18:ch: 22132111 i o
5 - IP Address: 192.168.1.1 oAt

Sys OP Mode sl i S advanced

- IP Subnet Mask

Language ?
WLAN Information:

- MAC Address: 00:15:ch:22:32:11
- Name{SSID): ZyREL

- Channel: 5

- Operating Channel: &

- Security Mode: Mo Security

- 802.11 Mode: 802.11b/a

- WPS: Unconfigured
£t ] AL

- MAC address: 06:19:ch:22:32:11
- 1P address: 1592.168.2.1

- IP Subnet Mask:  255.255.255.0

- DHCP: Server

- Name(SSID): Guest

- Security Mode: Mo Security

Interface Status Summary
any IP Table (Details...)
Tntcrtase TR T | o e Henter Ratic..
DHCP Table {Detai

WaN

Down

6 I[lenkuute o ccouike WLAN Station Status (CocTosinne 6ecripoBoIHOM cTaHIUM
JIOKAJILHOI CeTH) B OKHE COCTOSTHHSI TOUKH NocTyma (Status). B oTkprIBIIeMcs okHE
MOYKHO HAOJIFOIATh MOJAKITFOYSHHBIX K TOYKE JOCTYMa OSCIPOBOIHBIX KIIMEHTOB.

Puc. 13 AP: Status: WLAN Station Status (Touka goctyna: CocrosiHue: CoctosiHne
6ecnpoBOHON CTaHLMM NOKanbHOW CETH)

Association List

oo1 00:13:49:63:3:5e 00:18:23 2000/01/01

Refresh |
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3.3 HacTtpouka 6ecnpoBOAHOro KfMeHTa

B sTOM paznene noiaeT pedyb O MOAKIIOUCHUH K CETH OSCIPOBOHOTO KIIUCHTA.

3.3.1 lNopkniovyeHne K 6ecnpoBOoAHOU NOKaNbHOWU CeTH

B crenyromux pa3zzienax ONMUChIBACTCS MOAKIIOYCHHUE K OSCIIPOBOIHOM CETH, MOKa3aHHON Ha
CXeMe HUXKeE, C IIOMOIIIbI0 YTHIIUTHI OECIPOBOHOTO ajaanTtepa. Ha cxeme OecripoBogHOM
KJIueHT o0o3HaueH OykBoit C, Touka qoctymna — OykBamu AP.

< \ NHTepHeT
c AP </

CYH_IGCTBYIOT TpH crmocoba MOAKIIOYCHHA KIIMCHTA K TOYKE JOCTYyIIA.

* He BBINONHATE HACTPOWKY U MPENOCTABUTH OECIIPOBOAHOMY KIHMEHTY HPOU3BECTH
ABTOMAaTHYECKUI IIOUCK U MOAKIIOUEHUE K JOCTYIIHOM CETH, y KOTOPOU HE HACTPOEHBI
rapameTpbl 0€301TacCHOCTH.

* [lomkmrouuThCs K OECTIPOBOAHOM CETH BPYyUHYIO.

* Hactpouts npoduiib 6ecripoBOIHOTO KIMEHTA JJIs1 aBTOMATHIECKOTO MOAKITIOYSHHS
K YKa3aHHOU CETH WIHA PaBHONPABHOMY KOMIIBIOTEDY.

B sToM npumepe paccmarpuBaeTcs HOAKIOUCHHE OECIPOBOIHOTO KJINEHTA BPYUHYIO K TOUKE
noctyna ¢ HactpoeHHo 3amuroilt WPA-PSK u Beixonom B MHTEepHET. 111 MOAKITIOUEHUS

K TOUKE JIOCTyINa HeoOXOAMMO 3HaTh ee uaeHTruukarop Habopa ciayx0 SSID u o0muit kiou
WPA-PSK. B nannom npumepe ceteBbIM uaeHTHGuKaTopoM (SSID) ToukHu qocTyna sBiseTcs
«SSID_Example3», a kiarodom cetu — hpaza «Thisismy WPA-PSKpre-sharedkey».

ITocne YCTaHOBKH YTUJIMTBL 6eCHpOBOI[HOFO ajanrtepa u 6CCHpOBO}1HOI‘O KJIMCHTA BBIITOJTHUTEC
CIeqyIOIue NeHCTBUA AT MOJKITIOUEHHS K CETH ¢ ToMoIbio okHa Site Syrvey (00630p y3.10B
ceTH).

1 3amycTuTe CepBUCHYIO POrPaMMy HACTPOUKH OECITPOBOJHOIO aanTepa U MIeTKHUTE
o 3akiazake Site Survey (JlocTynHble ceTH), 9TOOB OTKPHITH OKHO, TTIOKa3aHHOE HIDKE.

Available Network List Site Information

I (] I Channel | Signal |:||A Metwork Type: Infrastructure
O=a ZyxEL_MIS & 62%: Metwork Mode: 30211g
=8 ZywEL_YZIU & B2% Channel: &
ZyNEL test 6 6% Security: VWPA-PSK

MAC Address: 00:20:C5C00Fi64
Surveyed at: 11:46:38

551D _Exampled

CPE_S5257_00 11

H

Scan Connect

34
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2 bBecrpoBOAHOM KIMEHT aBTOMAaTHYECKH OTBICKHBAET JIOCTYITHBIE OSCIIPOBOJIHBIC CETH.
Haxxmute knonky Scan (Ilonck), eciin He0OX0IUMO TTPOBECTH MTOBTOPHBIN TONCK. Ecim
B pazzaeine Available Network List (Cnucok 70CTynHBIX ceTeif) HET HU OJTHOM 3amucu,
3HAYHUT, B 30HE OXBaTa aJianTepa HEeT JOCTYIHBIX OSCIIPOBOIHBIX ceTel. YOeauTech, 4To
TOYKa JOCTyIla WIN paBHOHpaBHBIﬁ KOMITIBIOTCP BKJIHOYCHBI, UJIKX PA3MCCTUTE
0ECTIPOBOIHOTO KJIMEHTA OJIMKE K TOYKE JTOCTYTIA WU PAaBHOIIPABHOMY KOMITBIOTEDY.

3 Ilpu NOMbBITKE COCAMHEHUS C 3aLIMIIEHHON TOYKOH JI0CTYIa MOSBUTCS BCILIBIBAIOIICE
OKHO C 3aIIpOCOM Ha BBOJI TapaMeTpoB 0e30MacHOCTH. BBequTe npenBapuTenbHO
COTNIaCOBaHHBIH KIIIOY, a B MMOJIe TUIa MHU(POBAHUS OCTABBTE 3HAYCHHUE M0 YMOTUAHHIO.
Haxxmute kHonky Next ([Jasee) nis nepexoaa K ciaeayromeMy okHy. s nepexoaa K
MpeaplIyleMy OKHY HaxkmuTe kHonKy Back (Ha3zan), g Bo3Bpara B okHO Site Survey
(JocTynnblie ceTtn) HaxxmuTe kHONKY Exit (Bbixon).

Puc. 14 ZyXEL Utility: Security Settings (CepsucHas nporpamma ZyXEL: MNapametpbl
6e3onacHocTK)

Encryption Type: ITKIP j

Pre-Shared Key: IThisismyWPA-PSKpre-sharedkeﬂ

Back Next Exit

4 TlosButcs okHo Confirm Save (IToaTBep:kaeHe HOBBIX HacTpoeK). [IpoBephre
HACTPOWKH U IIJISl IPOAOIDKEHUS HaXMuTe Save (COXpaHUTB).

Puc. 15 ZyXEL Utility: Confirm Save (CepsucHaga nporpamma ZyXEL: MNoatesepxaeHue
COXpaHeHus)

onfirm >ave

Metwork Name(SSID): S5I0_Exampled

Network Type: Infrastructure
Metwork Mode: a0z.11bjg
Channel: Ak
Security: WWPA-PSK

Back Save Exit

5 Bo Bpems coeiuHeHNS ¢ 0ECIIPOBOIHON CETHIO C UCIIONB30BaHUEM 33/IaHHBIX TAPAMETPOB
CepBHUCHAS IIpOrpaMMa HACTPOHKH OecripoBOIHOTO anantepa oToopasut okHo Link Info
(IToaxrouenne). Korna kanam 6ecripoBOHOM CBA3H YCTAaHOBUTCS, 3HAYOK CEPBUCHON
porpaMMbl HACTPOMKH OECIPOBOAHOIO afanTepa Ha maHeny 3aga4 Windows craner
3eneHbIM, a B okHe Link Info (Iloakirouenue) nosButcs uHGopManus 06 akTHBHOM
coeanHeHny. YToOBl yOeUThCA, YTO MOAKIIOYEHUE K BBIOPAHHOH CETH TPOILIO YCIEUTHO,
npoBepsTe nHpopmarwio o cety B okHe Link Info (Iloakarouenue). Ecin GecipoBogHO#
KIIMEHT HE CMOXKET MOAKIIFOUNTHCS K CETH, TOJISI 3TOTO OKHA OCTAHYTCS ITyCTBIMH.
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maBa 3 YuebOHOe pyKOBOACTBO MO pa3BepTbiBaHMIO BECNpoOBOAHOM CETU

Puc. 16 ZyXEL Utility: Link Info (CepBucHasi nporpamma ZyXEL: NMogkntoveHune)

Statistics
Profile Name: Transmit Rate: Z Kbps
Metwork Name(SSID): 55I0_Exampled Receive Rate: 0Kbps
AP MALC Address: 00:A0:C5: D 1F:6 Authentication: Mone
MNetwork Type: Infrastructure MNetwork Mode: 02,119
Transmission Rate: 15 Mbps Total Transmit: 46
Securiby: WPA-PSE Total Receive: 3
Channel: & Link Quality: -55 dEm
Trend Chart
Signal Strength @ @@ s @ o o0 0 Link Quality C RN I T s
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6 Ortkpoiite Be6-0003peBareb U BBEAUTE B aApECHOM cTpoke http://zyxel.ru wan aapec
moboro apyroro BeO-caiita. Eciu caliT oTkpoeTcsi, 0ecripoBOAHOE COSAMHEHNE
HACTPOEHO YCHEIIHO.

B nporuBHOM city4ae ciieflyeT M3MEHUTH TUT IH(PPOBaHUsI B OKHE Security Settings
(ITapameTpsl 6€30MACHOCTH), TPOCMOTPETH paszen «Ilouck u ycrpaneHue
HEUCTIPAaBHOCTEW» TAHHOTO PYKOBOZACTBA WIIM OOPATUTHCA K aJMHHHUCTPATOPY CETH.
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becnpoBoaHada nokanbHas ceTb
(WLAN)

B aT0i1 maBe pacckazbiBaeTcs, Kak HacTpouTh B NBG334W mapamerpsl OecripoBOAHON CETH.
JlonoNMHUTENbHYI0 HHGOPMAITUIO O OECTIPOBOHBIX CETAX CM. B IPUIIOKCHUSX.

41 O630p 6ecnpoBOAHbLIX CETEN

Ha cnenyromem pucyHke npeacTaBiieH IpuMep 0eCIIpOBOIHON CETH.

Puc. 17 [pumep 6ecnpoBogHOM CETM C TOYKOM JOCTyna

; \_

.‘- S Touka
" pocTtyna (AP)

-,

N =

’
- "'
L LT

-
"
-

BecnipoBoniHas ceTh 0003HaUEHA CUHUM KPYyroM. YcTpoicTBa A U B B 3T0ii ceTH Ha3bIBAIOTCS
6CCHpOBOJ1HI)IMPI KIIMCHTaMHU. BCCHPOBOZ[HLIG KIIMEHTBI UCTIOJIB3YIOT TOYKY JOCTYyIIa JJIs

MOJKITIOUEHHS K IPYTHM yCTPOUCTBAM (TaKUM Kak MPHUHTEP) WK K ceTr HTepHeT.
NBG334W sBrsiercst TOUKOM 1ocTyma.

PykoBoacTBO nonb3oBaTenst uHTepHeT-ueHTpa NBG334W

39




maBa 4 becnpoBoaHasi nokanbHas cetb (WLAN)

B m000it OecripoBOIHOM CeTH JOKHBI COONIONATHCS CIICAYIOIINE TTPHUHITHIIBL:

* Bce OGecripoBoaHbIE KIIMEHTHI B OJHOI OeCIPOBOAHOM CETH AOJKHBI HCIIOIB30BATh
oanHakoBbIl uneHTHuKaTop SSID.

SSID sBaseTcs mmeHeM OecrpoBogHOi cetr. SSID — a0 maenTHdHKaTOp Habopa CIryK0
(Service Set IDentity).

» Ecnu 30HbI 0XBara JBYX OCCIPOBOIHBIX CETEH MEPEKPHIBAIOTCS, HEOOXOAUMO, YTOOBI 3TH
CETU UCMOJb30BAIM Pa3HbIE KaHAJIbI.

[TogoOHO paguoCTaHIUSAM WM TEJIEBU3HOHHBIM KaHalaM, O€CIIPOBOIHBIC CETH
WCTIONIB3YIOT 7Sl TpHUeMa U repeaayn HHGopMalny onpeneneHHble KaHaIbl WIIH YaCTOTHI.

* Bce OecripoBoaHbBIE YCTPONCTBA, HAXOMSIINECS B OMHON O€CIIPOBOIHOM CETH, JOKHBI
HCIIOJIH30BATh ITApaMeTPhI 0E30ITaCHOCTH, COBMECTHUMBIE C TOYKOHM TOCTyIA.

Hactpoiika 6e30macHOCTH MPeIOTBpAIaeT TOCTY HEABTOPU30BAHHBIX YCTPOUCTB K
OecripoBozHOM ceTr. KpoMe Toro, TakuM 00pa3oM 3alluiacTcs mepeaapaeMast mo CeTH
nHpopMars.

TpeboBaHus

Jns pacipeHys CyIIeCTBYIOIIEH JIOKAaIbHOM CETH 3a CYET OpraHu3aluy OeCIpOBOAHOM
HEOOXOOUMBI CIIEAYIOIINE SIEMEHTHI:

1 Touka mocryma (AP: access point) uiau MapIIpyTH3aTop ¢ GYHKIMENH TOUKH TOCTYIIA

2 Kak MHUHHUMYM, OOJHA 6eCHp0BOZ[HaSI CCTEBasd KapTa WM aJanTep, B 3aBUCUMOCTHU OT
BalI€ro KOMIBKOTEPA.

* IIpu ucnonap30BaHUU HACTONBHOIO KOMIIbIOTEPA K HEMY MOXHO MOJKIIOYUTH
6ecripoBonHoit USB- win PCl-anantep.

* [lpu uconp30BaHUM HOYTOYKA K HEMY MOYKHO ITOIKITIOIUTE OecripoBogHoir USB-
nnu CardBus-ananrep.

3 cepep RADIUS, ecnu Bl xotHTe Hcnonb3oBarsk ctanaapt IEEE802.1x, WPA uiun
WPA2

Jlist opranuzanuu OecIpoBOAHON CeTH 0€3 TOUKH JIOCTyTa WA O€CIIPOBOTHOTO
MapHIpyTH3aTOpa HEOOXOAMMBI CICAYIOIIUE AIEMEHTHI:

1 JABEC UJIN bolee 6CCHp0BO,Z[HLIX CCTCBLIX KAPThl WJIX aJallTepa, B 3aBUCUMOCTHU OT
HCIIOJIb3YEMBIX KOMIIBIOTCPOB.

hd HpI/I HCIIOJIb30BaAaHUHN HACTOJIBHOI'O KOMIIBIOTEPA K HEMY MOXXHO ITOJAKIIOYUTH
oecnposoxuoit USB- mimm PCI-amanep.

* [Ipu ucnonp3oBaHuM HOYTOYKa K HEMY MOXHO MOAKIIOUUTH OecripoBoaHoii USB-
nmn CardBus-amamnep.
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maBa 4 becnpoBoaHas nokanbHas ceTb (WLAN)

CBepeHna Ana ycTtaHOBKU

Jns opranuzanuy 0eclipoBOAHON CETH Ha OCHOBE TOUKH AOCTYIa WK OECIPOBOIHOTO
MaplIpyTH3aTopa cleayeT Ha BceX OeCIpOBOJHBIX YCTPOMCTBAaX MPOIMUCATh CIeAyoNue
napaMeTpsbl:

+ SSID:
* Channel (Kanan): auto (aBTo) niu

» Network type of a wireless network card/adapter (Tumn cetn OecipoBOgHOH ceTeBOI
KapTel/agantepa): Infrastructure (c Toukol moctyma)

» wireless standard (ctanmapt 6ecripoBonnoii cBsizn): IEEE 802.11b, g, b/g nnn a
» Security (6e30macHOCTB):

( ) None (mer)

( ) WEP (64-, 128- nnmm 256-6utabri kimod) (ASCII wm Hex):
( ) IEEE 802.1x

( ) WPA-PSK (TKIP unu AES):
() WPA (TKIP unu AES)

() WPA2-PSK (TKIP unu AES):
() WPA2 (TKIP wm AES)

* Preamble type (Tun 3aronoBka) (eciau HCIONb3yeTces): auto (aBTo), short (KOPOTKHIA) HITH
long (nuHHBLI)

Jlnst opranuzanyy 0eclipoBOAHON ceTr 06€3 TOUKU TOCTYIa HIIH OeCTPOBOIHOTO
MapIIpyTH3aTopa CIeAyeT Ha BceX OeCIPOBOIHBIX YCTPOMCTBAX MPOIMCATh CIEAYIONINe
napameTpsbl:

* Network type (tun cetn): Ad-Hoc (koMIbIOTEp-KOMIIBIOTED)
+ SSID:
* Channel (kanan):

 wireless standard (ctannapt 6ecipoBoanoii cBsizn): IEEE 802.11b, g, b/g unm a
* Security (6e30mMacHOCTBD):

( ) None (mer)
() WEP (64-, 128- unu 256-6utasiii kirod) (ASCII nm Hex):
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maBa 4 becnpoBoaHasi nokanbHas cetb (WLAN)

4.2 3awuTta 6ecnpoBoaHOMn ceTn — obwan nHdopmauumsa

B crnepyromux pasnenax npeacTaBieHbl pa3TUYHbIC BUIBI 3AIIUTHI, KOTOPBHIE MOKHO
YCTAaHOBUTH JIJIsl OECIIPOBOHOM CETH.

421 WpeHtucpukarop SSID

B cTangapTHOM pexxuMe TouKa JocTymna paboTaeT Kak paguoMasiK, peryiIsipHO TPaHCIHPYS B
a¢up upentudukarop SSID. Moxuo ckpbith SSID, 1 B 3TOM citydae TOUKa AOCTyIa He Oyaer
TpanciupoBath SSID. Takke MOKHO UBMEHUTH 3aIaHHBIN 110 ymomyanuto SSID Ha
TPYIHOYTAABIBAEMBIN HIEHTH(PHUKATOP.

OnHako 3TOT METO[ HE SIBIISIETCS JOCTAaTOYHBIM AJIsl oOecreyeHns1 0€30MacHOCTH
0ecIpOBOIHON CEeTH, MOCKOIBKY CYIIECTBYIOT CIIOCOOBI, IPH TOMOIIN KOTOPBIX
HEaBTOPH30BaHHbIE OECIIPOBOAHBIC YCTpoiicTBa MoryT mony4yuts SSID. Kpowme toro,
HEaBTOPH30BaHHbIE OECITPOBOAHBIC YCTPOMCTBA MOTYT IOJy4aTh HH()OPMALHIO,
HepeiaBaeMyIo 110 OeCIIPOBOIHOM CeTH.

4.2.2 dPunbrpauusa MAC-agpecos

Kaxxnprit 6ecripoBOHOM KIMEHT NMEET YHUKAJIbHBIN HICHTH(PUKAIIMOHHBIN HOMED,
Ha3bIBa€MbIH MAC—az[pec.1 O6sraHO0 MAC-anpec 3armchIBacTCs IBCHAIIATHIO
IeCTHAAIIATEPUIHBIMU CHMBOJIAMHUZ, Hanpumep, 00A0CS5000002 nmu 00:A0:C5:00:00:02.
HNudopmamnmro o MAC-aapece 6ecripoBOAHOTO KIMEHTA CM. B pPYKOBOJCTBE ITOJIb30BATENSI MIIU
Jpyroil JOKyMEHTaluu JJIsl KOHKPETHOTO YCTPOMCTBA.

C nomomsto punsrpa MAC-agpecoB B TOUKe JOCTYIa MOYKHO Ha3HAUUTh yCTPOICTBa,
KOTOPBIM Pa3pelIeHo WK HE pa3pelleHo MOAKIIIoYaThCs K JaHHON O6ecripoBoHoi ceTn. Ecnu
0ecTpOBOTHOMY KJIMEHTY pa3pelIeHo MOIKII0UaThCs K OECIIPOBOAHOM CETH, eMy BCE PaBHO
HEe0OXOIMMO MMETH TIPaBHIIbHbBIE HACTpOiku (MaeHTudukarop SSID, HoMep kaHama U
rmapameTpsl 6e3omacHocTr). Ecimn 6ecipoBoqHOMY KITHEHTY HE pa3pemIeHo MOAKITI0UaThC K
0eCIpPOBOIHOM CETH, TO MPABHIIbHBIC HACTPOWKH HE NUMEIOT 3HAUCHUSI.

[Ipu ncnonp30BaHUM TaHHOTO MeTO/a Oe30MmacHOCTH HH(pOpMaIus, epegaBaeMas 1o
0eCIpPOBOIHOM CETH, HE 3alIUIIacTCs. bojee Toro, CyecTByOT ClIOCOObI, IPU MOMOIIIH
KOTOPBIX HEABTOPHU30BaHHBIE YCTPOICTBA MOTYT nonyunth MAC-aipec aBTOPU30BaHHOTO
KJIMEHTA. 3aTeM OHU MOT'YT HCIOIh30BaTh 3TOT MAC-aapec i BKIFOYSHUS B OSCIIPOBOIHYIO
CETb.

4.2.3 AyteHTUMKauuA nonb3oBaTens
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[lepen monkIIOYeHHUEM TTOJIE30BATENI B OSCIIPOBOIHYIO CETh €0 HEOOXOMUMO 3apETUCTPH-
poBarb. DTOT HPOILIECC HA3hIBACTCS ayTeHTH(HKAIMEH Tob30BaTens. [ mpoXoxkIeH s
ayTeHTH(UKAIMY Bce OECIIPOBOIHBIC YCTPOMCTBA B OECIIPOBOIHON CETH JTOTIKHBI
nognepxxuBath cranaapT IEEE 802.1x.

1. HekoTtopble 6ecnpoBogHbie YCTPOINCTBA, HAaNpUMep CKaHepbl, MOryT OnpeaenuTb Hanuune 6ecnpoBoaHON
CeTn, HO He MOryT ee UCMonb3oBaTh. Takue ycTponcTea MoryT He umetTb MAC-agpeca.

2. lWectHaguaTtepuyHble cumBonsl: 0, 1, 2, 3, 4,5,6,7,8,9,A,B,C,D, E, F.

PykoBoacTBO nonb3oBaTens uHTepHeT-ueHTpa NBG334W



maBa 4 becnpoBoaHas nokanbHas ceTb (WLAN)

B GecripoBOHBIX ceTSIX MMEHA IOTB30BATENICH M ITapoJTy I KaXKI0TO TOIh30BaTelIsT OOBITHO
XPaHATCS B IBYX MECTax.

* B Touke moctyma: Takas (pyHKIMSI Ha3bpIBaeTCs 0a30¥ JaHHBIX JIOKATHHBIX MOJIH30BATENCH
WM JIOKAJIBbHOM 0a30i TaHHBIX.

» Ha cepBepe RADIUS: Takoii cepBep yarie UCIoIb3yeTCs Ha IPEIIPHSITHIX, YeM B KUJIBIX
JOMax.

Ecnu Touka mocTyma He mMeeT 0a3bl JaHHBIX JIOKAJIBHBIX MOIb30BaTelei, u cepsep RADIUS
OTCYTCTBYET, TO HEBO3MOXXHO yCTaHABIMBATh MMEHA ¥ ITApOJIH IS TIOJIH30BATENEH.

HecanknnornpoBaHHBIE yCTPOWCTBA MOTYT ITOIyYaTh HH()OPMAITHIO, TEPEIaBAEMYIO B
OecIpOBOIHON CEeTH, Ja’Ke €CIIM OHU HE MOTYT HCIIOIb30BaTh 3Ty OECIPOBOAHYIO ceTh. boiee
TOTO, CYLIECTBYIOT CIIOCOOBI MOMYYEeHHUS! HECAHKIINOHUPOBAHHBIMH OECITPOBOAHBIMU
MOJIb30BaTEISIMU JEMCTBYIOINX NMEHH MTOJIb30BaTENs U aposisd. 3aTeM OHU MOTYT
WCIIOJH30BATh 3TO MM TIOIH30BATENS U MTAPOIh IS MOJKIIOUEHHS K OECIIPOBOIHOMN CETH.

baza JaHHBIX JIOKAJIBbHBIX MOJIL30BaTENIEH TakKe UMEET JONOJIHUTECIIBHOC OT'PaHUYCHUE,
0 KOTOPOM PAacCKa3bIBacTCs B CICAYIONIEM pasziene.

4.2.4 LUuncdpoBaHue

BecripoBoHbIE CETH MOTYT HCITONB30BaTh MIH(pPOBaHKE IS 3AIIUTH HHPOPMAIIHAH,
repenaBaeMoii mo OecripoBogHoi cetu. [llndpoBanre HaTOMIHAET CEKPETHBIN Koa. He 3Has
KOJIa HEeJIb3s POUYECTh COOOIICHNE.

Bunet mudpoBanus BEIOUPAOTCS B 3aBHCUMOCTH OT THIA ayTeHTH(HUKAIIMN TI0Ih30BaTeINeH.
(JomonuuTenshyo uHpopmaruio cM. B Pazn. 4.2.3 Ha c. 42.)
Ta6n.8 Bwuabl WndpoBaHMsa B 3aBMCMMOCTU OT TUMa ayTeHTUGUKaLMM

AYTEHTUOUKALIUA
OTCYTCTBYET CEPBEP RADIUS

Camasn cnabas 3awura OTkntoveHne 3awmtbl cetn | WPA

CraTtunyeckoe
I wudpposaHne WEP

WPA-PSK
Camas cunbHana 3awmTta | WPA2-PSK WPA2

Hanpumep, ecnu B 6ecripoBoiHoit cetu ecth cepBep RADIUS, MokHO MCTIOIB30BaTh
mudppoanrne WPA nmu WPA2. Ecin monp3oBarenu He perucTpUpyroTcs B 6€CIpoBOTHOM
CETH, BBl MOJKETE JIMOO OTKITIOYHTH MU(POBAHKE, THOO BEIOPATH OAMH U3 CICAYIOIINX THIIOB
mudposanmst: Ctarmdeckoe mudposanne WEP, WPA-PSK nimin WPA2-PSK.

OOBIYHO YCTaHABIMBAETCS CAMOE CIOKHOE IN(PPOBAHNE, KOTOPOE MOAAEPKUBACT KaXKIbIH
KIIMEHT B OecripoBoaHOM ceT. Hanpumep, NpeAnonokum, 4To TOUKa JOCTyIa He uMeeT 0a3bl
JTaHHBIX JIOKAJIbHBIX MoJb30Barenei, u cepsep RADIUS takke orcyTcTByeT. CienoBarenbHo,
ayTeHTU(UKAIUS TTOIb30BaTeNeil oTCyTCTBYyeT. [Ipeanonokum Takxe, 9To B 6eCIIpOBOAHOM
CETH HaXOTUTCS JABa OECIPOBOIHBIX KIUEHTA. YCTPOUCTBO A MOANEPKUBAECT TOJIBKO
mudposarre WEP, a ycrpoiicto B nognepxuBaetr WEP 1 WPA. CrenoBarensHo,

B OecnipoBonHOH ceTu caenyeT ycraHoBuTh Static WEP (Ctarnueckoe mudpoBanue
WEP).
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maBa 4 becnpoBoaHasi nokanbHas cetb (WLAN)

&5

B 6ecnpoBogHoOM ceTn pekoMeHayeTCsl MCNONb30BaTh WnpoBaHme
WPA-PSK, WPA vnn 6onee crnoxHoe. Vicnonb3oBaHne LWMPOBaHUS

IEEE 802.1x u WEP Bce xe nydywe, 4em nosiHoe OTCyTCTBME LWNGPOBaHUS,
HO AN HECAHKLMOHMPOBAHHbLIX YCTPOMCTB CYLLIECTBYET BO3MOXHOCTb
AOCTaTOYHO BbICTPO BbIYUCINTL UCXOOHbIE AAHHbIE ANSA MNOAKITIOYEHNS.

Mpwn ncnonb3oBaHUK NokanbHoN 6a3bl AaHHbLIX HENb3S NPUMEHUTL WK poBa-
Hne WPA-PSK, WPA unu 6onee cnoxHoe. B Takom crniyvae nyyile yCTaHOBUTb
bonee cnoxHoe wngposaHne 6e3 ayTeHTUdMKaLnKn, Yem UCNosb30BaTb
npocToe WwnpoBaHne BMeCTE C nokarnbHOW 6a30i gaHHbIX.

[Tpu Be160pe WPA2 nnmu WPA2-PSK B NBG334W M0XHO TakKe yCTaHOBUTH NapaMeTp
WPA compatible (CoBmecTumocTs ¢ WPA) c niensto peanuzaiuu noguepxku WPA. B
TaKOM CIIydae, €ClIi OIHHU OECTIPOBOIHBIE KIUEHTHI monaepxkuBaioT WPA, a npyrue WPA2,
HeoOxoauMo yctaHoBUTE WPA2-PSK i WPA2 (B 3aBUCHMOCTH OT THIIA PETHCTPAIHH
B OeCIIpoOBOIHOM ceTH), a Takke BeIOpath WPA compatible (CoBmecTumocTh ¢ WPA)

B NBG334W.

B GonpimHCTBE TUIIOB MIU(POBAHHS JUIS 3aIUTH HHPOpPMAaIUU B OECIIPOBOIHOMN CETH
MCTOJIBb3yeTCs KFod. YeM JITMHHee KITto4, TeM ciokHee mmdpoBanue. Bee GecipoBoaHbIe
KJIMEHTHI B OHON OECIIPOBOIHOM CETH OMKHBI UCIIOIB30BaTh OJUHAKOBBIN KITIOU.

4.3 PoymuHr

BecnipoBomHO# cTaHIMEeH Ha3BIBACTCS YCTPOUCTBO C OECIIPOBOAHBIM HHTEP(EiicoM,
coBMecTuMBIM co cTtagmapToM IEEE 802.11a/b/g. MocToM Mexay TPOBOTHON U
0ecIpOBOIHOM CETHIO CITY)KUT Touka goctyna (AP: access point). Touka qocryma co3maet
06.HaCTI> IMOKPBITHA. BGCHPOBOI[Haﬂ CTaHIIUA MOXCET YCTaHABJIMBATH COCAUHCHUE C TOUYKOM
JIOCTYTIA TOJIBKO B 3TOW 30HE MOKPBITHSL.

Ecau B ceTreBOM OKPYXCHHNHU UMEIOTCA HECKOJIBKO TOUCK JOCTYyIIa, TO 6eCHpOBOI[HI)IC CTaHIIUH,
nepeMenascb MEXAy 30HaMH UX MMOKPBITHUA, MOTYT IIEPEKIIIOYATHCA C OI[HOﬁ TOYKHU Ha
Ipyryto. Takoil npoliecc Ha3bIBaeTCsi pOyMUHIoM. Ilepemerniasch ¢ MecTa Ha MECTO,
OecrpoBOIHAS CTAHIIUS JOJDKHA BRIOMPATh HanOOIee MONXOIAIIYI0 TOUKY JOCTYIIA, C TOYKH
3pEHUS CHUJIbI CUTHANA, HArPY3KH Ha CETh U APYTHX (haKTOPOB.

OyHKIMS POYMHUHTa MTO3BOJIAET TOYKAM JOCTYIIA TIepeaBaTh MKy COO0H MHPOPMAIIHIO O
0ecrnpoBONHBIX cTaHIUAX. [lepeMenasich U3 OHON 30HBI MOKPHITHS B IPYTYIO, OECIIPOBOIHAS
CTaHIIUS HAXOJUT KaHAT HOBOW TOYKH JIOCTYIIA, TIOCIIE Yero HH(HOPMUPYET OCTAIBHBIC TOUKH
JIOCTYyTIA JIOKAJIbHOM ceTr 00 3ToM m3MeHeHu . [IpuMep mepeMenieHus oka3aH Ha pUCyHKE
Puc. 18 ma c. 45.

Haxomsics B poyMuHTe, TTOIBMKHBIN ITOJIB30BATEh OSCIIPOBOTHON JTOKATHHON CETH HE
WCTIBITHIBAET OOPBIBOB MOJKIIIOUEHHS K IIPOBOIHOM CETH Yepe3 TOUKY OCTyIA.

44
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OyHKINS POYMHUHTA TI03BOJIIET MOCTaM OOMEHHBATHCS caMOl MmocieHel nHpopmarieir 000
BCeX OECIPOBOMHBIX CTAHIUAX, MEPEMEINAIOIINXCSI MEX Ty TOUKaMu focTtymna. OIHAKO Jaxe
MPY OTKJIIOYEHHOM POYMHUHIE O€CIIPOBOAHBIE CTAHIIMHM MOTYT MOJKIIOYAThCA K APYTHM
TOYKaM JOCTyna. BxiroueHue 31oil pyHKIMHU rapaHTHPyeT NPaBHIBHOCTh [T€PEHANPaBIeHUS
Tpaduka (0OHOBICHHE TAOIHII MOCTOB) U MaKCUMAaIbHYIO 3)()EKTUBHOCTD Pa0OTHl TOUKH
nocryna. Todka JoCcTyna ynanser 3anicy 0 OeCIpOBOAHBIX CTAHIIHAX, KOTOPhIE «ITPHUBS3bI-
BAIOTCS» K IPYTUM TOYKaM (CTOPOHHKE TOYKH JOCTYIa MOTYT HE HIMETh TAKOH BO3MOXKHOCTH).
OOMeH peructpanmoHHon nHpopManueid 802.1X He moamepKUBacTCs (Ha MOMEHT HallMCaHUS
JAaHHOTO PYKOBOJICTBA).

Puc. 18 [lpumep poymuHra

-
- g Ll "--._.!.
- .,
-

>

*

Huxe mmomaroBo onmceIBaeTCst npouecc poyMuHra.

1 BecnpoBonnas cranius Y nepeMeriaeTcst U3 30HbI MOKPBITHsI TOUKH AocTyna AP 1 B
30HY HOKpBITUS TOUku AP 2.

2 bBecrpoBoaHas crauiys Y HaXOAWT CUTHAT TOYKH AP 2.

w

Cranuus Y ornpasisieT Touke noctyna AP 2 3anpoc Ha NpuBS3KY.

4 Touxka noctyna AP 2 paspemraer npucyTcTBHE CTaHIMK Y B CBOCH 30HE U Iepeact
nH(popmanmio 00 3ToM Touke moctyrna AP 1 uepe3 mpoBOIHYIO CETh.

5 Touka noctyna AP 1 perucrpupyer HOBoOe MOJNOXKEHHE OSCIIPOBOAHOM cTaHH Y.

4.3.1 TpebGoBaHUA K pPOYMUHTY

Jlnst poymuHTa O€CIIPOBOIHBIX CTAHIIUN MEXY 30HAMH MTOKPBITHS JOJKHBI BBITIOIHATHCS
crenyomme TpeOoBaHuS:

1 Bce Touku 10CTyNa AODKHBI BXOJHUTH B OJHY TOJICETh U MIMETh OIMHAKOBBIN
naeHTudukaTop pacmupenHoro Habopa ciryx6 (ESSID).

2 Ecnu Ha TOYKe OCTyNa BKIIIOYEHA JIOKAJIbHAs ayTEHTU(HUKAIIHS TT0JIh30BaTeNeH 110
crangapty IEEE 802.1x, To HOBast Touka JocTyma JOKHA UMETh Tpoduib
MOJIb30BaTes AJisi OECIIPOBOTHON CTAHIIHU.

3 CocenHue TOYKH IOCTYIIA, B CIydae NePeCcedeHHs MX 30H HOKPHITHUS, JOJDKHBI
HCIOJIb30BATh Pa3HbIE a0 KaHAJIBI.
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4.4

4 ]lnsa nepenayu MHGOPMAIIMK O POYMUHTE BCE TOUKHU JTOCTYIA JIOJKHBI UCIIOB30BAaTh
OJIMH HOMEp MOpTA.
5 Bce Touku noctyna 1omkHBI ObITh 00beIUHEHBI B ceTh Ethernet, a npu ucnonbs3oBaHun

TuHAMUYIeCKUX [P-anpecoB, OHU JOIKHEI OBITH CLIOCOOHBI MTOJTYYaTh ATH aIpeca OT
cepeepa DHCP.

KauecTBO ycnyru

B nanHom paszene onuchIBaroTCs GyHKIMU oOecieueHns kadyecTBa oocayxuBanus (QoS)
nHTepHeT-11IeHTpa NBG334W.

4.4.1 Ka4yecTBO npepocTtaBfieHUs ycnyr B 6ecnpoBogHoun cpeae

nepeaauu

Oynxmuas WMM QoS (Wi-Fi MultiMedia — 6ecipoBonHast cpena nepenaun, Quality of
Service — ka4ecTBO U KJIacc MPEAOCTABISEMBIX YCIYT Iepejadn JaHHBIX) o0ecreunBaeT
KaueCcTBO yCIyT B OeCIpOBOHBIX ceTsiX. OHA KOHTPOJIHMPYET MPUOPUTET TIepejadn TIAKETOB T10
0eCTIIPOBOTHOM CETH.

BecnipoBonHO# Tpaduk mOTydaeT IPUOPHUTET HA OCHOBE TPEOOBAHMA K CPOYHOCTH JIOCTABKH.
WMM QoS ssnsiercsa pacmupenuem QoS B ctannapte IEEE 802.11e nis arTecToBaHHBIX
0eCIPOBOIHBIX CETEH.

Ecnn pynkuns WMM QoS otkiioueHa, BceM HOTOKaM Tpaduka NpeJocTaBlIsSeTcs OqHa-
KOBBIH NPUOPHUTET IS NPOXOXKAEHH 1o 6ecrpoBonHOol cetu. Eciu npu BBeaeHNH eie
OZHOTO TIOTOKA CO31AI0TCS TPEOOBaHMUS, KOTOPBIE MPEBHIIIAIOT TEKYIIYIO TPOU3BOAUTEIb-
HOCTPH CETH, TO N3-32 HOBOTO ITOTOKA CHIYKAETCS MIPOITyCKHASI CITIOCOOHOCTH CETH I APYTUX
TTOTOKOB Tpadwuka.

C nomomsto pynkmmu WMM QoS untepHet-tieHTp NBG334W HasHawaeT npuopuTeT
rmoTokaM Tpaduka B coorBeTcTBuH ¢ ipusHakamu IEEE 802.1q nnmm uadopmarmeit DSCP,
coaeprkauieiics B 3aroioBkax nakeroB. arepuer-ientp NBG334W aBromMaTuuecku
OTpeNeNsieT IPUOPUTETHOCTh ITAKETOB, PA3JIENssl X IO OTJEIBHBIM MOTOKaM Tpaduka. Takoi
MTOJIXOJ] TTI03BOJISIET UCKIIIOUMUTD 3aJIePKKH MPH Tepeiadye JaHHBIX IS IPUIIOKEHUH,
YyBCTBUTENBHBIX KO BPEMEHH OXKUAAHUA (3aeprKKaM) U KoJieOaHusAM (BapHalrsaM) 3aI€PIKKH.

4.4.1.1 Npuoputetsl WMM QoS

B cnenyromieii Tabmnuiie OMUCHIBAIOTCS HCIIOIb3yeMble HHTepHeT-IIeHTpoM NBG334W ypoBHH
npuopureTHoctdt WMM QoS.

Taon.9 [puoputetel WMM QoS

YPOBEHb
NPUOPUTETHOCTK | OMMCAHUE
roroc O6bIYHO NpUMeEHSEeTCs K TpadrKy, 0COB0 YyBCTBUTENBHOMY K KorebaHuam
(WMM_VOICE) 3afepXku. Micnonb3yiTe 3TOT NPMOPUTET ANS COKpaLLeHWs 3adepxex,

- YTOObI MOBBLICUTL KAYECTBO Nepeaayu rosoca.
BUAEO O6bI4HO Ucnonbayetcs AN Tpadrka, KOTOPbIA MEET HEKOTOPLIN A0NYcK
(WMM_VIDEO) Ha kornebaHve 3agepxku, HO TpebyeT NpuopuTeTa Hag APYrMMK BUOAMM

- TpaduKa AaHHbIX.
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Tao6n.9 [puoputetel WMM QoS

YPOBEHb
NMPUOPUTETHOCTH

OMNMUCAHUE

OOoCTaBKa MeToaoM
HaMMeHbLUUX 3aTpaTt

(WMM_BEST_EFFORT)

O6bIYHO Ucnonb3yeTcst AN Tpadwuka OT NPUIIOXKEHWI UMK YCTPONCTB,
KoTopbIiM TpebyoTca BO3MOXXHOCTU QOS. NpropuTeT 4OCTaBKM METOAOM
HaMMeHbLLUNX 3aTpaT UCNonb3yeTcs AN Tpadwka, KOTOpbIA MeHee
YYBCTBUTENEH KO BPEMEHU OXUAAHUS, HO HE fonyckaeT 6onbLumx
3agepxek, kak, Hanpumep, NHTepHeT-cepuHr.

doHoBasi nepegava
(WMM_BACKGROUND)

O6bIYHO UcnoNb3yeTcs ANA HEKPUTUYECKOro POHOBOro Tpadmka, Kak,
HanpumMep, rpynnosas nepechbifika AaHHbIX U 3a4aHust Ha nevaTb, KoTopble
[OnycKalT 3a4epXKv U He BNUAIOT Ha APYyrve NPUNoXeHus u
none3osarenewn. [MprnopuTeT HOHOBOW Nepeaayn ucnonb3yeTcs Ans
NPUNOXEHWI, KOTOPblE HE UMEIOT XKeCTKNX TpeboBaHMI KO BpeMeHM
OXMAaHWSA 1 NPOMYCKHOW CNOCOBHOCTM.

4.5 OKHO obLWMX HaCTpoeK 6ecnpoBOAHOMN NTOKarIbHOWN CEeTH

5 Ecnu Bbl HacTpanBaete NBG334W ¢ komnbloTepa, NOAKMIOYEHHOTO Yyepes
GecnpoBOAHYIO NTOKANbHYH CETb, U NpK 3TOM n3meHsaeTe B NBG334W

naeHtudpukatop SSID, kaHan nnm HacTpPoKrkK 6e30NacHOCTU, TO NPU HaXKaTUK
Ha kHonky Apply (MpumeHuTb) GecnpoBoaHoe coeamnHeHne ByaeT NoTepsiHO.

B aTom cny4ae HeobxogmMmMo n3ameHnTb 6ecnpoBOAHbIE HACTPOMKN
KoMnbloTepa 419 COOTBETCTBUSA HOBbIM HacTporikam NBG334W.

Ilenkanre Network (Cern) > Wireless LAN (becnipoBogHasi JI0KaJbHAasl C€Thb), YTOOBI

OTKpHITh OKHO General (O0mue HaCTPOWKH).

Puc. 19 Network (CeTb) > Wireless LAN (becnposogHas nokansHas ceTb) > General

(Ob6Lwme HacTponkm)

Wireless Setup

¥ Enable wireless Lan
Mame(S5I0D)

[ Hide 551D
Channel Selection
Qperating Channel

Security

Security Mode

|zxeL
I Channel-01 241 2MHz ;I
Channel-006

IND Security vI
Reset |

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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[IpuBeneHHas HrbKE TAOIUIA OTTMCHIBAET MO OOIIMX HACTPOEK OSCIPOBOIHOM JTOKATBHOMN

CCTH.

Tabn. 10 Network (Cetb) > Wireless LAN (becnpoBogHasi nokanbHas cetb) > General
(O6wune HacTpolikm)

(CkpbiTb SSID)

NMOnE OMNMUCAHUE

Enable MocTaBbTe B 3TOM Mone graxok, YToObl BKMIOUYNTL 6ECNPOBOAHYI0 NOKanbHYO CeTb.

Wireless LAN

(BkntounTb

6ecnpoBoaHyto

nokarnbHyo

ceTb)

Name(SSID) SSID (Service Set IDentity — UneHTndukatop Habopa cnyx6) yctaHaBnusaeT Habop

(HassaHwve cnyx6 ansa 6ecnposogHol ctaHuun. becnpoBogHble cTaHUuW, MOAKIMIOYEHHbIE K

(SSID)) Touke goctyna (AP) OOmKHbI UMETb oAMHakoBble ngeHTudukatopbl SSID. Beegnte
onucartenbHoe nvs ana 6ecnpoBofHoW nokanbHon cetn (He 6onee 32 cemmpaspsa-
HbIX nevaTHbIx cumBonoB ASCII).

Hide SSID MocTtaBbTe naXkok B 3TOM norne, YTobbl ckpbiTb SSID B MCXOAALLEM CUTHANBHOM

Kagpe, B 9TOM crny4vae ctaHums He cMoxeT nony4mTe SSID npu ckaHupoBaHum ceTu
nporpamMmamu o63opa y3noB CeTw.

Channel HacTtpownTte pabouyto YacToTy/kaHan B 3aBMCMMOCTM OT Bawero pernoHa.
Selection BbibepuTe kaHan n3 packpbliBatoLLerocs cnmcka. BapmaHTel Bbibopa MoryT ObiTb
(Bibop pasnNnyHbIMK, B 3aBUCUMOCTM OT UCMOMNb3yeMon nonockl YyactoT (A unm B/G) n
kaHana) CTpaHbl HaXoXaeHWs.

Operating B aTom none otobpaxaercsi paguokaHarn, KOTOpbI B JAHHbIA MOMEHT UCNOMb3yeT
Channel uHTepHeT-LeHTp NBG334W.

(Pabouuin

KaHan)

Apply Haxwmute kHonky Apply (MpumeHuTb) Ansa coxpaHeHns HacTpoek NBG334W.
(MpyMeHnTB)

Reset (Copoc) | Haxmute kHomnky Reset (COpoc) anst BocctaHoBMNeHWs npeablayLlen KoHdurypaumm

B 3TOM OKHe.

Onucanue Apyrux nojen 3Toro OKHa CM. Jajee B 3TOM IJiaBe.

4.5.1 OTKnroyYeHue 3aWmnThbl CceTun

&5

Bri6epute No Security (OTKII0YHTD 3aIMUTY), YTOOBI pa3peIInTh OCCIPOBOIHBIM CTAHITAIM
0OMEHHMBATKLCS TaHHBIMU C TOYKaMH JTOCTyNa 0e3 mu(poBaHus TaHHBIX.

Ecnn pyHkuma obecneveHmns 6ecnposogHon 6esonacHocTn B NBG334W
OTKIIHOYEHa, Bawla ceTb byaeT AocTynHa ans nioboro 6ecnpoBogHOro CETEBOro
YCTPOWCTBA, KOTOPOE HaXOAMUTCH B 30HE OXBaTa CETW.
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Puc. 20 Network (CeTtb) > Wireless LAN (becnpoBogHasi ceTb) > General: No Security
(O6LWne HaCTPOMKK: OTKITHOYEHME 3aLLNTLI CETH)

Wireless Setup

¥ Enable wireless LAN

Name(SSID) |zyEL

" Hide s5ID

Channel Selection Channel-01 241 2hHz [+

Qperating Channel Channel-006
Security

Security Mode IND Security vl

Reset |

B cnenyromieit Tabnuie JaHbI OMMMCAHMS TTOJIEH STOTO OKHA.
Tabn. 11 becnpoBogHoe noakntodeHne: OTKOYEHME 3aLLNTDI
NMONE OMNMUCAHUE

Security Mode | U3 Bbinagatowlero cnucka Bbibepute No Security (OTkno4nTb 3alwmnTy).
(Pexum
6e3onacHocTK)

Apply HaxwmuTe kHonky Apply (MpumeHUTb) Ansa coxpaHeHns HacTpoek NBG334W.
(MpuMeHnTD)

Reset (C6poc) | HaxmuTe kHomnky Reset (Copoc) anst BoccTaHOBNEHUst NpeabiayLLen KoHurypauum
B 9TOM OKHe.

4.5.2 WEP-wndcdpoBaHue

WEP-mmdpoBanne xonupyeT nepenady JaHHBIX MEXTy OeCIIPOBOAHBIME yCTPOWCTBAMH H
TOYKAaMU OCTYTIA AJIsl IPEAOTBPAILCHU HECAHKIIMOHUPOBaHHOTO noctyna. Llundpyrores
Hepefady OHOAAPECHBIX M MHOT0AIPECHBIX PacchlIoK B ceTu. Kak GecripoBonHbIe
YCTpPOMCTBa, TaK ¥ TOYKH TOCTyIA TOJKHBI HCIIONB30BaTh OJUHAKOBBIE Kitoun WEP.

NBG334W mno3BonsieT co3aath 10 yeTbipex kimodeir WEP mmHol 64 wnn 128 6urt, HO
OJTHOBPEMEHHO MOKET HCIIOIH30BATHCS TOJIBKO OUH KITFOU.

UroOsl BKIFOUHTE 1 HAacTpouTh mmdpoBanne WEP, menkaute Network (Cern) > Wireless
LAN (becnpoBoaHas JoKajJdbHAas CeTh) 11 oToOpaxkeHus okHa General (O0mmue
HactTpoiikn). B cimcke Security Mode (Pexxum 6e3omacHocTH) BeIOepuTe BapuanT Static
WEP (Craruueckoe mudposanue WEP).
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Puc. 21 Network (CeTtb) > Wireless LAN (becnposogHas cetb) > General: Static WEP
(O6wwme HacTpoliku: cTaTnyeckoe wndgposaHmne WEP)

Wireless Setup

MName(SSID)
7 Hide SSID

m Note:

o)

O 00

¥ Enable wireless Lan

Channel Selection

Operating Channel Channel-006
Security
Security Mode IStaticWEP vI
Passphrase I Generate |
WEP Encryption |B4-b'rt\-'\lEP VI
Authentication Method Auto hd

64-bhit WEP: Enter 5 ASCII characters or 10 hexadecimal characters {"0-9", "A-F") for each Key (1-4).
128-bit WEP: Enter 13 ASCII characters or 26 hexadecimal characters {"0-9", "A-F") for each Key (1-4).
(Select one WEP key as an active key to encrypt wireless data transmission.)

JzyxEL

I Channel-10 2437MHz * l

& asci O Hex

Key 1

Key 2

|
|
Key 3 I
Key 4 I

Apply | Reset |

B mpuBeneHHO# HIDKE TaOIUIEe OMUCHIBAIOTCS MO U1 HACTPOWKH 0€301MacHOCTH

0ecTpoBOTHOM

JIOKAJILHOM CETH.

Tabn.12 Network (Cetb) > Wireless LAN (BecnposogHas cetb) > General: Static WEP
(O6wme HacTpoiku: ctatudeckoe wndposaHne WEP)

NONE OMNMUCAHUE

Passphrase Beeaute naeHTUdUKaLoHHyo (MapornbHyto) dppasy (2o 32 nedaTHbIX 3HakoB) and

(KnoueBas wenkHnTe Generate (FfeHepupoBatb). VIHTepHeT-ueHTp NBG334W aBTOoMaTmyecku

pasa) €o3aacT YeTbipe pasHbix kntova WEP, kotopble 6yayT oTobpaxeHbl B nonsx Key
(Knrou) Huxe.

WEP Bbi6epute 64-bit WEP vnu 128-bit WEP ans ncnonb3oBaHust LUMGPOBAHMS AaHHbIX

Encryption COOTBETCTBYIOLLEN pa3psaHOCTU.

(WEP-

LwncppoBaHme)

Authentication | 9To none aktuemnsmpyetcs npu Beidbope B norne WEP Encryption (LUndpoBaHue

Method WEB) BapuaHTa «64-bit WEP» unn «128-bit WEP».

(Metog W3 BbinagatoLLero cnvcka BbibepuTe oanH 13 BapnaHTos: Auto (ABTOMaTu4ecku),

ayTeHTu- Open System (OTkpbiTas cuctema) unv Shared Key (O6wmn knioy).

dpukaumm)

ASCII BbibepuTe 3TOT BapuaHT, 4TOObI B KayecTBe kntoya WEP BBeCTU CUMBOIbI Tabnuubl

ASCII.

Hex (LWecTHa-
OUaTepUYHBIN)
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BbibepuTe aTOT BapumaHT, 4ToObI B kKadecTBe krtoda WEP BBecTn
LecTHaguaTepuyHble CUMBOSIbI.

K kntowy aBTomaTtudecku gobasnsercs npedukc «0x», KOTOpbIV yKa3biBaeT Ha
LeCTHaauaTepPUYHbIN KITH0Y.
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Tabn. 12 Network (Cetb) > Wireless LAN (becnpoBogHas ceTtb) > General: Static WEP
(O6wwme HacTpoliku: cTaTnyeckoe wndgposaHme WEP)

MOnE OMNMUCAHUE
Key 1 —Key 4 | Kntoun WEP ucnonbaytotcsa ans wmdpoBaHnsa AaHHbIX. [na obecnedyeHns nepegayn
(Knouw 1 - AaHHbIX Heobxoammo, 4Tobbl NBG334W 1 Bce 6ecnpoBoaHble CTaHLMK
Kniou 4) ncnonb3oBanu ognHakosbin kntod WEP.
Mpu BbIGOpe 64-bit WEP HyHo BBecTn 5 cumonoB ASCII nnn 10 wectHaguare-
pYYHBIX CMBONOB («0-9%», «A-F»).
Mpwn BbIGOPE 128-bit WEP HyxHO BBecTn 13 cumBonoB ASCII nnn 26 wecTtHaguate-
pUYHBIX cMBONOB («0-9», «A-F»).
HacTtpoutb cnegyet xoTs 6bl OAVH KIoY, HO OAHOBPEMEHHO aKTUBHLIM MOXET ObITb
TONbKO OAVH M3 HUX. [0 yMOn4aHmo akTMBUPOBaH KoM 1.
Apply HaxwmuTe kHonky Apply (MpumeHuTb) Ana coxpaHeHns HacTpoek NBG334W.
(MpyMeHnTB)
Reset (Copoc) | Haxmute kHomnky Reset (COopoc) ansa BocctaHOBRNEHMs npeapiayLlen KoHduUrypaumm
B 3TOM OKHe.

4.5.3 WPA-PSK/WPA2-PSK

[enxuaute Network (Cern) > Wireless LAN (becnipoBomHasi JIoKaJIbHasI C€Th), YTOOBI
OTKpHEITH OKHO General (O6uiue nacrpoiiku). Beibepute Bapuant « WPA-PSK» mm
«WPA2-PSK» B ciicke Security Mode (Peskum Ge3onmacHocTH).

Puc. 22 Network (CeTtb) > Wireless LAN (becnposogHas cetb) > General: WPA-PSK/WPA2-
PSK (O6wwe HacTpomkn: WPA-PSK/WPA2-PSK)

Wireless Setup

Mame({SSID)

™ Hide 551D

Security

Security Mode

Idle Timeout

¥ Enable wireless LAN

Channel Selection

Qperating Channel

™ wea Compatible
Pre-Shared key

Reduthentication Timer

Group Key Update Timer

|zyEL

Channel-01 2412mMHz

Channel-00&

I'l.-‘\l'PA2—PSK b\ l

1800 {In Seconds)
I3BUU (In Seconds)
1800 (In Seconds)

Rezet |

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 13 Network (CeTb) > Wireless LAN (becnposogHas ceTb) > General: WPA-PSK/
WPA2-PSK (O6wme HacTponkm: WPA-PSK/WPA2-PSK)

NOnE OMNMUCAHUE

WPA Compatible | 31o none goctynHo, Tonbko ecnu B none Security Mode (Pexum
(CoBmectumoctb | 6esonacHocTm) yctaHoerneHo WPA2-PSK nnn WPA2.

c WPA) MocTaBLTe B 3TOM Mone dnaxok, YToBbl knueHTsl WPA2 1 WPA mornu

nogkntovateca kK NBG334W, gaxe ecnu B NBG334W ucnonbayetca WPA2-PSK
mnn WPA2.

Pre-Shared Key
(MpeaBapuTenesHO
COrnacoBaHHbI
KIHoY)

MexaHuambl wndpoBaHus, ucnonbdyemble ans WPA/WPA2 n WPA-PSK/WPA2-
PSK, saBnstotcs ognHakoBbiMU. PasHyua Mexay HUMU COCTOUT B TOM, YTO Npu
WPA-PSK/WPA2-PSK wncnonb3yercs e4MHCTBEHHBIN 06LLMIA KoY (naponb) Ans
BCeX nonb3oBaTtenei, B To BpeMsi kak WPA npegnonaraet Hannune MHAMBM-
[AyanbHOro Napons y Kaxaoro nosib3oBatensi.

Beegute npeaBapuTenbHO cornacoBaHHbIv krtod oT 8 fo 63 cumeonos ASCII

C Y4eTOM perucTpa (Bkntoyas npobernsbl U 3HaKK).

ReAuthentication
Timer (Tanmep
NOBTOPHOWN
ayTeHTudmKaumum
(B cekyHpax)

YcTaHoBWTE MHTEpBan BpeMEeHM, Yepes KOTopbI 6ecnpoBOdHbIE CTAHLMM
OOIMKHbI Nepnognyeckn nepegasaTtb MMS NoNb3oBaTeNs U Naponb ANng Toro,
4yTOObI OCTaBaTbCHA B CeTU. BBEeauTe nepuog BpemeHn B gnanasoHe ot 10 go
9999 cekyHa. BpemeHHol uHtepsan no ymonyanuto — 1800 cekyHz (30 MuHyT).

MpumeyaHue: Ecnu ayteHTudukaums 6ecnpoBogHOro yCTponcTea
npousBoauTCcsa ¢ nomoulbio cepeepa RADIUS,
Tanmep NOBTOPHOM ayTeHTMdMKaUuM Ha cepeepe
RADIUS nmeeT npuopuTer.

Idle Timeout
(Bpemsi npocTos)

Mo ncteyveHnmn nepmoga npoctost NBG334W aBTomaTuyecku oTknovaeT

6ecnpoBoiHOE YCTPOWCTBO OT NMPOBOAHON ceTu. [Ins nogknoYeHns K NpOBOAHOW
ceTn 6ecnpoBOgHOE YCTPONCTBO JOIMKHO CHOBA OTMPAaBUTb MMS MOMb30BaTenNs U
naponb. 1o ymonyaHuto yctaHasnusaeTcs 3HaveHue B 3600 cekyHa (unu 1 yac).
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Group Key Update | Group Key Update Timer (MHTepBan o6HOBNEHUs rpynnoBoOro Knk4va) — ato

Timer (Tanmep WHTEepBarn BpeMeHU, Yepes KOTOpbI To4ka AocTyna (ecnv ucnonb3yeTcs

0GHOBMEHUN ynpasnenue kniodamm WPA-PSK/WPA2-PSK) nnu cepsep RADIUS (ecnin

rpynnoBbIX ucnonb3yetcs ynpaeneHue kntovyamm WPA/WPA2) nepefiaeT HOBbIN pynnoBoii

Krno4en) KrnoY4 BceM knueHTam. lNpoueaypa NOBTOPHOM HAacTpoVikv no knody npyu WPA/
WPA2 sBnseTcsa akBMBaneHTOM aBTOMaTuyeCcKon NepUoanNYecKon 3aMeHbl
kntoven WEP B Touke focTyna u Bcex ycTporcTBax 6ecnpoBogHom cetu.
MapameTtp Group Key Update Timer (UHTepBan o6HOBNEeHUsi rPynnoBoro
Knrou4a) Tarke nogaepxmsaetcs B pexxume WPA-PSK/WPA2-PSK. Mo
yMornyaHuio yctaHaBnmeaeTcs 3HadeHne B 1800 cekyHa (30 MuHyT).

Apply Haxxmute kHonky Apply (MpumeHnTb) Ana coxpaHeHns HacTpoek NBG334W.

(MpuMeHnTD)

Reset (Cbpoc) HaxxmuTe kHornky Reset (C6poc) ans BoccTaHOBNEHUs NpeablayLuen

KOHMrypaumm B 3TOM OKHe.
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4.5.4 WPA/WPA2

llenxante Network (Cern) > Wireless LAN (becnipoBogHasi JI0KaJbHAasI C€Th), YTOOBI
OTKpPHITE OKHO General (Oommue HacTpoiiku). Betoepure WPA nimm WPA2 B crincke
Security Mode (Pesxum 6e3onacHocTH).

Puc. 23 Network (CeTtb) > Wireless LAN (becnposogHas cetb) > General: WPA/WPA2
(O6wwme HacTporku: WPA/WPA2)

Wireless Setup

[# Enable Wireless LAN

Mame(SSID) |zyEL
™ Hide 351D
Channel Selection lm
Cperating Channel Channel-006

Security
Security Made WRAD -
[T wprA Compatible
Reduthentication Timer IW {In Seconds)
Idle Timeout W (In Seconds)
Group Key Update Timer 1300 {In Seconds)

Authentication Server

IP address ID.D.D.D
Part Murmber I1812

Shared Secret I
Accounting Server
[T active

IP Address ID.D.D.D
Port Number I1813

Shared Secret I

Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Ta6bn. 14 Network (CeTb) > Wireless LAN (becnpoBogHas ceTb) > General: WPA/WPA2
(O6wwme HacTporku: WPA/WPA2)

NMOnE ONMUCAHUE

WPA Compatible 3710 none JocTynHo, Tonbko ecnu B none Security Mode (Pexum

(CoBmecTumOCTb 6e3onacHocTm) yctaHosrneHo WPA2-PSK vnn WPA2.

c WPA) MocTaBLTe B 3TOM nofe dnaxok, YTobbl kneHTsl WPA2 1 WPA mornm
noakntovatecs kK NBG334W, gaxe ecnv B NBG334W ucnonbayetca WPA2-PSK
nnn WPA2,

ReAuthentication YcTaHoBUTE NMHTEPBA BpeMEeHW, Yepes KOTopbI 6ecnpoBogHble CTaHLMK

Timer (In Seconds) | gomKHbLI NepMoaMYeECcKN NepeaaBaTe UMS NONb30BaTENs U Naponb Ans Toro,

(MHTepBan 4yTOObI OCTaBaTbCcs B ceTU. BBeanTe nepuog BpemeHun B guanasoxe ot 10 oo

NOBTOPHOWN 9999 cekyHa. BpemeHHol uHtepsan no ymonyaxuto — 1800 cekyHa (30 MuHyT).

ayTeHTudmKaumm

(B cekyHaax))

Mpumeyanue: Ecnu ayTeHTMduUKaums 6ecnpoBogHOro
yCTPOMCTBa NMPOU3BOAMNTCA C NMOMOLLLIO cepBepa
RADIUS, Tarimep NoBTOPHOW ayTeHTUMKALMKN Ha
cepeepe RADIUS nmeet nprnoputer.

Idle Timeout
(Bpemsi npocTos)

Mo ucteyeHmun nepuoga npoctost NBG334W aBTomMaTuyecku oTkno4aeT

6ecnpoBogHOE YCTPONCTBO OT MPOBOAHOM ceTU. [4NA NoaKno4eHns K NpOBOAHON
ceTn 6ecnpoBogHOE YCTPOMCTBO JOIMKHO CHOBA OTNPaBUTb MMS MONb30BATENS U
naponb. o ymonyaHuto yctaHaBnueaetcsi 3HadeHume B 3600 cekyHA (unu 1 yac).

Group Key Update
Timer (Tanmep
06HOBRNEHWN
rpynnoBbIX
KIHo4en)

Group Key Update Timer (UHTepBan o6HOBNEHUsI rPYNNOBOro Kiko4a) — 310
WHTEpBan BpeMeHM, Yepes KOTOpbIV To4Ka AocTyna (ecnv ucnonb3yeTcs
ynpaeneHue knovamum WPA-PSK/WPA2-PSK) nnu cepeep RADIUS (ecnu
ucnonb3yetcs ynpasneHue kntovyamm WPA/WPA2) nepeaeT HOBbIN FpynnoBoii
KN4 BCeM knmeHTam. Mpoueaypa NOBTOPHOW HAaCTPOMKM no kntovy npu WPA/
WPA2 aBnseTcs aKBMBanNeHTOM aBTOMaTU4YeCKon NEPUOANYECKON 3aMeHbI
kntoyenn WEP B Touke JOCTyna v BCEX YCTpoMcTBax 6ecnpoBogHON CETU.
MapameTtp Group Key Update Timer (MUHTepBan o6HOBNEHUA rpynnoBOro
Knoua) Tarke nogaepxmsaetcs B pexume WPA-PSK/WPA2-PSK. Mo
ymonyaHuio B NBG334W yctaHaenuBaeTcs 3HaveHue B 1800 cekyHg (30
MUHYT).

Authentication Server (Cepsep ayteHTudunkauum)

IP Address Beegute B aToM none IP-agpec BHelLHero cepsepa ayTeHTUduKaumm B
(IP-appec) AECATUYHOM BuAe C pasgenuTenbHbIMU TOYKaMU.
Port Number BeegnTe Homep nopTta cepBepa BHELLHeN ayTeHTudmkaummn. Homep nopta no

(Homep nopra)

ymonyaHuio — 1812.

He n3ameHsaiiTe 31O 3Ha4YeHMe, eCnn Ha TO HET crieumarbHbIX YKasaHui u
MH(OpPMaLMK OT CETEBOMO afMUHMUCTpaTopa.

Shared Secret
(Obwwmin
CEKPETHbIN KIHoY)

Beegute naponb (8o 31 6ykBeHHO-LMAPOBOro CUMBOMA) ANS CO30aHUA KNoya,
COBMECTHO MCMONb3yeMOro BHELLHNM cepBepoM ayTeHTudmKkaumm n NBG334W.
BHewHu cepBep ayteHTudmkaumm n NBG334W gomkHbl MCnonb3oBaTb
OOVHAKOBBIN KItod. DTOT KIOY He NnepenaeTcs no CeTu.

Accounting Server (CepBep y4era)

Active Beibepute Yes (Qa) n3 BoinagatoLlero cnmcka Ans BKIYeHNs yyeTa
(AkTBMpOBaTBL) nonb3oBaTenen C NOMOLLbIO BHELLHErO cepBepa ayTeHTUdMKaumm.

IP Address Beenute B 3TOoM none IP-agpec BHelwHero cepsepa yyeta B 4eCATUYHOM Buae ¢
(IP-appec) pasgenuTenbHbIMY TOYKaMU.

Port Number BBenuTe HomMep nopTa BHELUHEro cepBepa yyeta. Homep noprta no

(Homep nopta)

ymonyaxuio — 1813.

He nameHsnTe aTo 3Ha4YeHUe, ecnm Ha TO HET crneynanbHbIX yKasaHvuZ n
VIH(*)OpMaLI,VIVI OT CeTeBOoro agMmMHuUCTparopa.
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Tabn. 14 Network (Cetb) > Wireless LAN (BecnposogHas cetb) > General: WPA/WPA2
(O6wwme HacTporku: WPA/WPA2)

NOnE OMNUCAHUE
Shared Secret Beegute naponb (8o 31 6ykBeHHO-LMPOBOro CMMBONA) ANs CO34aHus Kioya,
(Obwwmin COBMECTHO MCMONb3yeMOro BHELLHNM cepBepoM ydeTa n NBG334W.

CEKPETHBIN KIoY) BHewwHuii cepeep yyeta n NBG334W [omkHbI MCNOMb30BaTb OAMHAKOBbIN KITHOM.
OTOT KNy He NepenaeTcs Mo CeTu.

Apply (MpumennTb) | HaxxmuTte kHonky Apply (MpumeHuTb) Ana coxpaHeHns HacTpoek NBG334W.

Reset (C6poc) HaxmuTe kHonky Reset (C6poc) ans BocCTaHOBNEHNS nNpeabiayLuen
KOHGUrypaLmm B 3TOM OKHe.

4.6 dunetp MAC-agpecoB

OxHO MAC-¢unsrpa nossomnser HacTpouTs NBG334W Ttak, yToObI K HEMY MOIJIO MOTY4YHUTh
MOHOMNOJIBHBIN 10oCcTyn 10 32 ycrpoiicTs (omius Allow (Pa3pemnTs)) win, HampoTHB,
3anpetuts qoctyn K NBG334W nng nanseix yerpoiicts (onmust Deny (3anperuTts)). Kaxmoe
ycTpoiictBo Ethernet mmeer ynukansubiit MAC-agpec (MAC — Media Access Control —
VYipasienue q0CTYIIOM K cpefe nepenadn). MAC-anpec HazHaYaeTCs H3TOTOBUTENIEM H
COCTOMT U3 6 Map LIECTHAAaTepUUHBIX CUMBOJIOB, Hanpumep, 00:A0:C5:00:00:02. s
HACTPOHKH 3TOr0 OKHa HeoOxoaumo 3HaTh MAC-aznpeca ycTpoicTB.

Hns u3meHenus napamerpoB MAC-dunsrpa NBG334W menknure Network (Cern) >
Wireless LAN (becnipoBoanas JiokanbHas ceTb) > MAC Filter (MAC-¢uastp). [Ipu
3TOM OTKPOETCS CIIEAYIOIIEE OKHO.
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Puc. 24 Network (CeTtb) > Wireless LAN (becnpoBogHasi nokansHas cetb) > MAC Filter

(MAC-cunbtp)

MAC Address Filter
[T active
Filter Action % allgw ' Deny
Set | MALC | Set |

1 IDD:DU:UD: 00:00:00 17 IDD:DD:UD: 00:00:00
2z IDD:DU:UD: 00:00:00 18 IDD:DD:UD: 000000
3 IDD:DD:DD: 00:00:00 19 IDD:DUZUD: 00: 0000
4 IDD:DD:UD: 00:00:00 20 IDD:DU:UD: 00: 0000
5 IUU:UU:UU: 00:00:00 21 IUU:UD:DU: 00: 000
& IDD:DU:UD: 00:00:00 22 IDD:DD:UD: 00:00:00
) IDD:DD:DD: 00:00:00 23 IDD:DUZUD: 000000
8 IDD:DD:UD: 00:00:00 24 IDD:DU:UD: 00: 0000
9 IDD:DDZUDZ 00:00:00 25 IDD:DUZUDZ 00: 0000
10 IUU:UU:UU: 00:00:00 26 IUU:UD:DU: 00000
11 IDD:DU:UD: 00:00:00 27 IDD:DD:UD: 00:00:00
12 IDD:DD:DD: 00:00:00 28 IDD:DUZUD: 00: 0000
13 IDD:DD:UD: 00:00:00 29 IDD:DU:UD: 00: 0000
14 IUU:UU:UU: 00:00:00 30 IUU:UD:DU: 00 000
15 IDD:DU:UD: 00:00:00 31 IDD:DD:UD: 00:00:00
16 IDD:DD:DD: 00:00:00 32 IDD:DUZUD: 00: 0000

B cnenyromeit Tabnuiie naHbl OMMMCAHUS TOJNEH ATOTO OKHA.

Tabn. 15 Network (CeTb) > Wireless LAN (becnpoBogHas nokansHas cetb) > MAC Filter

(MAC-duneTp)

NONE OMUCAHUE

Active BbibepuTe u3 packpbiBatoLerocs cnmcka Yes, 4Tobbl BKIHOUNTL UNsTpaLmio
(AkTMBMpOBaTbL) MAC-agpecos.

Filter Action Onpegenute cnocob dmnetpaumm gnsa cnucka MAC-agpecos B Tabnuue MAC
(Oencteue Address.

uneTpa) Bbibepute Deny (3anpeTuTb), 4ToObI 3abnokmpoBath goctyn kK NBG334W.

Yctpowicteam ¢ MAC-agpecamu, He NepevncrnieHHbIMU B JaHHOM CrMCKe, OCTYN
k NBG334W Oynet paspeLueH.

Beibepute Allow (Pa3pewunTtsb), 4To6bl OTKpbITE AOCTYN K NBG334W.
YctpoiictBam ¢ MAC-agpecamu, He NepevncrieHHbIMU B JaHHOM CrMCKe, AOCTYN
k NBG334W Gynert 3anpeLyeH.

Set (YcTponcTso)

3710 nHaekcHeln Homep MAC-agpeca.

MAC-agpec BeeguTte B agpecHble nona MAC-agpeca 6ecnpoBogHbIX CTaHLUMIA, KOTOPbIM
paspeLueH unu 3anpeweH goctyn kK NBG334W. MAC-agpeca Heobxoammo
BBOAUTL B crnieumnansHoM popmate MAC-agpecos, T. €. WecTb nap
LecTHaguaTepunyHbIX CMMBONOB, Hanpumep, 12:34:56:78:9a:bc.

Apply (MpumennTb) | Haxxmute kHonky Apply (MpumeHnTb) Ans coxpaHeHus HacTpoek NBG334W.

Reset (Copoc) HaxmunTe kHomnky Reset (COpoc) ons BocCTaHOBNEHMS NpeablayLuen

KOHd)VIpraLI,VII/I B 3TOM OKHe.
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4.7 OKHO paclIMpeHHbIX HaCTpoeK becnpoBoaHOMN

nokKanbLHOMU ceTu

lenxkaute Network (Cern) > Wireless LAN (becnipoBogHasi JiokajbHasl CeTh) >
Advanced (lomosnuTtenabno). [Ipu 3TOM OTKPOETCS CIIETYIOIIEe OKHO.

Puc. 25 Network (
(OononHun

Roaming Configuration

[ Enable Roaming
Port

Wireless Advanced Setup

RTS/CTS Threshald

Fragmentation Threshold

Cutput Power
302.11 Mode
Super G Mode

M Enable Intra-BSS Traffic

Cetb) > Wireless LAN (becnpoBogHasi nokanbHas ceTb) > Advanced
TENbHO)

3517

2346 (256 ~ 2346)
2346 (256 ~ 2346)

100% 'l
a0211hbig = I
Dizabled VI

Apply | Reset

B cnenyromeit Tabnuie JaHbI OMMMCAHUS TTOJIEH STOTO OKHA.

Ta6bn. 16 Network (CeTb) > Wireless LAN (becnpoBogHas nokanbHas ceTb) > Advanced
(dononHuTensHO)

MNOJE

OMUCAHUE

Roaming Configurati

on (HacTpoika poymuHra)

Enable Roaming
(BkntounTb
POYMMUHT)

Bbibepute aTOT BapuaHT, ecnu B Baluem ceTeBom OKpyXeHUM HaxoasTcs
HeCKONbKO ToYeK AOCTYyna, MeXAy KOTOPbIMU AOMKHO NepekntoyaTbCs
6ecnpoBogHOe YCTPONCTBO.

Wireless Advanced Setup (JononHutensHble HACTPOWKN 6ECNPOBOAHOrO NOAKIIOYEHNST)

RTS/CTS
Threshold
(RTS/CTS TMopor)

[nsa fgaHHbIX ¢ pasMepoMm kafapoB 6onbLue 3TOro 3Ha4YeHUst 6yAeT BbINOMHATLCS
kButupoBaHue RTS (Request To Send — 3anpoc Ha nepegayy)/CTS (Clear To
Send — roToBHOCTb Kk nepegadye).

Ecnu 3HaveHue RTS/CTS Gyget 6onbLue, 4em 3HadeHe Fragmentation
Threshold (Mopor cdparmeHTauum), To kBuTpoBaHua RTS/CTS He Gyger, T.k.
Kaapbl AaHHbIX OyaoyT doparmeHTUpoBaThCca A0 AoCTKeHus pasmepa RTS/CTS.

Beeaute 3HaveHue ot 0 go 2432.

Fragmentation
Threshold (Mopor
bparmeHTaumm)

OTO MakcumanbHbIV pasmep parMeHTa AaHHbIX, KOTOPbIA MOXHO NocnaThb.
BBeaute 3HavyeHue ot 256 go 2432.

Enable Intra-BSS
Traffic (PaspewmnTb
Tpaduk Intra-BSS)

BSS (Basic Service Set — basosbin Habop cnyx6) ncnonb3yeTcs, ecnv Becb
Tpaduk mexgy 6ecnpoBogHbIMU YCTPONCTBaMN Mnu mexay 6ecnpoBogHbIM
YCTPOWCTBOM M KITMEHTOM NPOBOAHON CETU NepeaaeTcs Yepes OfHYy TOYKY
poctyna.

Tpadwmk Intra-BSS — ato Tpadumk mexay 6ecnpoBogHbIMU KNMEHTaMK B
npegenax ogHoro 6aszoBoro Habopa cnyx6. Mpu akTueauum Intra-BSS Tpadumka
6ecnpoBofHble KnveHTel A 1 B MoryT nony4nTb 4OCTYN K MPOBOLHOW CETU 1
obmeHuBaTbCs UHdopMaumen mexay cobon. Mpu oTknoYeHUn Tpaduka
Intra-BSS 6ecnpoBoaHble knueHTbl A 1 B Bce paBHO MOryT NofnyyYnTb JOCTYN K
NPOBOAHON CETN, OAHAKO He MOTryT 0BMeHMBaTbLCs MHbopMaumelnt mexay coGomn.
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Tabn. 16 Network (Cetb) > Wireless LAN (becnpoBogHas nokanbHas cetb) > Advanced

(JdononHuTenbHo)
NONE OMUCAHUE
Output Power B aTom none yctaHaenmBaeTtca BbixogHasa MowHocTe NBG334W. Ecnu B 3oHe
(BbixogHas CEeTU BbICOKasi MMOTHOCTb TOYEK AOCTYNA, CreAYET YMEHbLUNTE BbIXOAHYO
MOLLIHOCTb) mowyHocTb NBG334W, 4ToObl CHM3WUTBL NOMEXU B ApYrux ToYKax AoCTyna.
802.11 Mode Beibepute «802.11b», 4To6bI padpelwmnTb nogkntodeHne k NBG334W tonbko Tem

(Pexxum 802.11)

6ecnpoBOAHbLIM YCTPONCTBAM, KOTOPbIE COBMECTUMbI CO CTaHAapTOM
IEEE 802.11b.

Beibepute «802.11g», 4To6bI padpelumnTb nogknodeHne k NBG334W tonbko Tem
6ecnpoBOAHbIM YCTPOMCTBAM, KOTOPblIE COBMECTMMbI CO CTaHAAPTOM

IEEE 802.11g.

Beibepute «802.11b/g», 4ToObI paspeluntb noaknodeHne K NBG334W

6ecnpoBOAHbLIM YCTPOMCTBaM, COBMECTMMbIM Kak co ctaHaapTom IEEE802.11b,
Tak n IEEE802.11g. Npwn atom ckopocTb nepepayun NBG334W moxeT CHU3MTbCS.

Super G Mode
(Pexxum Super G)

OT0 none BKMOYAET Unu BblkntodaeT dyHKumo Super G. Pexum Super G
[OCTyneH Tonbko npu Beibope BapuaHTa 802.11g unn 802.11b/g B none 802.11
Mode (Pexum 802.11).

B pexvme Super G ckopocTb nepegayv AaHHbIX 6onbLue, Yem B

pexume 802.11g.

Ecnn Bawwm 6ecnpoBogHbIe KNMEHTbI HE NoaaepXunBatoT pexuma Super G,
Bblibepute BapuaHT Disabled (OTkntoyeHo).

Beibepute BapmaHT Super G with Dynamic Turbo (OuHamunyeckun Typ60-
pexum Super G), ecnu HekoTopble nnu Bce Bawm 6ecnpoBogHbie KNNEHTHI
NoAAEPXKMBAIOT 3TO pexum. B guHamuyeckom Typ6o-pexrme Anst JOCTMKEHUS
BbICOKOW CKOPOCTU Nepefayn AaHHbIX UCNOMb3YTCA ABa 06beANHEHHbIX
BMecTe kaHana. CKopocTb nepegadv npu 3Tom Bbiwwe, 4yem B pexume 802.11g
unu Super G 6e3 guHamuyeckoro Typbo-yckopeHnusi. dnHammnyeckoe Typ6o-
YCKOPEHWNE UCMONb3yeTCsl TONbKO B TOM Cry4vae, Korga ero nogaepxusatoT Bce
ycTponcTsa ceTu. [pn BbIboOpe 3TOro pexxmma aBToMaTu4ecku Boibnpaertcs
6ecnposoaHon kaHan Ne6.

Bbibepute BapuaHT Super G without Turbo (Super G 6e3 Typ60-yckopeHus),
€crnu KnueHTbl B Bawwewn cety nogaepxusatoT Super G, HO He noaaepXxusarT
AvHamnyeckoe Typbo-yckopeHue.

Apply (MpumeHnTb)

Haxwmute kHonky Apply (MpumeHnTb) Ana coxpaHeHus HacTpoek NBG334W.

Reset (Cbpoc)

HaxmuTe kHonky Reset (C6poc) ans BoccTaHOBNEHNs NpeablayLLen
KOH(MrypaLmm B 3TOM OKHe.

4.8 OKHO HaCTpPOMKM Ka4yecTBa oocnyxuBaHusa (QoS)

58

B oxre Q0S MOXXHO HACTPOUTH aBTOMATHUECKYIO pa3aady YPOBHEH MPHOpPUTETA CITyk0aM
(mampumep, e-mail, VoIP uiu FTP).

lenkuute Network (Cerb) > Wireless LAN (becnipoBogHasi jiokajabHasi ceThb) > QoS.
[TosiBUTCA cnexyroniee OKHO.
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Puc. 26 Network (CeTtb) > Wireless LAN (becnpoBogHasi nokanbHas ceTb) > QoS

QoS Setup

¥ Enable wWMM Qos

WM QoS Policy IAppIica{ion Priarity vl

[- - - I R - R T B

= W W o
oot kW N O

GG GG GG GGG GGG W W W
&} El B} E} B} &} &} &} E} E} B} B} B} & &) B

Apply |

B cnenyrommeit TabmuIle JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 17 Network (Cetb) > Wireless LAN (becnpoBogHasi nokanbHas cetb) > QoS

NOnNE

OMNMUCAHME

Enable WMM QoS (Bkntountb
WMM QoS)

Bkntovaet dpyHkumio WMM QoS (Wireless MultiMedia Quality of
Service — kayecTBO 06CnyxMBaHNA Ans 6ecnpoBogHON Nepedayn
MynbTMMeana-aaHHbIx). MHTepHeT-ueHTp NBG334W HasHavaeT
npuopuTeT Naketam Ha ocHoBe nHdopmaumm o 802.1q nnu DSCP
B MX 3aronoBkax. Ecnu B 3aronoske naketa HeT MHdopmauum o
WMM, emy Ha3HavaeTCcsa CTaHAAPTHbIN NPUOPUTET.

WMM QoS Policy (MonuTtuka
WMM QoS)

W3 packpbiBatoLerocs cnucka Boibepute Default (Mo ymonuaHuio),
4yTo6bl NBG334W aBTOMaTM4eckn HazHa4an cnyxo6e ypoBeHb
npuopuTeTa B COOTBETCTBMU CO 3HaYeHneM nomns « ToS» B
IP-3aronoBke nepegaBaemMbix nakeToB. PyHkumsa WMM QoS
(Wireless MultiMedia Quality of Service — kauecTBo 0b6CnyxM1BaHNS
anst 6ecnpoBoAHOM Nepeaayn MynsTMMeaa-gaHHbIX)
npegocTaBnsieT NPUopuTET BUAEO- U FONOCOBOMY TpadvKy, 4TODbI
obecneuntb Hornee paBHOMEPHOE Ero BOCNPOU3BEAEHME.
BuibepuTe Application Priority (MpuopuTteT npunoxeHui) ans
nepexoaa k Tabnuue, rae otobpaxaeTtcs uHdopmaumsi o
Ha3BaHWAX NPUIOXeHWIA, cnyxbax, nopTax u npuopuTeTax Ans
ynpaenenusi ¢ nomotbio WMM QoS.

Tabnvua nosiBnAeTcs ToNbKO B TOM Cryyae, ecnv BbibpaH BapuaHT
Application Priority (Mpuoputet npunoxexus) s none WMM
QoS Policy (Monutnka WMM QoS).

#

OTO NopsAAKOBLIV HOMEpP OTAEMNBLHOM 3anucy.

Name (Mwms)

B atom none otobpaxaercs onncaHve gaHHON 3anucu.

Service (Cnyx6a)

B atom none otobpaxaetcs cnyx6a: FTP, WWW, E-mail unn User
Defined (OnpepgeneHHas nonb3oBaTtenem), K KOTOPON MOXHO
npumernts WMM QoS.

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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Tabn. 17 Network (Cetb) > Wireless LAN (becnpoBogHasi nokanbHas ceTb) > QoS

MNOJE

OMNCAHME

Dest Port (lMopT Ha3HavyeHns)

B aTom none otobpaxaercss Homep NopTa Ha3Ha4YeHwus!, Kyaa
npunoXxeHue oTnpasnsieT Tpaduk.

Priority (MpuopwuTeT)

B atom none 0To6pa>KaeT09| MPUOPUTET NPUNTOXEHUA.

Highest (Cambi BbICOKWUIA) NPYOPUTET NCMOMNb3YyeTCs Ans
BbICOKOKa4Y€CTBEHHOrO FOMOCOBOro Unu BuaeoTpaduka.

High (Bbicokuit) npnopuTeT 06bI4HO NCMOMNb3yeTcs Ans
rofocoBOro 1 BuaeoTpadmka cpegHero KayecTsa.

Mid (CpeaHuit) npuoputet o6bIYHO UCNonb3yeTcs Ans
NPUNOXEHWNN, He NOAXOAALLMX NOZ BbllleyKa3aHHbIe MPUOPUTETHI.
Mpumep: NHTEepHET-CepUHT.

Low (Hu3kui) npmoputet 00bIYHO NCNONb3yeTcs Ansi
HEKPUTNYHBIX «DOHOBbLIX» MPUINOXEHWI, HaNpUMep, 415 nepefayu
06beMHbIX hannoB 1 3agaHnin neyvaTu, KOTopble He BUSIOT Ha
paboTy ApyrMx NpUNoXeHUin.

Modify (N3meHnTb)

LenkHute no 3Hayky Edit (PegakTnpoBaTtb) Ans otobpaxeHus
okHa Application Priority Configuration (Hactpouka
NPUOPUTETORB NPUIOXKEHUN). BHecuTe nameHeHus B
CYLLeCTBYIOLLYIO 3aM1Cb UMW CO3[aiTe HOBYIO 3aMUCh B OKHE
Application Priority Configuration (Hactpoiika npuopurtetoB
NPUITOKEHNN).

[ns yaaneHns 3anvcu WenkHuTe no 3Hayky Remove (Yaanutb).

Apply (MpumeHUTb)

HaxmuTe kHonky Apply (MpuMeHUTL) 4N coXxpaHeHWs HacTpoek
NBG334W.

4.8.1 Hactpouka npuopuTeToB NPUNOKEHUN

B naHHOM OKHE MOXXHO M3MEHUTD 3amuch npuiokeHuss WMM QoS. [l 3Toro menkHuTe
3HauoK penaktupoBanus B nosie Modify (M3mennTs). [TosBUTCS crnemyromiee OKHO.

Puc. 27 Network (CeTb) > Wireless LAN (becnpoBoaHas nokanbHas cetb) > QoS:
Application Priority Configuration (QoS: HacTpolika npruopuTeTOB NPUNOXKEHNIA)

Application Priority Configuration

MName
Service
Diest Port

Priority

IUser defined vI
b (1~ess3s)
IHighes1 vI

Apply | Cancel |
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CM. CITHCOK IIHPOKO HUCIONB3YEMBIX CITYk0 1 mopToB Ha3HadeHus B [Ipwir. F Ha c. 251.
B cnenyromeit TabmuIe JaHBI OIMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 18 Network (Cetb) > Wireless LAN (becnpoBogHas nokanbHas cetb) > QoS:
Application Priority Configuration (QoS: HacTpovika NpyopUTETOB MPUITOXEHWI)

NONE

OMNMUCAHUE

Application Priority Configuration (Hactponka npnopuTeToB NPUNOXeHWN)

Name (Nwus)

Beeante onucaHve ansa npuopuTeTa NPUIOXeHUs.

Service (Cniyx6a)

3aechb npeacTaBneHo onvcaHne NPUNoXeHn, KOTOPbIM MOXHO Has3HayaTb
npuopuTteT ¢ nomowbto WMM QoS. Beibepute cnyx0Oy u3 BbinagatoLLero
cnucka.

e E-Mail

OneKTpoHHasi NoYTa No3BONSAET NepeaaBaTb COOOLLEHNSI MO KOMMBIOTEPHOW
CeTV KOHKPETHOMY Mornb3oBaTento unm rpynne nonb3osartenen. CyliectsyeT
HECKOMbKO MOPTOB, UCMOSb3YEMbIX MO YMONMYaHWIO ANs 3NEKTPOHHON MOYThI:
POP3 — nopt 110

IMAP — nopt 143

SMTP - nopt 25

HTTP — nopt 80

* FTP

MpoTtokon nepenaun darnos (FTP) no3BonsieT ocyLecTBNsATb ObICTPYHO
nepegavy dannos, B Tom umcne dannos 60MbLWOro pasmepa, Kotopble
HEBO3MOXXHO MNepechinaTtb C MOMOLLbO ANEKTPOHHOM noyTel. Cnyx6a FTP
ucnonb3yeT nopt 21.

« WWW

BcemunpHas naytnHa (World Wide Web) — ato cuctema B MIHTepHeTe,
npegHasHavYeHHasi 4ns pacnpocTpaHeHus rpacpmyeckon n TEKCTOBOW
WHGOpMaLMK, CBA3aHHON CCbinkamu, Ha OCHOBE NPOTOKoNa nepegayv
runeptekcTa (Hyper Text Transfer Protocol — HTTP). HTTP — ato npoTokon
TMNa knueHT/cepsep, pa3paboTtanHbii and WWW. Cnctema Web He
SABMAETCA CUHOHUMOM VIHTEPHET; TOYHEE, OHa ABMAETCS OA4HUM U3 CEPBUCOB
WHTepHeTa. Opyrumn ceperucammn NHTepHeTa SBRAOTCA VIHTEpHET-4aThl
(rmobanbHasi cuctema, NocpeacTBOM KOTOPOK NOMNb3oBaTeny MoryT obLiaTbcs
Opyr ¢ Apyrom B peanbHOM BpeMeHM) 1 HOBOCTHbIE rpynmbl (CeTeBasi criyx6ba,
paccbinarowas nHdopmaumio no onpeaeneHHon teme). K cnyxbe Web
MOXHO MOAKIMIOYNTLCSA C MOMOLLbIO Opay3sepa.

* User-Defined (onpepensietcsi nonb3oBaTenem)

OnpepensemMble nonb3oBaTtenem cnyxobl — 3TO cneunanbHbIe CryXobl
nonb3oBaTens, Ans X HacTPowku TpebyeTcs yCTaHOBUTL HOMEP nopTa U
COOTBETCTBYIOLLEE MPUTIOKEHME.

Dest Port (Mopt
Ha3Ha4eHus)

3aech oTobpakaeTcs HOMep nopTa, KOTOPbIA UCNONb3yeT BbibpaHHas
cnyx6a. Beegute B norne Homep nopra, ecnv HeoGXoAMMO MUCMOoNb30BaTh
MOPT, OTAMNYHBIA OT NOPTa MO YMOMYaHUIo.

Priority (MpuopwuteT)

BbibepuTe npruopuTeT 13 BbiNagatoLLero cnucka.

Apply (MpumeHUTb)

Haxmute kHonky Apply (MpuMeHUTB) 4ns COXpaHEeHNs1 HACTPOekK
NBG334W.

Cancel (OTMeHUTb)

[ins Bo3epata K npeabiayLemy OKHy LenkHuTe no kHonke Cancel
(OTMeHuUTB).
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B aT0i1 m1aBe onmchIBaeTCA HACTPOHKA ITOOATBEHOM CETH.

5.1 MAC-agpec nopta WAN

B oxne Hactpoiiku MAC-angpeca MoxkHO HacTpauBate MAC-anpec nopra riodalbHON ceTH
(WAN): ncrnosnp30BaTh 3aBOJICKME HACTPOUKHU HiIH KonupoBaTh MAC-agpec KoMIbloTepa B
JOKanbHOM cetu. [ns ucnonbs3oBanust 3aBogckoro MAC-aapeca BeiOepute Bapuant Factory
Default (3aBonckue HacTpoiikm).

B mporuBHOM ciyuae, menkante Clone the computer's MAC address — IP Address
(KonmupoBats MAC-anpec komnsbioTepa — IP-anpec) u Beequte [P-anpec kommbiorepa B
JIoKalbHOU ceTH, ueid MAC-anpec npeamnonaraeTcs UCob30Barh. [locie ycnemHon
HacTpoiku agpec Oynet 3anecet B ¢aitn [13Y (kondurypanuonssiii ¢paitn ZyNOS). Dtot
azpec He OyIeT MEHATHCS 10 TeX MOop, NOKa Bl He N3MEHUTE €ro CaMOCTOSTENILHO HIIH
3arpy3ute npyroit daiin [13Y. Pekomenayercs konupoars MAC-aapec 10 MOIKITFOUCHHUS
mopta WAN.

5.2 MHoroagpecHas pacchbisfika

Kak npaBwuito, maketsl IP mepegaroTcss oqHUM U3 ABYX CIIOCOOOB: OAHOAIPECHAS pacChlIKa
(1 ormpaButens — 1 momyyaTess) UM IIMPOKOBEIIATEIbHAS pacchulKa (1 OTIIpaBUTENs — BCE
aboneHTH! cetH). [Ipn MHOTOAIpecHOM pacchuike [P-niakeTs! epechuUIaloTCst KOHKPETHOU
rpymnIe KOMIOBIOTEPOB B CETH, TO €CTh, HE OTHOMY KOMITBIOTEPY, HO U HE BCEM.

IGMP (Internet Group Multicast Protocol — [IpoTokosn MHOTOaApECHO PacChIIKH) — 3TO
MIPOTOKOJI CETEBOTO YPOBHSI, UCIIOIB3YEMBIN JJIS1 YCTAHOBJICHHS MTPUHAUICKHOCTH K TPYIIIE
MHOT'0aJIpeCHON PacChUIKM, OH HE MpeIHa3HaueH [yl epelayll [10JIb30BaTeIbCKUX JaHHBIX.
Bepcus 2 IGMP (RFC 2236) siBisieTcst ycOBepIIEHCTBOBAHHBIM BAPHAHTOM BepcuH 1

(RFC 1112), ognaxo Bepcust 1 IGMP nmo-npexxnemMy mUpoKo ncnonbyercs. s monydeHus
Oonee moapoOHOI nHpopMauu o B3aumoaelcTeuu Mexay IGMP Bepcun 2 u Bepcun 1

cM. paznensl 4 u 5 RFC 2236. Jlnsg uaeHTH(UKAIIIT TPYII Y3JI0B HCIIONB3YIOTCS [P-anpeca
kiacca D, xotopeie HaxomsiTcs B auanazone ot 224.0.0.0 go 239.255.255.255.

Anpec 224.0.0.0 He Ha3HAYaETCs HU OJIHOM TPYIIE U UCTIOIB3YETCA KOMITbIOTEPAMH,
BBITIOTHAIOIUMHI MHOTO3IpPECHY0 pacchliKy. Anpec 224.0.0.1 nucnons3yeTcs 1uisl 3alIpoCcoB U
Ha3Ha4YaeTcsl MOCTOSHHOM IpyIIie, B KOTOPYIO BXOIAT BCE Y37bI (BKIIIOUasi HUTI036I). UTOORI
y4acTBOBaTh B MHOTroajpecHoi pacceuike IGMP, B rpynmy 224.0.0.1 goKHBI BXOOUTH BCE
y37bl. Anpec 224.0.0.2 Ha3Ha4aeTcs TpyIIe MapIipyTH3aTOPOB, YIACTBYIONIUX B
MHOT'0aIpECHOM PACCBHUIKE.

PykoBoacTBO nonb3oBaTenst uHTepHeT-ueHTpa NBG334W 63




maBa 5 WAN

NBG334W nonnepxubaet Bepcuu IGMP 1 (IGMP-v1) u IGMP 2 (IGMP-v2). [1pu 3amycke
NBG334W 3amnpamuBaer Bce HEMOCPEACTBEHHO MOJKIIIOUCHHBIE CETH O MIPUHAJJIEKHOCTH K
rpynne. [Tocie nonyuenus napopmanuu NBG334W nepruognuecku ooHOBIsIeT ee. MHOTO-
aJIPECHYI0 pacchuIKy [P MOXXHO BKITIOUUTE/OTKIIIOUMTE Jist HHTepdeiicoB LAN n/umun WAN
NBG334W ¢ nomorrsio Web-koHduryparopa (okaa LAN (JlokanabHas ceTh), WAN

(I'lmo6aabHas ceThb)). 11 OTKIIIOYEHNS MHOTOAAPECHON PACCHUTKH IS ATUX HHTEP(EcoB
ycraHoBuTe None (OTKJII0YHUTD).

5.3 Moaknto4veHue K cetn UHTepHeT

64

OTO OKHO UCTIONB3YETCs AJI U3MEHEHUs TapaMeTpoB JocTyna HHTepHeT-IieHTpa NBG334W k
cetu UnTepuet. Bribepute mynkT Network (Cerb) > WAN (I1o6anbHast ceTh). Bun
OTKPBIBILIETOCS OKHA Oy/IeT 3aBUCETh OT BHIOPAHHOTO THIIA MHKATICYJISIIHH.
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5.3.1 Wukancynauusa Ethernet

DTO OKHO OTKpBIBaeTCs MPH BEIOOpe HHKArCyauy Ethernet.

Puc. 28 Network (CeTtb) > WAN (ImobanbHas ceTb) > Internet Connection: Ethernet
Encapsulation (MogkntoveHue k UHTepHeT: nHkancynauusa Ethernet)

Internet Connection

Encapsulation

Service Type

IF Address

IP Subnet Mask

DNS Servers

First DNS Server
Second DNS Server

Third DNS Server
WAN MAC Address

% Factory default

ISP Parameters for Internet Access

WAMN IP Address Assignment

* Get automatically from ISP (Default)
" lse Fixed 1P Address

Gateway IP Address

" Clone the computer's MAC address - IP Addressl19?-153.1 A3
C Set WAN MAC Address]10 1549 0265 o

IE‘lhernet VI
IStandard vI

IEI.EI.EI.EI
ID.D.D.D
ID.D.D.D

| From ISP

Fllt722351

1723352

=ljp0oo

| From zP

| From ISP

Reset |

B cnenyromieit Tabnuie JaHbI OMMMCAHMS TTOJIEH STOTO OKHA.

Tabn. 19 Network (Cetb) > WAN (ImobansHas ceTb) > Internet Connection: Ethernet
Encapsulation (MogkntodeHune k MiHTepHeT: nHkancynauns Ethernet)

NONE OMUCAHUE

Encapsulation OT0T BapuaHT crnegyeT BbiOpaTh B TOM crnyyae, korga nopt WAN
(MHkancynauus) ucnonb3yetcs ansa obeiyHoro Ethernet.

Service Type (Tun DoctynHel cnegytowme tunel: Standard (CtaHaapTHbIn), RR-Telstra
o6cnyxunBaHus) (Metog ayteHTndmkaumm RoadRunner Telstra), RR-Manager

(MeTtog ayteHTudmkaumm Roadrunner Manager), RR-Toshiba
(MeTog ayteHTudmkaumm Roadrunner Toshiba) u Telia Login
(Peructpauus Telia).

Hwxecnepytolwme nons He oTobGpakatoTcsa Npu BoiGope Tuna «Standard».

User Name (Mms
nonb3oBarens)

Beegute nmsa nonb3oBaTens, npegoctasneHHoe Bam nocrasBLynkom
UHTepHeT-ycnyr.

Password (Maponb)

BBeante naponb AN yKasaHHOro Bbllle UMEHW Nonb3oBaTtens.

Retype to Confirm
(MoBTOPHbLIV BBOA
ANS NOATBEPXAEHNS)

rlOBTOpI/ITe BBOA napona Ana npoBepKku npaBunbHOCTM BBOAA.

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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Tabn. 19 Network (Cetb) > WAN (ImobanbHasi ceTb) > Internet Connection: Ethernet
Encapsulation (INogkntoueHne k IHTepHeT: nHkancynsums Ethernet)

MNOJE

OMNCAHUE

Login Server IP
Address (IP-agpec
cepeepa
peructpauum)

BeeguTte B 3710 none IP-agpec cepBepa ayTeHTUMKaLUUM, NONy4YEeHHbINA OT
Bawwero noctaBwuka MIHTepHET-yCnyr.

3970 none He otobpaxaeTcsi Npu Bbibope Tuna «Telia Loginy.

Login Server (Telia
Login only) (Cepsep
peructpauum (Tonbko
npv Belbope Tvna
«Telia Login»))

BeeauTe B 3T0 None JOMEHHOE UMsi cepBepa pernctpaumm Telia, Hanpumep,
«login1.telia.com».

Relogin Every(min)
(Telia Login only)
(Mepepeructpauus
Kaxgble (MUH)
(Tonbko npu BbIOOpE
1na «Telia Login»))

UHTepHeT-ueHTp NBG334W gomkHO nepuognyeckm permctpmpoBaTbes Ha
cepsepe Telia. B npotuBHoMm cniyyae, ceaHc pabotel NBG334W Ha Hem Gyaet
3aBepLueH. MNMepuog nepepernctpauun ans NBG334W 3agaetcsa B guanasoHe
oT 1 0o 59 MuHyT (No ymonyanuto, yctaHosneHo 30).

WAN IP Address Assig

nment (HasHadeHune IP-agpeca B rmobarnbHol ceTn)

Get automatically
from ISP
(ABTOMaTHNYECKU
nonyyarb OT
rocTasLUMKa
WHTepHeT-ycnyr)

BbiGepuTe 3TOT BapuaHT, ecnu Baw noctaBwyk MHTEpPHET-yCNyr He
npepocTaBun Bam dukcupoBaHHoro IP-agpeca. 3ToT BapyaHT uUcnosnb3yeTcs
Mo YMOMYaHuio.

Use Fixed IP Address

BblﬁepMTe 9TOT BapuaHT, eCciin nNocTtaBLUNK VIHTepHeT-ycnyr npeagocTtaBuil Bam

(IP-agpec wnto3a)

(Ucnonb3oBatb dukcmpoBaHHbIn IP-agpec.

(PUKCMPOBAHHBIN

IP-agpec)
IP Address Ecnun yctanoBneH dnaxok Use Fixed IP Address (Ucnonb3oBatb chmkcu-
(IP-agpec) poBaHHbIV IP-agpec), BeeanTe B 310 none |P-agpec B rmobankbHoN ceTu.
IP Subnet Mask BeeguTte B 3710 none IP-macky noaceTu.
(IP-Macka
noaceTu)
Gateway IP Beeaute B 310 none IP-apgpec wno3a (ecnu noctaBwuk MIHTepHeT-ycnyr
Address npepoctasun ero Bam).

DNS Servers (CepBepbl DNS)

First DNS Server
(MepBhbIN cepaep
DNS)

Second DNS Server
(BTopou cepeep
DNS)

Third DNS Server
(TpeTuii cepsep DNS)

66

Beibepute BapuaHT From ISP (Onpeaensietca noctaBwmkom UHTEpHeT-
ycnyr), ecnv Baww noctaBLmk VIHTEpHET-yCnyr NnpefocTaBnsieT AuHamu-
yeckyto nHgopmaumio o cepsepe DNS (a Tarxke IP-agpec WAN mHTepHeT-
ueHTpa NBG334W). CnpaBa ot aToro nonsi otobpaxaercs (4OCTYMNHbIN
Tonbko Ang yteHus) IP-agpec cepBepa DNS, Ha3HayeHHbI NOCTaBLLMKOM
WHTEPHET-YCNyT.

Ecnun Bam nsBecteH IP-agpec cepepa DNS, BbibepuTe BapnaHT User-Defined
(OnpepensieTca nonb3oBaTtenem). Beegute aToT agpec B none cnpasa oT
AanHoro nons. Ecnu BeibpaTs BapnaHT User-Defined (Onpepensietca
nonb3oBaTernieM), Ho He yka3aTb IP-agpec, To npu Haxatumn Ha kHornky Apply
(MpumeHuTb) BapuaHT User-Defined cmeHnTcst Ha None (OTkntounTs). Ecnn
Ans BTOporo cepeepa BbibpaTtb BapmaHT User-Defined (Onpegensietcsa
nonb3oBaTeneM) 1 ykasaTb TOYHO TaKOW e agpec, TO NMPU HAXaTUM Ha KHOMKY
Apply (MpumeHuTb) oH NnomeHsietca Ha None (Her).

Ecnu Bbl He xoTuTe HacTpamnBaTtb cepepbl DNS, BuibepuTte BapunaHT «None».
Ecnun cepsep DNS He ncnonbayertcs, To ANs NOAKIOYEHNS K KOMMNbIOTEPaM
Heobxogumo Gyaer ykasbiBaTthb X IP-agpeca.

PykoBoacTBO nonb3oBaTens uHTepHeT-ueHTpa NBG334W




maea 5 WAN

Tabn. 19 Network (Cetb) > WAN (ImobanbHasi ceTb) > Internet Connection: Ethernet
Encapsulation (INogkntoueHne k IHTepHeT: nHkancynsums Ethernet)

MNOJE OMNCAHUE

WAN MAC Address B paspene HacTpoiiku MAC-agpeca HyHo ykadatb MAC-agpec nopta WAN
(MAC-agpec nopta nHTepHeT-LeHTpa NBG334W nytem konmpoBaHuss MAC-agpeca komnbloTepa

WAN) noKarnbHON CeTu Unu NyTeM pyyHoro BBoAaA.

Factory default [nsa ncnoneb3oaHus 3asogckoro MAC-agpeca BbibepuTte BapuaHT Factory
(3aBoackue default (3aBoackune HacTpoukn).

HaCTpPOWiKN)

Clone the computer’s | Beibepute BapnaHT Clone the computer's MAC address (KonupoBsatb
MAC address MAC-agpec komnbloTepa) 1 BBeaute IP-agpec koMnbioTepa B NOKanbHOW
(Konuposartb cetu, yen MAC-agpec npegnonaraetcst ucnons3osarte. [ocne ycnewHon
MAC-agpec HacTpounkn agpec byaet 3aHeceH B chavin MN3Y (KoHdUrypaumoHHbIn dhann
KOMMNbloTepa) ZyNOS). 3ToT agpec He Byaet MeHsiTbCA A0 TeX Nop, noka Bel He nameHnTe

€ro CaMoCTOATENbHO UNK He 3arpy3uTe apyron cann May.

Set WAN MAC BeeguTte ctoga MAC-agpec, KOTopbI XOTUTE NCMONb30BaTh.
Address (Beegute
MAC-agpec nopta
WAN)

Apply (MpumeHUTb) Haxmute kHonky Apply (MpuMeHuTb) Anst coxpaHeHus HacTpoek NBG334W.

Reset (C6poc) Haxmute Reset (C6poc), 4To6bl Ha4aTb HACTPOIKY 3aHOBO.

5.3.2 Wukancynsauua PPPoE

Hureprer-nentp NBG334W nognepxxusaet nmpotokoi PPPoE (Point-to-Point Protocol over
Ethernet — IIpotokon «rouka-Toukay mosepx Ethernet). PPPoE — ato cranmapt IETF

(RFC 2516), onpenensitomuii, kKakuM 00pa3oM nepcoHaibHblil komnbiotep (PC)
B3aMMOJICHCTBYET C BhiieneHHo aunueli Ethernet (DSL, kabenb, OecipoBOIHOM KaHAT U
T.21.). s kommyTHpyemoro noakiroueHus yepe3 PPPoE cnenyer Beiopars nynkr PPP over
Ethernet.

st mpoBaiinepa ycmyr mpotokosl PPPoE obecnieanBaeT MeTon qocTyma U ay TCHTH(QUKAITIY,
KOTOPBIA PabOTaeT C CYMECTBYIONIMMH CUCTEMaMH YIIPABIEHHUS TOCTYIIOM (HalpuMep,
RADIUYS).

Onuum u3 npeumytiects PPPoE sBnsercs BO3BMOXHOCTb OCTYyTIa MOJIb30BaTENIeH K
HECKOJIbKUM CETEBBIM CITy:KOaM, T. €. QYHKIUS, Ha3bIBaeMasi THHAMHYECKUM BBIOOPOM CITYxkO.
OTO MO3BOJISIET MPOBaAEpPy YCIYT JIETKO CO3AaBaTh U MPEAOCTABIATH KOHKPETHBIM
I0JIB30BATENSIM HOBbIE yciryTu IP.

Tax xax PPPoE Beimonusercs nenocpenctseHHo Ha NBG334W (a He Ha OTJeNbHBIX KOMIIbIO-
Tepax), ycTaHOBKa nporpammHoro obecrneueHust PPPoE Ha kommbioTepax JTIOKambHOM CeTH He
TpelyeTcs, TOCKOIBKY 3Ta NPOLEAYPa IIOTHOCTHIO BBIIONHACTCS HHTEPHET-LEHTPOM
NBG334W. Kpome Toro, nipu BritoueHnn ¢pyHkuu NAT noctynm OyayT uMeThb Bce
KOMITBIOTEPBI JIOKAJIBHOW CETH.

3TO OKHO OTKpBIBaeTcs pH BeiOope nnkancyauud PPPoE.
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Puc. 29 Network (CeTtb) > WAN (mobanbHas cetb) > Internet Connection: PPPoE
Encapsulation (INogkntoueHne k VIHTepHeT: nHkancynsums PPPoE)

Internet Connection

ISP Parameters for Internet Access

Encapsulation IPPP owver Ethernet VI

Service Mame {optional)

User Mame

Password |********
Iaaaaaaaa

Retype to Confirm

O Mailed-Up Connection

Idle Timeout (sec) 100 {in seconds)
WAN IP Address Assignment

* Get automatically from ISP (Default)
" Use Fixed IP Address

My AR IP Address IU.D.D.D
Remote IP Address IU.D.D.D
Remote IP Subnet Mask ID.D.D.D

DNS Serwvers

First DNS Server |Frorn 5P
Second DMNS Server |Frorn 5P
Third DMS Server IFrom 5P

WAN MAC Address

1o Factory default

' Clone the cormputer's MAC address - IP Address|!

0:13:48:02.85.68

' Set WaN MAC address|00

Apply Re=et |

B caenyroineii Tabnuiie naHbl OMMCAHUS TIOJIEH 3TOT0 OKHA.

Tabn. 20 Network (Cetb) > WAN (ImobansHas ceTb) > Internet Connection: PPPoE
Encapsulation (MogkntodeHue k MiHTepHeT: nHkancynauns PPPoE)

NMOnE OMNMUCAHUE

ISP Parameters for Internet Access ([MapameTpbl gocTyna B VIHTEPHET OT NocTaBLLmKa MIHTepHeT-
yenyr)

Encapsulation [ns koMMyTupyemoro nogkntoverus yepesa PPPoE cneayet BeiGpate nyHKT PPP

(Mukancynaums) | over Ethernet. MHTepHeTt-ueHTp NBG334W nogaepxusaet npotokon PPPoE
(Point-to-Point Protocol over Ethernet — MNpoTokon «To4ka-To4ka» noBepx
Ethernet). PPPoE — ato npoekT ctaHgapta IETF (RFC 2516), koTopbii
onpegenseT nopsaoK B3aMMoaencTBusa nepcoHarnsHoro komnetotepa (PC) ¢
BblgeneHHow nuHuen Ethernet (xDSL, kabenbHbiM, 6ecnpoBogHbIM U T.A4.)
coegunHeHveM. B cnyyae yctaHoBku PPPOE npsmo Ha maplupyTtusaTope, a He Ha
OTAENbHbIX KOMMbIOTEPAX, YCTAaHOBKa NporpammHoro obecneyveHns PPPoE Ha
KOMMNbIOTEPAX FTOKaNbHOW CeTu He TpebyeTcs, MOCKOMbKY 3Ta YacTb 3adayuu
BbINOMHAETCA MapLUpyTusaTopoM. Kpome Toro, npu BknoveHnn dyHkummn NAT
poctyn 6yoyT MMeTb BCe KOMMbIOTEPbI FTOKANbHOWM CETU.
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Tabn. 20 Network (Cetb) > WAN (ImobanbHasi ceTb) > Internet Connection: PPPoE
Encapsulation (INogkntoueHne k VIHTepHeT: nHkancynsums PPPoE)

MOnE OMNMUCAHUE

Service Name Bbibepute npenoctaeneHHoe Bam HasBaHue cnyx6el PPPoE. 310 Ha3BaHue
(HasBaHwue ucnone3yetcsi crnyx6oi PPPoE ons o6HapyxeHus cepeepa PPPoE.
cnyx6bl)

User Name (Mms
nonb3oBarens)

BBenuTe vmsi nonb3oBarensi, npegoctasneHHoe Bam nocraswmkom VHTepHeT-
yChyr.

Password
(Maponb)

Beeaute naponb ans YKa3aHHOro Bbille MMeHU Nonb3oBaTen4d.

Retype to
Confirm
(MoBTOPHbLIV
BBOA AN
NoaTBEPXKAEHMS)

MoBTOpUTE BBOA Napons Ansi NPOBEPKM NPaBUiIbHOCTM BBOAA.

Nailed-Up
Connection
(MocTtosiHHOE
NOAKITYEHNE)

Bbi6epuTe 3TOT BapuaHT, €cnv XoTuTte, YTobbl NOAKMYEHNE ObINO NOCTOSHHBLIM.

Idle Timeout
(Bpemsi npocTos)

B aTom none BBoanTCA BpeMs (B cekyHAax), No UCTeYEeHUN KOTOPOro
MapLIpyTM3aTop AOMMKEH aBTOMaTUYECKM OTKIoYaTbes oT cepeepa PPPOE.

WAN IP Address Assignment (HasHaueHue IP-agpeca B rmobansHon cetu)

Get automatically
from ISP
(ABTOMaTMNYECKU
nonyyarb OT
rocTasLUMKa
WHTepHeT-ycnyr)

Bbi6epuTe aTOT BapumaHT, ecnv Baw noctaBLuk VIHTEpHET-ycnyr He NpeaocTasun
Bam comkcupoBaHHoro IP-agpeca. 3TOT BapuMaHT UCMONb3yeTcsl N0 YMOMYaHuI0.

Use Fixed IP
Address
(Mcnonb3oBatb
PUKCMPOBAHHBIN
IP-agpec)

BbibepuTe aTOT BapuaHT, ecnv nocTaBLUmMK VIHTEpHET-yCnyr npegoctasun Bam
dmKcmpoBaHHbIn IP-agpec.

My WAN IP
Address (Mon
IP-agpec B
rno6ansHon
ceTn)

Ecnu ycraHoeneH dnaxok Use Fixed IP Address (MUcnonb3oBaTtb ¢hukcu-
poBaHHbIN IP-agpec), BBeanTe B 310 none IP-agpec B rnobanbHom ceTu.

Remote IP
address
(YaaneHHbIn
IP-agpec)

BeeguTe B 9710 none yaaneHHsin IP-agpec (ecnu noctaslumk NHTepHeT-ycnyr
npegocrtasun ero Bam).

Remote IP
Subnet Mask
(Macka IP
noaceTu
yOaneHHoro
yana)

Beegute B 910 Nnone macky nogceTtun yaaneHHoro |IP-agpeca.

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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Tabn. 20 Network (Cetb) > WAN (ImobanbHasi ceTb) > Internet Connection: PPPoE

Encapsulation (INogkntoueHne k VIHTepHeT: nHkancynsums PPPoE)

MNOJE

OMNNCAHUE

DNS Servers (Cep

Bepbl DNS)

First DNS Server
(MepBhbIN cepaep
DNS)

Second DNS
Server (Btopoi
cepsep DNS)
Third DNS Server
(Tpetui cepeep
DNS)

Beibepute BapmaHT From ISP (Onpepensietcs noctaBwmnkom UHTepHeT-ycnyr),
ecnu Baw noctasLwmk VIHTepHeT-ycnyr npeaocTaBnseT AMHaMUYeCcKyo
nHcpopmauuto o cepeepe DNS (a Tarvke IP-agpec WAN nHTEpHET-LieHTpa
NBG334W). Cnpasa oT 3T0ro nons otobpaxxaeTcsi (AOCTYMNHbIA TONbKO AN
yTeHus) IP-agpec cepBepa DNS, HasHa4yeHHbIV NOCTaBLLMKOM MHTEPHET-YCIYT.

Ecnun Bam nseecrteH IP-agpec cepsepa DNS, Bbibepute BapmaHT User-Defined
(OnpepensieTca nonb3oBaTteneM). Beegute aTot agpec B none crnpaea ot
AaHHoro nons. Ecnu Bbibpats BapuaHT User-Defined (Onpeaensietcs
nonb3oBaTtenem), Ho He ykasaTb IP-agpec, To npu HaxaTum Ha kHonky Apply
(MpumenuTb) BapnaHT User-Defined (OnpenensieTca nonb3oBatenem)
cmennTcsa Ha None (OTknrounTtb). Ecnn onsa BToporo cepsepa BbibpaTb BapuaHT
User-Defined (OnpepensieTcss nonb3oBaTernieM) 1 ykazaTb TOYHO TaKoW e
agpec, To npu HaxaTtun Ha kHonky Apply (MpumeHnUTL) OH NomeHsAeTcs Ha None
(HerT).

Ecnu Bbl He xoTuTe HacTpamBatb cepBepbl DNS, BbibepuTe BapnaHT «None».
Ecnu cepep DNS He ncnonb3ayetcs, To Anst NOAKMYEHMS K KOMMNbloTepam
Heobxogumo byaeT ykasbiBaThb Mx IP-agpeca.

WAN MAC B pasnene HacTtpoiikn MAC-agpeca HyxHo yka3atb MAC-agpec nopta WAN
Address nHTepHeT-ueHTpa NBG334W nytem konvpoBaHua MAC-agpeca koMnbioTepa
(MAC-agpec TNOKanbHOW CETU UK NyTEM PYYHOro BBOAA.

nopta WAN)

Factory default [ns ncnons3oBaHua 3aBogckoro MAC-aapeca Bbibepute BapuaHT Factory default
(3aBoackne (3aBopckue HacTpomkn).

HaCTpPOWKN)

Clone the Beibepute BapunaHT Clone the computer's MAC address (KonupoBatb

computer’'s MAC
address

MAC-agpec komnbloTepa) 1 BBegute |IP-agpec KomnbroTepa B JTOKaNbHOWM CETH,
yert MAC-agpec npegnonaraeTca ucnonb3osatb. [locne ycnewHon HacTponkm

(Konuposartb appec 6ypet 3aHeceH B davin M3Y (koHdurypaumoHHbin dpann ZyNOS). 3tot
MAC-agpec agpec He byget MeHATbCHA OO Tex Nop, Noka Bbl HE U3MeHNTe ero CaMmoCTOSATENBHO
KoMnbloTepa) Unu He sarpyaute gpyromn cpann MN3y.

Set WAN MAC Beenute ctoga MAC-agpec, KOTopbIi XOTUTE NCMOMNb30BaTb.

Address

(Beegute

MAC-agpec

nopta WAN)

Apply Haxwmute kHonky Apply (MpumeHuTb) Ansa coxpaHeHns HacTpoek NBG334W.
(MpvMeHnTB)

Reset (Copoc) HaxmuTe Reset (C6poc), UToObI Ha4YaTh HACTPOWKY 3aHOBO.

5.3.3 WHkancynsuua PPTP

CeteBoil TPOTOKOJI TYHHENUPOBaHUsI «Touka-Touka» (PPTP: Point-to-Point Tunneling
Protocol) obecreunBaeT 3amuIeHHYIO TIepeaady TaHHbIX OT YIAJICHHOTO KIUEHTA 10
JaCTHOTO CepBepa, CO3AaBasl Il 3TOT0 BUPTyalbHYI0 YacTHYIO ceTh (VPN: Virtual Private
Network) B ceTsx, ocHoBaHHBIX Ha npoTokone TCP/IP.

IIporoxon PPTP, no 3ampocy, noaaepkuBaeT CO3AaHue MyJIbTUIPOTOKOIBHBIX U BUPTYaJIbHBIX
YacTHBIX CeTel B TAKUX OOIIEAOCTYIHBIX CETSX, KaK MIHTepHeT.

3TO OKHO OTKpBbIBaeTcs npH Bbibope nukancymsauun PPTP.
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Puc. 30 Network (CeTtb) > WAN (mobanbHas cetb) > Internet Connection: PPTP
Encapsulation (INogkntoyeHne k MIHTepHeT: nHkancynauus PPTP)

Internet Connection

ISP Parameters for Internet Access

Encapsulation
User Mame
Password

Retype to Confirm

[T Mailed-Up Connection

Idle Timeout (sec)
PPTP Configuration

C Get autarnatically from ISP (Default)
* Use Fixed IP Address
My IP Address

My IP Subnet Mask
Server IP Address

Connection ID/MName
WAN IP Address Assignment

& Get autornatically from ISP {Default)
" Use Fixed IP Address

My WAkl IP Address

Remote IP Address

Remote IP Subnet Mask

DMS Servers

|

Iaaaaaaaa

Iaaaaaaaa

I" oo {in seconds)

IU.D.D n
IU.D.D n
IU.D.D n

IU.D.D n
IEI.D.D L]
IEI.D.D L]

WAN MAC Address

& Factory default

First DNZ Server [Fromise  wlfi7z2352
Second DNS Server [Fromise  w|fi722354
Third DNS Server [Fromize =lfo0oo

 Clone the computer's MAC address - IP Addressl192-158.1 33
T Set WaAN MAC ,qdd,—essltlﬂ"l3:49:59:&31.29

(oot ] Resst|

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 21 Network (Cetb) > WAN (ImobanbHas ceTb) > Internet Connection: PPTP
Encapsulation (MogkntodeHune k MiHTepHeT: nHkancynsuns PPTP)
MOnE OMUCAHUE

ISP Parameters for Inte
yenyr)

rnet Access ([MapameTpbl AocTyna B VIHTepHET oT nocTaBLLuKa MIHTepHeT-

Encapsulation
(MHkancynauwus)

CeTeBoW NPOTOKON TYHHENUPOBaHMS «Touyka-Touka» (PPTP: Point-to-Point
Tunneling Protocol) o6ecneunBaeT 3awmiLeHHy0 nepefady AaHHbIX OT
yOaneHHoro KnueHTa 4o YacTHOro cepBepa, co3aaBas arnsi aToro
BMpTYyanbHyto yacTHyto ceTb (VPN: Virtual Private Network) B ceTsx,
OcHoBaHHbIx Ha npoTokone TCP/IP. MpoTtokon PPTP, no 3anpocy,
nogaepXuBaeT co3gaHue MynbTUNPOTOKOMNbHBIX U BUPTYanbHbIX YaCTHbIX
ceTen B Takvx o6LWEeOoCTYMNHbIX ceTsX, kKak MHTepHeT. HTepHeT-LeHTp
NBG334W ogHOBpeMeHHO noaaepXuBaeT NoAKI0YEHNE TONbKO K O4HOMY
cepsepy PPTP.

[ns HacTtpovikn knueHta PPTP cnepyet 3anonHuTe nona User Name (Ums
nonb3oBartens) u Password (Maponb) ana PPP-nogknoveHns u
napametpbl PPTP gnsa PPTP-nogkntoyeHus.

User Name (Mms
nonb3oBarens)

BeeauTte nms nonb3osarens, npegoctaeneHHoe Bam noctasLwmkom
UHTepHeT-ycnyr.

Password (Maponsb)

Beeante naponb ans YKa3aHHOro Bbllle UMEeHN Nonb3oBaTens.

Retype to Confirm
(MoBTOpPHbLI BBOA ANA
noaTBEPXKAEHWS)

[NoBTOpUTE BBOA Naponsa Ans NPOBEPKU NPaBUibHOCTM BBOAA.

Nailed-Up Connection
(MocTosiHHOE
noaKroveHne)

Bbl6epVITe 9TOT BapuaHT, ecrnun XoTuTte, 4TOObI NOAKNOYEHNE BbINO
MNOCTOAHHbIM.

Idle Timeout (Bpems
npocTos)

B aToM none BBOAMTCA Bpems (B cekyHAAXx), N0 UCTEYEHNN KOTOPOro
mapuwpyTtnsatop NBG334W gomkeH aBToMaTnyecku OTKMYaTbCs OT
cepsepa PPTP.

PPTP Configuration (Hactporika PPTP)

Get automatically from
ISP (ABTOMaTMYeECKM
nonyyarb OT
nocTaBsLuyMKa
NHTepHeT-ycnyr)

Bbibepute aTOT BapumaHT, ecnv Baw noctaBwmk MIHTepHeT-ycnyr He
npegocTtasun Bam dukcmposaHHoro IP-agpeca. 3TOT BapnaHT UCNonb3yeTcs
Mo YMOMYaHuio.

Use Fixed IP Address
(Mcnonb3oBatb
PUKCMPOBAHHBIN
IP-agpec)

BbibepunTe 3TOT BapnaHT, ecnv nocTaBLUUK VIHTepHeT-ycnyr npegocTaBui Bam
dumkeupoBaHHbIv IP-agpec.

My IP Address
(CobcTBEHHbIN
IP-agpec)

BeeguTte B 3710 none (ctatudeckun) IP-agpec, npegocTtaenexHbIn Bam
nocrasLLMKom VHTepHeT-ycnyr.

My IP Subnet
Mask (Macka
nopcetu
cobCTBEHHOTO
IP-agpeca)

NBG334W BbluMcnsieT Macky nogceTy aBToMaTM4ecku Ha OCHOBaHUN
HasHayeHHoro |IP-agpeca. [oka He peanu3oBaHa CTPYKTypa NnofaceTewn,
crnepfyeT MCnonb3oBaTh MAcKy NOACETH, BblducrieHHyto NBG334W.

Server IP Address
(IP-agpec
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cepsepa)

Beeaute IP-agpec PPTP cepsepa.
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Tabn. 21 Network (Cetb) > WAN (ImobanbHas ceTb) > Internet Connection: PPTP
Encapsulation (IMogkntoueHne k MIHTepHeT: nHkancynauus PPTP)
MOnE OMUCAHUE
Connection ID/ BeeguTe B 370 none ums, naeHtndnumpyowee cepsep PPTP.
Name
(MpeHTndukatop/
nmA
NOAKIOYEHNS)

WAN IP Address Assignment (HasHaueHue IP-agpeca B rnmobanbHoi ceTu)

Get automatically from
ISP (ABTOMaTnyeckm
nony4aTb OT
nocTasLLyKa
WHTepHeT-ycnyr)

BbibepuTe aTOT BapuaHT, ecnu Baw noctaBwmuk NHTepHeT-ycnyr He
npegoctasun Bam dukcmpoBaHHoro IP-agpeca. 3TOT BapnaHT MCnonb3yeTcs
MO YMOSYaHMIo.

Use Fixed IP Address

Bbl6epVITe 9TOT BapuaHT, eCli NoCTaBLUUNK VIHTepHeT-ycnyr npegocrtaBui Bam

(Ucnonb3oBatb dukcmpoBaHHbIn IP-agpec.
(PUKCMPOBAHHBIN
IP-agpec)
My WAN IP Ecnun yctaHoBneH dnaxok Use Fixed IP Address (Ucnonb3oBaTb
?gdéess . dmkcupoBaHHbIn IP-agpec), BBeaunTe B 310 none IP-agpec B rno6ansbHom
OOCTBEHHbIN ceTun.
IP-agpec B

rno6aneHomn cetn)

Remote IP
address
(YmnaneHHbIn
IP-agpec)

BeeguTte B 370 none yaaneHHbivi IP-agpec (ecnu noctaBwmk MIHTepHeT-ycnyr
npegocTtasun ero Bam).

Remote IP Subnet
Mask (Macka
noaceTu
yOaneHHoro ysna)

Beegute B 370 none macky nogcetu yganeHHoro IP-agpeca.

DNS Servers (CepBepb

1 DNS)

First DNS Server
(MepB.bIn cepsep
DNS)

Second DNS Server
(Btopoi cepeep DNS)
Third DNS Server
(Tpetuii cepsep DNS)

Bbibepute BapuaHT From ISP (Onpeaensietca noctaBwmkom MHTEepHeT-
yecnyr), ecnu Baw noctaBLmk MHTepHeET-ycnyr npegoctaBnseT guHaMmu-
yeckyto nHgopmaumio o cepsepe DNS (a Takxke IP-agpec WAN mHTEpHET-
ueHTpa NBG334W). CnpaBa ot 3T0ro nonsi otobpaxaerca (OCTYMNHbIN
Tonbko Ang uteHus) IP-agpec cepsepa DNS, Ha3HaueHHbI NOCTaBLLMKOM
WHTEPHET-YCNyT.

Ecnun Bam nssecteH IP-agpec cepeepa DNS, BbibepuTe BapnaHT User-
Defined (Onpepensietca nonb3oBatenem). Beegute aTtoT agpec B none
cnpasa oT AaHHoro nons. Ecnu Beibpate BapuaHT User-Defined (Onpenens-
eTcs nonb3oBaTernieM), HO He yKa3aTb IP-agpec, To Npu HaXkaTum Ha KHOMKY
Apply (MpumennTtb) BapnaHT User-Defined (Onpepensiercsa
nonb3oBaTtenem) cMeHuTca Ha None (OTkntounTs). Ecnn anga stoporo
cepBepa BblObpaTb BapnaHT User-Defined (Onpepensietcsa
nonb3oBaTerieM) 1 ykaszaTb TOYHO TaKOM e aapec, TO NMpU HaxaTum Ha
kHonky Apply (MpumeHUTb) OH NomeHsieTcs Ha None (HerT).

Ecnu Bbl He xoTuTe HacTpamBaTtb cepBepbl DNS, BbiGepuTe BapnaHT
«None». Ecnu cepep DNS He ncnonb3ayeTcs, To ANs NOAKMOYEHUS K
KoMnbloTepaM Heobxogumo GyaeT ykasbiBaTtb ux IP-agpeca.

WAN MAC Address
(MAC-apgpec nopta
WAN)

B pasgene HacTporiku MAC-agpeca HyxHo yka3atb MAC-agpec nopta WAN
nHTepHeT-UeHTpa NBG334W nytem konuposaHust MAC-agpeca koMmnbloTepa
NIOKarnbHOM CETU I NyTEM PYYHOro BBOAA.

Factory default
(3aBoackne
HaCTPOWiKN)

[nsa ncnone3osaHua 3asogckoro MAC-agpeca Bbibepute BapuaHT Factory
default (3aBoackue HacTpoukn).

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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Tabn. 21 Network (Cetb) > WAN (ImobanbHas ceTb) > Internet Connection: PPTP
Encapsulation (IMogkntoueHne k MIHTepHeT: nHkancynauus PPTP)

MNOJE

OMNCAHUE

Clone the computer’s
MAC address

Bbibepute BapuaHT Clone the computer's MAC address (KonupoBaTb
MAC-agpec komnbloTepa) 1 BBeaute IP-agpec koMnbioTepa B NOKanbHON

Address (Beegute
MAC-agpec nopta
WAN)

(Konuposartb cetu, yen MAC-agpec npegnonaraetcst ucnono3osartb. [locne ycneLwHon

MAC-agpec HacTpounkn agpec byaet 3aHeceH B chavin MN3Y (KoHdUrypaumoHHbin dann

KOMMbloTepa) ZyNOS). 3T1oT agpec He ByaeT MeHsiTbCa A0 Tex nop, noka Bel He nameHnTe
€ro CaMoCTOATENbHO UNK He 3arpysuTe apyron cann May.

Set WAN MAC BeeguTte ctoga MAC-agpec, KOTopbI XOTUTE NCMONb30BaTb.

Apply (MpumeHUTb) Haxmute kHonky Apply (MpuMeHUTL) 4N COXpaHeHWs HacTpoek
NBG334W.
Reset (Copoc) HaxmunTte Reset (Copoc), 4ToObl Ha4aTb HACTPONKY 3aHOBO.

5.4 OKHO paclLMpeHHOW HAaCTPOMKHU rnobanbLHON ceTH
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Jnst penakTUpOBaHUS AOIOJHUTEIbHBIX TaAPAMETPOB MOJKIIOUEHUSI HHTEPHET-LEHTPpa
NBG334W k robanbHoit cetu BeiOepuTe MyHKT Network (Cerb) > WAN (Imo6anbHas
ceTb) > Advanced (JomomHuTebHbIe HACTPOUKN). [IpH 3TOM OTKpOETCA creayroliee OKHO.

Puc. 31 Network (CeTb) > WAN (ImobanbHas ceTb) > Advanced (JononHuTenbHble

HaCTPONKM)

Multicast Setup

Multicast

[ allow Trigger Dial

Windows Networking (MNetBIOS over TCPSIP)

[T allow between LAN and wan

INone YI

Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 22 WAN (mobanbHas ceTb) > Advanced (JononHuTenbHbIE HACTPOWKN)

NOnNE

OMNMUCAHUE

Multicast Setup (HacTtporika MHoroagpecHol pacchifku)

Multicast
(MHoroagpecHas
pacchbinka)

Bbibepute ogunH 13 crnegytowmx sapmnanToB: IGMP V-1, IGMP V-2 unu None
(HeT). IGMP (Internet Group Multicast Protocol — MNpoTokon MHoroagpecHom
pacchIfnKM) — 3TO NPOTOKOM CETEBOMO YPOBHS, UCMOMNb3yEMbI AN YCTaHOBIE-
HWS MPUHAZNEXHOCTM K rpynne MHOroaipeCHON pacchIfku, OH He Mpea-
Ha3HayeH ans nepegayum Nonb3oBaTenbCKNX AaHHbIX. Bepcnsa 2 IGMP

(RFC 2236) siBnsieTcst ycoBepLUEHCTBOBAHHBLIM BapnaHToM Bepcum 1

(RFC 1112), ogHako Bepcusa 1 IGMP no-npexxHeMy LUMPOKO UCMOMb3yeTcs.
[nsa nonydyeHus 6onee nogpobHoOM MHbopMauumn 0 B3aMMOgENCTBUN MexXay
IGMP Bepcumn 2 n Bepcun 1 cm. pasgensl 4 n5 RFC 2236.

Opranusaums cetn B Windows (NetBIOS yepes TCP/IP): NetBIOS (Network Basic Input/Output
System — CeTeBasi 6a3oBas cuctema BBOAa-BbIBOAA) — 3TO MHOroagpecHasi paccbinka TCP- nunm
UDP-nakeToB, NO3BONSIOLLASA KOMMbIOTEPY MOAKMHOHATLCS U 0OMEHUBATLCS MHAOpMaLmen ¢
nokanbHom ceTblo. [Ins HekoTopbIxX cnyx6 ¢ aBTomaTnyeckum Habopom Homepa, Hanpumep PPPoE
unu PPTP, nakeTtbl NetBIOS mMoryT nHMUmMmMpoBaTh HexxenaTtenbHble Bbl30Bbl. HECMOTpS Ha 37O, nHoraa
Heobxogumo paspelunTb npoxoxaeHne naketoB NetBIOS B rmobanbHyto ceTb Ans TOro, YTo6bl HAUTK
KOMMbIOTEP B rNobanbHOM CeTu.

Allow between LAN
and WAN (Pa3pewwutb
nepegayy mexay LAN
n WAN)

MocTaBbTe B 3TOM nose naxok, YTobbl paspelunTb nepeaadvy nakeToB
NetBIOS 13 nokanbHon cetu B rnobanbHyto ceTb u HaobopoT. Ecnu B
MEXCETEBOM 3KpaHe yCTaHOBMEHa NoMUTUKa Mo YMOMYaHuio, KoTopast
OnokupyeT Tpaduk 13 rmobanbHOM CETH B NOKaNbHYH CETb, HEOOXOAMMO
BKIMIOYMTb NMPaBMIIO MEXCETEBOMO 3KpaHa, KOTopoe nporyckaeT Tpaduk
NetBIOS 13 rnobanbHol ceTn B NOKarnbHyH.

CHumMmuTe dbrnaxok B 3TOM none, 4Tobbl 6roknpoBaTh Nepegady BCEX NakeToB
NetBIOS 13 nokanbHoM ceTn B rnobanbHy CeTb 1 HA006OPOT.

Allow Trigger Dial
(PaspewmnTb
MHULMALMIO BbI3OBOB)

Ota onuus paspelwaet naketam NetBIOS nHuummpoBaTth BbI30BbI.

Apply (MpumeHnTb) Haxxmute kHonky Apply (MpuMeHUTb) ANa COXpaHeHUs HacTpoek
NBG334W.
Reset (Copoc) HaxmunTte Reset (Copoc), 4ToObI Ha4yaTb HACTPONKY 3aHOBO.
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B 310l mMaBe onuchIBaeTCs HACTPOIKa MapaMeTpoOB JIOKAIbHOW CETH.

6.1 O6wana uHpopmaumsa 0 NOKaNbLHON CeTH

LAN (Local Area Network — JlokanbHast ceTh) — 3TO KOJUIGKTUBHO HCITOJIb3yeMasi CHCTeMa
CBSI31, K KOTOPOH MOJAKIIIOYEHO MHOKECTBO KOMIIBIOTEPOB. JIoKaabHasl CETh MPEACTABISIET
€000l KOMITBIOTEPHYIO CETh, OTPaHUUEHHYIO OJvbKaiIeli TeppuTopred, 0OBIYHO 3TO 37aHNe
WM 3Tax B 37aHUK. OKHA HACTPONKH JIOKATBHOM CETH TO3BOJISIIOT HAcTpouTh cepeep DHCP,
ynpasisaTh [P-anpecamu, a Taxke pa3nenuTh GU3NIECKYIO CETh Ha JOTHUECKHE TOCETH.

6.1.1 Hactpouka aunanasoHa IP-agpecoB

[To ymomuanuro natepreT-nieHTp NBG334W HacTpoeH Ha HCTIONB30BaHUE THAIa30Ha U3
32 IP-anpecos, HaumHas oT 192.168.1.33 u 3akanumBas 192.168.1.64. Takas koHbHUTYparis
JIOIyCKaeT BOBMOXKHOCTD ucnoib3oBanus 31 [P-agpeca (3a Beruetom camoro NBG334W) B
HIKHEM Auana3one (ot 192.168.1.2 1o 192.168.1.32) ans npyrux cepBepoB, HarpuMep,
noyTtoBbIX, FTP-, TFTP-, BeG-cepBepoB u T.11.

6.2 Hactpounka TCP/IP nokanbHOM ceTn

Hurepret-nentp NBG334W obmamaet ¢yHkImei BcrpoenHoro cepsepa DHCP, xotopas
Mo3BoJIAeT Ha3HavaTh [P-anipeca u cepepbl DNS KOMITbIOTEpPaM C YCTaHOBJIEHHBIM KJIMEHTOM
DHCP.

6.2.1 CraHpgapTHble 3aBOACKME HACTPOMKMU JSIOKaribHOWN CeTU

Nurepner-uentp NBG334W umeet cneayroiiue 3aBoACKUE HACTPOHUKU JOKAJIbHON CETH:

* [P-agpec: 192.168.1.1, macka moaceru: 255.255.255.0 (24 6ura)

* Cepsep DHCP: BximtoueH, ucnonbsiytores 32 kineHTckux [P-aapeca, HaunHas
¢ 192.168.1.33.

OTH napameTpsl 10JDKHBI paboTaTh B OonbIIMHCTBE cityyaeB. Eciau nocraBmuk MuTepreT-
YCIIYT peJocTaBuil sIBHBIHM aapec(a) cepsepa DNS, To nHpopmanuio o ToM, Kakue moJis
MOAJIEKAT HACTPOIKE, CM. B CIIPaBKe MO PaCIIUPEHHOMY BEO-KOH(UTYPATOPY.
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6.2.2 MHoroagpecHas pacchblifika

Kak npaBuito, maketsl IP mepegaroTcss oqHUM U3 ABYX CIIOCOOOB: OAHOAIPECHAS pacChlIKa
(1 orpaBuTens — 1 MoMy4aTenp) WK MUPOKOBENaTeNbHasA pacchlika (1 oTnpaBuTeNh — Bee
aboneHTsl cetn). [Ipu MHOTOAPECHOI pacchuike [P-makeTsl nepechuIatoTcss KOHKPETHOM
rpymnme KOMIbIOTEPOB B CE€TU, TO €CTh, HC OAHOMY KOMIIBIOTCPY, HO U HE BCEM.

IGMP (Internet Group Multicast Protocol — [IpoTokosn MHOTOaApECHO PacChIIKH) — 3TO
MIPOTOKOJI CETEBOT0 YPOBHSI, UCIOIB3YEMBIN JJI YCTAHOBIEHUS MTPUHAIUICAKHOCTH K TPYIIIE
MHOTOAJJPECHOM PacCHUIKH, OH HE TPeTHAa3HaueH /IS TIepeIadr OIb30BaTEIbCKUX TAHHBIX.
Bepcus 2 IGMP (RFC 2236) siBnsieTcst yCOBEpIIICHCTBOBAHHBIM BapHAHTOM BEpCHH 1

(RFC 1112), ogaako Bepcus 1 IGMP no-mipeskHEMY IITUPOKO UCITONIB3yeTCs. JlJis momydeHus
Oonee moapoOHOI nHpopMaruu o B3aumoaelcTeuu Mexay IGMP Bepcun 2 u Bepcun 1

cm. pazaenst 4 u 5 RFC 2236. [ns uneHTuduKanyuy rpymi y3aoB ucrons3ytores [P-agpeca
knacca D, kotopsle Haxonarces B Auanasone ot 224.0.0.0 no 239.255.255.255. Anpec
224.0.0.0 He HA3HAYAETCSI HA OTHOM TPYIIIIE U UCTIOIB3YETCS KOMITBIOTEPaMH, OCYIIECTRIISIO-
MU MHOTOa/ipecHyto pacchliky IP. Anpec 224.0.0.1 ucnonb3yeTcs 11 3alpocoB U
Ha3Ha4YaeTcsl IOCTOSHHOM IPyIIie, B KOTOPYIO BXOIAT BCE Y37bl (BKIIIOUasi LIUTIO3bI). Jis
yuactus B IGMP y3en nomxen npuHaanexars k rpynne 224.0.0.1. Aapec 224.0.0.2
Ha3HayaeTcs rpyImre MapupyTU3aTopoB, YYaCTBYIOLUINX B MHOT0a/IpECHON PacChIIKE.

NBG334W nonnepxusaet Bepcuu IGMP 1 (IGMP-v1) u IGMP 2 (IGMP-v2). [Ipu 3amycke
NBG334W 3anpamuBaeT Bce HEMOCPEACTBEHHO MOIKIIOYEHHBIC CETH O MPUHAMIICKHOCTH K
rpymre. [locne momyuenus nadopmanu NBG334W neproaudeckn 0OHOBIAET ee.
MHoroaapecHyI0 pacchliKy [P MOXKHO BKITIOUHTE/OTKITIOUUTH 711 HHTepdeiicoB LAN u/nmu
WAN NBG334W ¢ momomrsto Web-korduryparopa (okaa LAN (JlokaabHas ceth), WAN
(I'mobanbHan ceTwb)). 111 OTKIIOUEHUS] MHOTOAIPECHON PACCBUIKH AJIS1 3TUX HHTEp(heiicoB
BeiOepuTe None (Her).

6.2.3 ®DyHkumua Any IP (Jlro6on IP)
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YrtoOsl mpenocTaBuTh KOMIBIOTEPY JocTym B MHTepHeT uepe3 NBG334W, neobxonumo,
4yT00bI [P-anipeca u macku nmoxcetu kommbtorepa U NBG334W HaXoquIuch B OHOM U TOM ke
noaceTH. B ciydae, eciin KOMIBbIOTEpY HEOOXOAMMO HCIONIB30BaTh cTatudeckuii [P-ampec,
MPUHAUIEKALMHA APYTOH CEeTH, BaM IPUAETCS yCTaHABIUBATH CETEBBIE HACTPOUKU
KOMIIbIOTEPA BPYUYHYIO K&XIBIH pa3, KOraa HyXKHO ITOJY4IHUTh JOCTYyI B IHTEpHET yepe3
NBG334W.

Ecnu B NBG334W Bximiouens! pynkunu Any [P u NAT, koMnbloTep MOXKET HOIYyYUTh AOCTYII
B MlHTEpHeT O3 M3MEHEeHNs CEeTEeBBIX HACTpOeK (Takux Kak [P-agpec u Mmacka moncetn), qaxe
ecmu [P-ampeca xommnerorepa 1 NBG334W HaxoasTcs B pa3HbIX nojceTsX. HezaBucumo ot
TOT0, AMHAMUYECKUN UK cTatnueckuit [P-agpec Ha3HauU€H KOMITBIOTEPY, BbI MOXKETE MTPOCTO
NoAKI0YUTE KoMrbioTep K NBG334W nns nonmyuenust nocryna B IHTEpHET.

Ha ciemyrommem prucyHKke H300pa)KeH CIICHapUH, Ilie KOMITBIOTEP UCIIOB3YET CTaTHIE CKHIMA
yacTHbIH [P-anpec B kopnoparusHOii cpene. [Ipu yctanoBke NBG334W B sxunom ntome
MOYXHO MOJTYYHTh 1OCTYM B MIHTEpHET 0e3 N3MEHEHUs! CETEBBIX HACTPOEK KOMITBIOTEpa, Aaxe
eciu IP-anpeca kommberorepa 1 NBG334W HaxonsaTcs B pa3HbIX HOACETAX.
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Puc. 32 [pumep Any IP (JToboro IP)

UHTepHeT

N UHTepHeT
= 1 —
192.168.10.1 oo o

Oynkuus Any [P He mpuMeHsieTcs K KOMITBIOTEpaM C TMHAMUYECKUM WIIA CTAaTUYECKUM
[P-agpecom, mpuHaIeKaIMM K TOH ke moacetu, uro u [P-agpec NBG334W.

5 Ansa ncnonssoBaHns B8 NBG334W coyHkuumn Any IP Heo6xo00umo BKNIOYUTb
TpaHcnaumio ceteBbix agpecos (NAT).

ARP (Address Resolution Protocol — [IpoTtokon pa3pemieHus agpecoB) CIyKHUT ISt
YCTaHOBJIEHHUSI COOTBETCTBHUS MEXIY afpecoM MexxcereBoro nporokona IP (IP-anpec) u
anmapaTHbIM aJpecoM KOMITBIOTEPA B JIOKAIBHOM CeTH, M3BECTHOTO Takoke Kak Media Access
Control (Ynpasnenue noctynoM k cpene) wmm MAC-anpec. Tabnuma mapmpytu3amuu [P
ycrpoiicrBa Ethernet (NBG334W) onpenensier ciieayromuil TpaH3UTHBIM MyHKT, KOTOPBII
HEOOXOIMMO HCIOJIB30BaTh I EPECHUIKH JaHHBIX KOHKPETHOMY afipecary.

Korna xomnbrotep neiTaeTcs B NEPBBIN pa3 NoIy4uTh focTyn B MHTepHET uepe3s NBG334W,
BBITOJTHSIOTCS CIIENYIOIIIE AeHCTBHS.

1 Ecau xommbrotep (HaXOISIIUICS B APYTOM MOACETH) MBITACTCS B TIEPBBIH pa3 MOIYYUTh
noctyn B IHTepHET, OH MOChUIAET MaKeThl Ha IUTI03 10 yMoryanuio (He NBG334W)
¢ momorpio noucka ero MAC-anpeca B cBoeit Tabmuiie ARP.

2 Ecnm xoMnbloTep He MOXKET 00HAPYKHUTH IIUTI03 TI0 YMOTYAHUIO, HOCBUIAETCS IITHPOKO-
BelaTenbHbli 3anpoc ARP no nokanbHOU ceTu.

3 NBG334W npunumaer 3ampoc ARP 1 oTBedaeT KOMIbIOTEPY, MOChLIAs €My CBOIf
MAC-anpec.

4 Kommbrorep oOHOBIsIeT MAC-anpec numo3a no ymonryanuto B radbnune ARP. O6HOoBHB
Tabnuiy ARP, komnbroTep MoxkeT noakitodaThes k MHTepHet uepe3 NBG334W.

5 [Ilpu nonyuenun maketoB ot koMibioTepa NBG334W cosnaer 3amuch B Tabuie
MapipyTtu3auuu [P, ¢ TeM 4T0OBI IpaBUIBHO MEpeChUIaTh MAKEThI, IPEeAHAa3HAYCHHbIE
JUIS 9TOTO KOMIIBIOTEpA.

[Mocnie oOHOBNEHMS MH(MOPMAIIMH O MAPIIPYTH3AIMH KOMITBIOTEDP MOTyYaeT JOCTYII K
NBG334W u k cetu HTEpHET, Kak OyITO OH HAXOJUTCS B TOM ke mojceTH, uto 1 NBG334W.
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6.3 OkHO HacTpouku nokanoHom IP-ceTun

DTO OKHO UCHOIB3YETCS ISl K3MEHEHUSI OCHOBHBIX HACTPOEK JIOKAJIbHOMN ceTu. Bribepute
yHKT Network (Cetp) > LAN (JIokaJibHasi ceTh).

Puc. 33 Network (CeTtb) > LAN (JlokanbHas ceTtb) > IP (HacTtpoiku IP)

LAN TCP/IP
1P Address I192.188.1 i
IP Subnet Mask IQSS 2552550

Apply | Reset |

B cnenyromeit Tabnuie naHbl OMMMCAHUS TOJIEH ATOTO OKHA.
Tabn. 23 Network (Cetb) > LAN (JlokanbHas ceTb) > IP (HacTtporknu IP)

MNOJE ONMUCAHUE

LAN TCP/IP (Hactporika TCP/IP nokansHon cetn)

IP Address Beenute B 310 none IP-agpec nHtepHet-ueHTpa NBG334W B gecatnyHom
(IP-appec) npegcraeneHnmn ¢ Toukamm 192.168.1.1 (Mcnonb3yeTcd No yMOnyaHuio).
IP Subnet Mask Macka nogceTtun onpegensiet ceTeByto YacTb IP-agpeca. NBG334W Beluncngaer

(IP-Macka noacetu) | Mmacky NOACETM aBTOMATUYECKM HAa OCHOBaHUK HasHadeHHoro IP-agpeca. MNMoka
He pearnu3oBaHa CTPyKTypa NOACeTeNn, cneayeT NCNonb3oBaTb Macky NoaceTw,
BbluncneHHyio NBG334W.

Apply (MpumennTb) | HaxkmuTe kHonky Apply (MprumeHuTb) anst coxpaHeHus Hactpoek NBG334W.

Reset (Cbpoc) HaxwmuTte Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.

6.4 [lceBaoHum IP nokanbHOU ceTun
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[ceBnonum IP mo3Bomsier pa3nenuth GU3NIECKYIO CETh Ha HECKOIBKO JIOTUYECKUX CeTell Ha
ocHose ogHoro untepdeiica Ethernet. NBG334W nonnep:kuBaeT Tpu JOTHYECKUX
nHTepdeiica JOKaTsHOM ceTn uepe3 onuH ¢usndeckuiit uarepdeiic Ethernet, mpudaem
NBG334W sBisieTcs mITi030M I KaKI0H JTOKAIBHON CETH.

st m3menennst B NBG334W nactpoek ncenonumoB [P menkante Network (Cerb) > LAN
(JlokaabHas cetb) > IP Alias (IlceBnonum IP). IIpu sTOM OTKpoeTcs clieayroiee OKHO.
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Puc. 34 Network (CeTtb) > LAN (JlokanbHas ceTtb) > IP Alias (INcesgoHum IP)

IP alias 1

[ 1P alias 1
IP Address

IP Subnet Mask
IP Alias 2

[T 1P alias 2
IF Address

IP Subnet Mask

ID noo
ID 000

ID .0.0.0
ID 000

Apply | Reset |

B cnenyromeit Tabnuiie naHbl OMMMCAHUS TOJNEH ATOTO OKHA.
Tabn. 24 Network (CeTb) > LAN (JlokanbHas ceTb) > IP Alias (IMceBgoHum IP)

(IP-Macka noacetu)

NMOnE OMUCAHUE

IP Alias 1,2 MocTaBbTe hnaxok AN HACTPOWKM ApYron nokansHon cetn B NBG334W.
(McespoHum IP 1, 2)

IP Address Beegute IP-agpec NBG334W B gecsatuyHoM Buae ¢ pasaenuTernbHbIMU
(IP-agpec) TOYKaMM.

IP Subnet Mask NBG334W BbluncnseT macky NoACETM aBTOMATUYECKM Ha OCHOBaHUU

HasHadeHHoro IP-agpeca. MNoka He peann3oBaHa CTPyKTypa NoAceTen, crieayet
Mcnonb3oBaTb MacKy nogcetu, BoeluncneHHyto NBG334W.

Apply (MpumeHnTb)

Haxmute kHonky Apply (MpumeHnTb) Ansa coxpaHeHus HacTpoek NBG334W.

Reset (C6poc)

Haxmute Reset (C6poc), 4ToObl Ha4aTb HACTPOINKY 3aHOBO.

6.5 OKHO paclMpeHHON HAaCTPOMKM NTIOKaribHOW CeTHU

Jist perakTUpOBaHuUs JOMONIHUTEIBHBIX TapaMeTpoB [P-moakIroueHnss HHTEPHET-LIEHTPa
NBG334W k nokansHO# cetr BeioepuTe MyHKT Network (Cers) > LAN (JlokaabHasi ceTh)
> Advanced (JonosHuTeJbHbIe HACTPOIiKHU). [Ipu 3TOM OTKpOETCA Cleaytoliee OKHO.

Puc. 35 Network (CeTb) > LAN (JTokanbHas ceTb) > Advanced (JononHuTenbHbIe HAaCTPOMKN)

Multicast Setup
Multicast
Any IP Setup

[T active

Windows MNetworking (NetBIOS over TCP/IP)

[T allow between LAN and WaN

I Mone 7 l

Apply | Feset |

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W 81




maBa 6 LAN

B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Taobn. 25 Network (Cetb) > LAN (JlokanbHas cetb) > Advanced (JononHuTenbHble

HaCTPONKM)

NMOnE OMNMUCAHUE

Multicast Bribepute oamH 13 cnegytowmx sapuaHtos: IGMP V-1, IGMP V-2 unm None

(MHoroagpecHas (Het). IGMP (Internet Group Multicast Protocol — lNpoTokon MHoroagpecHom

paccbinka) PacchbIrnikn) — 3TO MPOTOKOMN CETEBOrO YPOBHS, MCMOMb3yEeMbIN ANS YCTaHOBMNEHNS
NPYHaANEXHOCTU K rpynne MHOroaApecHOW pacChinku, OH He NpeaHasHayeH
ANs nepega4yun nonb3oBaTenbekmx AaHHbix. Bepeus 2 IGMP (RFC 2236)
ABMNSIETCH yCOBEPLUEHCTBOBaHHbIM BapuaHTom Bepcun 1 (RFC 1112), ogHako
Bepcus 1 IGMP no-npexHemy wnpoko ucnone3yetcs. [Ana nonyyeHuns 6onee
noapo6Hon nHpopmauum o B3aumogeictemumn mexay |IGMP Bepcum 2 n
Bepcun 1, cm. pasgensl 4 n 5 RFC 2236.

Any IP Setup

(Hactpowika Any IP)

Active (AkTBMpOBaTh)

OTa onuums No3BONSET KOMMbIOTEPAM M3 pasHbIX NMOACETEN UCMONb30BaTb
MHTEepHeT-UueHTp NBG334W.

Opranusaums cetn B Windows (NetBIOS yepes TCP/IP): NetBIOS (Network Basic Input/Output
System — CeTeBas 6a3oBasi cuctema BBOAa-BbIBOAA) — 3TO0 MHOroagpecHasi paccoinka TCP- unn UDP-
NakeToB, MO3BONSAOLLAA KOMMNbIOTEPY NOAKMOYATLCA U 0OMEHMBaTLCA MHpOPMAaLIMEN C NTOKarbHOW
ceTbto. [N HEKOTOPLIX Cry>6 ¢ aBTomMaTuyeckum Habopom Homepa, Hanpumep PPPoE unu PPTP,
naketbl NetBIOS MHMUMMPYIOT HeXXenaTenbHble Bbi30Bbl. HECMOTpSA Ha 310, MHOrga Heobxoanmo
pa3peLwunTb npoxoxaeHue naketoB NetBIOS B rnobanbHyto ceTb Ans TOro, YToObl HAWTU KOMMbLIOTEP B

rnoGanbHou ceTu.

Allow between LAN
and WAN (PaspeLumntb
nepegavy mexay LAN
n WAN)

MocTtaBbTe B 9TOM Mnone craxok, 4ToObl pa3pewnTb nepeaady nakeTos
NetBIOS u3 nokanbHol ceTn B rnobanbHyto ceTb U HaoobopoT. Ecnu B
MEXCETEBOM JKpaHe yCTaHOBMEHa MOMMTUKA N0 YMOMYaHuIo, KoTopast
Gnokupyet Tpaduk 13 rmobanbHOM CeTK B NOKarnbHY CETb, HEOO6X0AMMO
BKJTIO4MTb NPaBUIIO MEXCETEBOIO 3KpaHa, KOTopoe NpornyckaeT Tpaduk
NetBIOS 13 rnobanbHom CeTn B NOKanbHYH.

CHumuTe chnaxok B 3TOM none, 4Tobbl 6riokMpoBaTe nepefayvy BCex NakeToB
NetBIOS 13 nokanbHoOM ceTu B rnobanbHy ceTb U HA006OPOT.

Apply (MpumeHnTb) Haxmute kHonky Apply (MpuMeHUTb) ANA cOXpaHeHWs HacTpoek
NBG334W.
Reset (Copoc) HaxmunTte Reset (C6poc), 4ToObl Ha4YaTh HACTPOKKY 3aHOBO.
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7.1 DHCP

DHCP (Dynamic Host Configuration Protocol — IIpoTokosn auHamMu4eckoil HACTPOMKH y3JI0B,
RFC 2131 u RFC 2132) mo3BossieT OTAEIbHBIM KIMEHTCKUM KOMITBIOTEpaM I0Iy4YaTh
Hactpoiiku TCP/IP npu 3arpyske ot uentpansHoro cepepa DHCP. MoxxHO HacTpouTh
NBG334W kak cepsep DHCP unu otkimounts 3Ty dyHKImio. [Ipu paboTe B peskumMe cepBepa
NBG334W mnpenocrasnser knmueatama DHCP konduryparto TCP/IP. Ecou ciry:x6a DHCP
OTKJIFOUEHA, TO IJI1 HOpMaJIbHOU pabOTHI B JJOKAIBHON CETH HEOOXOIMM IPYTOH cepBep
DHCP, B npoTUBHOM ciTy4ae MpHJETCS HACTPAUBaTh KOMITBIOTEP BPYUYHYIO.

7.2 OkHO obwen HacTpouku cepsepa DHCP

Bri6epure mynkt Network (Cets) > DHCP Server (Cepsep DHCP). [TosiBuTcs cnemytomee
OKHO.

Puc. 36 Network (CeTtb) > DHCP Server (Cepsep DHCP) > General (O6Lasn HacTpoiika)

DHCP Setup

¥ Enable DHCP Server

IP Pool Starting Addressl192-153-1 33 Poal Size|32
Apply | Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 26 Network (CeTtb) > DHCP Server (Cepsep DHCP) > General (O6wwas HacTpowika)

NONE

OMNMUCAHUE

Enable DHCP Server
(BkntounTb cepaep
DHCP)

DHCP (Dynamic Host Configuration Protocol — MNpoTokon agnHamuyeckon
HacTpokm y3noB, RFC 2131 n RFC 2132) no3BonsieT oTAeNbHbIM KIMeHTam
(komnbloTepam) Npu 3arpy3ke nomnyyarb HacTporku TCP/IP ot ueHTpansHoro
cepeepa DHCP. Ecnu Baw noctaBwuk NHTepHeT-ycnyr He npegoctasun Bam
Opyrue UHCTpyKumm, octaebTe coraxok B none Enable DHCP Server
(Bknrountb cepBep DHCP). Ytobbl oTknounts cpyHkumio cepeepa DHCP Ha
MHTepHeT-LeHTpe NBG334W, cHumuTe aToT donaxok. MNpu paboTe B pexume
cepsepa NBG334W npepnocrtaenset knueHtamm DHCP koHdurypauuio TCP/
IP. Ecnn cnyxx6a DHCP oTkntoyeHa, To 4ns HopMmanbHOM paboTbl B TOKanbHOM
ceTn Heobxoamm apyron cepeep DHCP, B npoTnBHOM crnyyae npuaercs
HacTpamBaTb KOMMNbIOTEPLI BPYYHYH. ECnn ncnonb3yercs pexvm cepBepa,
cnefyeT 3anonHUTbL cregyoLime YeTblpe nons.

IP Pool Starting
Address ([MepBbiii
agpec nyna
IP-appecos)

B aTom none BBOAUTCA NEPBLIN aapec U3 HENPEPLIBHOMO AManasoHa
IP-agpecos.

Pool Size (Pa3mep
nyna)

B aTom none 3agaetcs pasmep nyna HenpepbiBHbIX IP-agpecos.

Apply (MpumeHUTb) HaxmuTe kHonky Apply (MpuMeHUTL) 4N cOXxpaHeHWs HacTpoek
NBG334W.
Reset (Copoc) HaxmunTte Reset (C6poc), 4ToObl Ha4YaTh HACTPOKKY 3aHOBO.

7.3 OKHoO pacwumpeHHOU HacTpouku cepsepa DHCP

84

B 3TOM 0OKHE MOXHO HazHauaTh [P-afpeca oTiebHBIM KOMITBIOTEPAM JIOKAJIBHOM CETH Ha
ocHoBe uX MAC-azpecoB. 31ech xe MOXKHO yKa3aTh HHpopMaiuio o cepsepe DNS, xoropyio
NBG334W nepenaer knuentam DHCP.

Kaxnoe ycrpoiictBo Ethernet nmeer ynukansasiiit MAC-agpec (MAC — Media Access
Control — Yrpasnenue nocrynom k cpeae nepenadn). MAC-aapec Ha3HauaeTCs
W3TOTOBHUTENIEM M COCTOUT U3 6 Map IIECTHAAIATSPHYHBIX CHMBOJIOB, HAITPUMED,

00:A0:C5:00:00:02.

st m3menenns B8 NBG334W crarnueckux Hactpoek DHCP, Beibepute mynkt Network
(Cetb) > LAN (JIokasnbHasn ceTb) > Advanced (JdonosHuteabHas HacTpoiika). [losButcs

CJICAyromiee OKHO.
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Puc. 37 Network (CeTtb) > DHCP Server (Cepeep DHCP) > Advanced (JononHuTtenbHas
HacTpowka)

Static DHCP Table

1

DNS Server

First DMNS Server
Second DNS Server

Third DNS Server

DMS Servers Assigned by DHCP Server

|AC Address IP Address

|Fromise  =|[1722354
|[Fromise =|fi722352
|Fromise =ljoonn

Reset |

B crnenyromeit Tabnuiie naHbl OMMMCAHUS TOJIEH ATOTO OKHA.
Tabn. 27 Network (Cetb) > DHCP Server (Cepeep DHCP) > Advanced (JononHutenbHasi

HacTpowka)
NMOJE OMNMUCAHUE
# 3710 NopsiAKOBbIN HOMep 3anucy B Tabnuue ctatnyecknx IP-agpecos (CTpoku).
MAC Address Beeaute (Yepe3 aBoetouunsi) MAC-agpec komnbloTepa rnokarnbHON CETU.
(MAC-agpec)
IP Address Beegute IP-agpec komnbloTEpa NOKaNbHOW CETU.
(IP-appec)

DNS Servers Assigned by DHCP Server (Cepsepbl DNS, Ha3Hayaemble cepsepom DHCP)
WHTepHeT-ueHTp NBG334WIP-agpec cepepa DNS (Domain Name System — cuctema JOMEHHbIX
nmeH) knuneHtam DHCP (ecnu TakoBon agpec yka3aH). MHTepHeT-ueHTp NBG334W nepenaet aty
WHdopMaumto Tonbko knueHtam DHCP nokanbHol cetu (ecnu yctaHoemneH dgnaxok Enable DHCP
Server (Bknountb cepBep DHCP)). Ecnn donaxok Enable DHCP Server cHAT, TO 4ns HOPMarbHOW
paboTbl B NOKanbHoOW ceTn AormkeH 6biTb Apyron cepeep DHCP, nHave ans Bcex KOMNbOTEPOB
npuaeTcs BpyYHyHo ykasbiBaTb agpec cepsepa DNS.
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Tabn. 27 Network (Cetb) > DHCP Server (Cepeep DHCP) > Advanced (JononHutenbHasi
HacTpowka)

MNOJE

ONMUCAHUE

First DNS Server
(MepBbI cepaep
DNS)

Second DNS
Server (Bropon
cepeep DNS)
Third DNS Server
(TpeTuii cepsep
DNS)

Beibepute BapnaHT From ISP (OnpegensieTcs noctaBwmkom UHTEepHeT-
ycnyr), ecnu Baw nocTtaBLmk VIHTEpHET-yCcnyr NnpeaocTaBnseT AUHaMUYECKYHo
nHdopMaumio o cepeepe DNS (a Takke IP-agpec WAN nHTepHeT-LeHTpa
NBG334W). Cnpaga oT 3TOro nonsi otobpaxaetcs (4OCTYNHbIN TONbKO A11s
yTeHus) IP-agpec cepBepa DNS, Ha3Ha4eHHbI NOCTaBLLUMKOM UHTEPHET-YCIYT.

Ecnun Bam nsBecteH IP-agpec cepeepa DNS, BbibepuTe BapnaHT User-Defined
(OnpepensieTcsa nonb3oBaTenem). Beeante 3T0T agpec B none crnpasa ot
AaHHoro nons. Ecnu Beibpats BapuaHT User-Defined (Onpepensiercs
nonb3oBaTeneM), HO He yka3aTtb |IP-agpec, To Npu HaxaTum Ha kHorky Apply
(MpumenuTb) BapnaHT User-Defined cmennTtca Ha None (OTknrounTs). Ecnn
Onsa BTOporo cepepa BbibpaTth BapuaHT User-Defined (Onpepensercsa
nonb3oBaTernieM) 1 ykazaTb TOHYHO TaKoW e agpec, TO NMPU HaXaTun Ha KHOMKY
Apply (MpumeHnTb) OH NomeHsieTcst Ha None (Her).

YTto6bl MHTEpPHET-LEeHTP NBG334W mor BbINOMHATL QYHKLMKN proxy-cepepa
DNS, Bbibepute BapuaHT DNS Relay (PetpaHcnsauusa DNS). IP-agpec
NBG334W B nokanbHol ceTu oTobpaxaeTcs B nose cnpasa (TonbKo Ansi
yTeHus). B atom cnyyae nHtepHeT-UueHTp NBG334W coobLuaeT knmeHTam
DHCP B nokanbHow cetn, 4to ponb cepeepa DNS BreinonHsetr NBG334W. Korpa
KOMMbIOTEP, HaxoasLWmMncs B nokanbHol cetu, otnpaensieT DNS-3anpoc
nMHTepHeT-UeHTpYy NBG334W, NBG334W nepeHanpaensieT ero Ha cepsep DNS
cuctembl NBG334W (HactpamBaetca B okHe WAN (Fno6anbHas ceTb) >
Internet Connection (MogkntoyeHue k cetn UHTepHeT)) n TpaHcnupyeT oTBET
o6paTHo Ha komnbtloTep. Bapmuant DNS Relay (PetpaHcnsaumusa DNS) moxHo
BblbpaTh TONBKO ANA OQHOIO U3 TPEX CepBepOoB; B NPOTUBHOM Criyyae, ecrnm
BbibpaTe DNS Relay ons BToporo unm tpeteero cepsepa DNS, 1o nocne
HaxaTtus Ha kHonky Apply (MpumeHUTb), oH n3ameHntca Ha None (Her).

Ecnu Bbl He xoTuTe HacTpamBatb cepBepbl DNS, BbibepuTe BapnaHT «None».
Ecnun cepsep DNS He ncnonbayetcs, To Ans NOAKMYEHMS K KOMNbloTepam
Heobxoaumo byaeT ykasbiBaTb X IP-agpeca.

Apply (MprmeHUTb)

Haxwmute kHonky Apply (MpumeHUTb) Ansa coxpaHeHns HacTpoek NBG334W.

Reset (Copoc)

HaxmuTe Reset (C6poc), UToObl Ha4YaTh HACTPOWKY 3aHOBO.

7.4 CnuncoK KNnneHToB

B tabmume DHCP otobOpaxaetcs Texkymas nadopmanus o kamueaTax DHCP (Bximrogas
IP-agpec, ums y31a u MAC-aapec) Juis BceX KIIMEHTOB CeTH, UcTonb3ytommx NBG334W,

kak cepsep DHCP.

Hactpoiite 3T0 0KHO Tak, 4ToOBI Bceraa mpusssbiBath [P-anpec kK MAC-anpecy (1 umeHn
y3na). Beibepure myskT Network (Cers) > DHCP Server (Cepsep DHCP) > Client List
(Cnucok KJIMEHTOB).

MOXHO Takke OTKPbITb AOCTYMHbIVA TONMbKO ANA YTEHUS CMINCOK KITMEHTOB,
wernkHyB B okHe Status (CoctosiHue) ccoinky DHCP Table (Details...)
(Ta6nuua DHCP (Moapo6Hee...)).
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[TosiBuTCSA cnemyromiee OKHO.

Puc. 38 Network (Cetb) > DHCP Server (Cepsep DHCP) > Client List (Cnucok knneHToB)

DHCP Client Table

Client List

1 192.168.1.33

i 00:00:e8:7c:14:80 -

Apply Refresh

B cnemyromieit Tabnuie JaHbI OMIMCAHMS TTOJIEH STOTO OKHA.
Tabn. 28 Network (CeTtb) > DHCP Server (Cepsep DHCP) > Client List (Cnncok knueHToB)

MNONE

OMUCAHUE

#

3TO NOpsiAKOBLIN HOMEP yana.

IP Address (IP-agpec)

B atom none otobpaxaetcs IP-agpec komnboTepa ¢ HOMEPOM, yKa3aHHOM
BbILLE.

Host Name (Mms
y3na)

B atom none 0To6pa>KaeTcs| M4 KoOMnbroTEpPa.

MAC Address
(MAC-agpec)

MAC-agpec (Media Access Control — YnpaBneHve JOCTyNnoMm k cpeae) unm
appec Ethernet B nokanbHOM ceTh ABNSETCA YHUKaNbHbIM ANt KaXO0ro
KOMMbloTepa (LWecTb nap LWecTHaauaTepUYHbIX CUMBOSIOB).

CeteBas nHTepdencHas kapTa, Takaga kak Ethernet-agantep, umeer
NOCTOSIHHbIN agpec, NpucBaMBaeMbI Ha 3aBoge. OTOT agpec oTBeYaeT
NPOMBbILLIEHHOMY CTaHAAPTY, KOTOPbIN 06ECNeYnBaET yHMUKaNbHOCTb 3TOrO
appeca cpeauv opyrux agantepos.

Reserve
(PesepBupoBaHue)

YcTaHoBUTE 3TOT hraxok, YTobbl MHTEpHET-LeHTp NBG334W Bcerga
npueasbiBan atoT |IP-agpec k gaHHomy MAC-agpecy (1 nmenu ya3na). Mocne
HaxaTtuns Ha kHornky Apply (MpumennTs), MAC- 1 IP-agpec Toxe nossaTtcs B
okHe Advanced (JononHuTenbHasi HACTPOWKA) (rae X MOXHO OTpeaaKTu-
poBaThb).

Refresh (O6HOBUTB)

LLlenkHute no kHornke Refresh (O6HOBUTL) AnA nepesarpysku Tabnuubl
DHCP.

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W 87




masa 7 DHCP

88

PykoBoacTBO nonb3oBaTens uHTepHeT-ueHTpa NBG334W



TpaHcnAUuna ceTeBbIX aapecoB
(NAT)

B ar0i1 mmaBe pacckazbiBaeTcs, kKak HacTpouth GyHKIio NAT B NBG334W.

8.1 Oobwume cBegeHnsa o NAT

NAT (Network Address Translation — Tpancusnus ceTeBbix agpecoB, RFC 1631) — ato
nporecc Tpancisinuu [P-agpecos y3na B makere. [Ipumep TpaHcisanuu: cMeHa ajapeca
HWCTOYHMKA UCXOASIIET0 NaKeTa, UCIOJIb3YEMOI0 B OIHOW ceTH, Ha [P-anpec B npyroi cetu.

8.2 [MpumeHeHne NAT

5 YT06bI paspelnTb NpoxoxaeHue Tpaduka ns rnobansHom cetn Yepes
NBG334W, Heobxogmmo B gononHeHne k NAT cosgaTb npaBuno
MEXCETEBOIO 3KpaHa.

8.2.1 Tepeagpecauunsa noptoB: Cnyxobl U HOMepa NOPTOB

Habop nepeanpecanuu mopToB — 3TO CIIHCOK BHYTPEHHHUX CEPBEPOB (PACTIONIOKEHHBIX B
nokanbHOM cetH 3a NAT), Hanpumep, web wiu FTP, koTopble MOXXHO clienaTh TOCTYTHBIMU
JUISl BHEIIIHUX T0JIb30BaTesed, HECMOTPS Ha TO, uTo NAT mpenctaBisieT BCIO BHYTPEHHIOK
CEeTb JIJISl BHEIIHUX IOJIb30BaTENEN, KaK OJJUHOUHBIA KOMIIBIOTED.

Oxno Application (IlpujioskeHue) CIIyXUT IS HAMPABICHUS BXOAIINX 3aIIPOCOB CIIY>KO Ha
COOTBETCTBYIOIINE cepBep(bl) JIOKATHHOM ceTr. Brl MOXeTe yKa3arhb IJis iepeapecanun
OJIIH HOMED MOPTa WK IUANla30H HOMEPOB MOPTOB, a TaKXKe JTIOKaIbHBIN [P-anpec Tpedyemoro
cepBepa. Homep mopra omnpenernser ciry:x0y, Hanmpumep, ciryxk6a web ucnonb3yet mopt 80,

a FTP — nopt 21. B HEKOTOPBIX ciyyasix, KOrJa CiIy>k0a Hen3BecTHa WK OIUH CepPBep
rozIepKuBaeT 0osee ogHoM ciry k061 (Harpumep, FTP n web), myumie ykaszars quama3on
HOMEPOB MTOPTOB.

Kpome cepBepoB omnpeneneHHbIX BUIOB ciTy:k0 NAT moamep:kuBaeT cepBep 1Mo yMOTIaHHUIO.
3arpocsl ciyx0 0e3 SIBHOTO YKa3aHHs CepBepa IepeHaIpaBIsioTCs Ha CTaHAapTHEIN cepBep.
Ecnu cranmapTHBIN cepBep HE 3aaH, 3alPOCHI IPOCTO COPACHIBAOTCAL.
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5 MHorne VIHTepHeT-npoBanaepbl, NpeaocTaBnAoLWwmne LLNPOKONOSIOCHbIE

YCIyIr1 B XXUIbIX panioHax, He NO3BONSIOT 3anyckaTb CEPBEPHbIE MPUNOXKEHNS
(Takme kak Web nnu FTP cepep) Ha Bawem koMmnbtoTepe. Baw NHTepHeT-
npoBanaep MOXeT nepnoanyvecky aenatb NPOBEPKY HA HaNn4Me cepBepos n
MOXET NPUOCTaHOBUTbL AENCTBME BaLLEro 40roBopa, eCcriv o6HapyXuT y Bac
aKTMBHbIE CNyObl. [1Ns1 NposicCHEHNS 3TOro Bonpoca obpaTntech K CBOEMY
WHTepHeT-npoBanaepy.

8.2.2 TlMpumep HACTPOMKMU cepBepoOB, PacnosIOXKEeHHbIX nocne

npeob6pa3oBaHMs NOPTOB

[peanonoxuM, Bl Ha3HAYMIIN MOPTHI ¢ 21-r0 10 25-b1i omHOMY cepBepy FTP, Telnet u SMTP
(Cepsep A B mpumepe), iopt 80 npyromy cepsepy (Ceprep B B mpumepe) u HazHauNIH
IP-agpec 192.168.1.35 ansa crannaptHoTro cepBepa (Cepsep C B nmpumepe). Bel HazHaunIN
IP-angpec nokanbHO ceTH, a IHTepHET-IpoBaiinep HazHaumi IP-anpec B IIo0anbHON CETH.
Cetb ¢ NAT u3 cetu lHTepHET BBINISIAUT KaK OAMHOYHBIN y3€Il.

Puc. 39 [pumep: Heckonbko cepBepoB pacnonoxeHsl 3a NAT

LAN WAN

A=192.1681.33 |
. 192.168.1.1

B=192.168.1.34
UHTepHeT

S

192.168.1.36

€=192.168.1.36 -

fim

8.3 OkHo obwen HacTpoukn NAT

lenxante Network (Cerb) > NAT mis otoOpakenns okHa General (O0mias HacTpoiika).

Puc. 40 Network (CeTb) > NAT > General (O6was HacTporika)

NAT Setup

¥ Enable Metwark Address Translation

Default Server Setup

Default Server ID.D.IZI.EI
Apply | Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 29 Network (CeTtb) > NAT > General (O6was HacTporika)

NMOJE OMNMUCAHUE

Enable Network NAT (Network Address Translation — TpaHcnsiuusi ceTeBbIX afpecoB) NO3BoONsET
Address BbINOMHATL Npeobpa3oBaHue IP-agpeca, ncnonb3yemMoro BHYTPY OOHOM CeTh
Translation (Hanpumep, YacTHoro IP-agpeca, ucnornb3yemoro B JIOKarnbHOW CETU) B APYron
(BkntounTb IP-agpec, n3BecTHbI B Apyror cetu (Hanpumep, obLenocTynHbln IP-agpec,
TpaHCnAUNo ucnonb3yembiin B IHTepHET).

CEeTeBbIX MocTaBbTe hnaxok B 3TOM nore, Y4To6bl BKHUNTbL NAT.

agpecos)

Default Server

Setup (HacTpowika

cepBepa no

yMOn4yaHuio)

Default Server
(CtanpapTHbIf

Kpome cepsepoB onpeaeneHHbix BuaoB cnyx6 NAT nogaepxmBaeT cepBep no
ymonyaHuto. CTaHaapTHbIV cepBep NPUHUMAET NakeTbl OT MOPTOB, KOTOPbIE He

cepsep) ykasaHbl B okHe Application (MpunoxeHue).
Ecnn ctaHpapTHoMy cepBepy He HasHayeH IP-agpec, NBG334W cbpacbiBaeT
BCE MakeTbl, NPUHATBIE ANS NOPTOB, KOTOPbIE HE yKa3aHbl B OkHe MpunoxeHne
(Application) nnu B HacTporikax yganeHHoro ynpaeneHusl.

Apply HaxwmuTe kHonky Apply (MpuMeHnTb) ona coxpaHeHus HacTpoek NBG334W.

(MpumMeHnTD)

Reset (C6poc) Haxmunte Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.

8.4 OkHo npunoxeHua NAT

OyHKIMS nepeagpecalni OPTOB MO3BOJISAET 33/1aBaTh JIOKAJIbHBIE CEPBEPHI IS
TepeHanpapIeHNs Ha HUX BXOJSIINX 3apOCOB CITyk0. 711 M3MEHeHU HaCTPOEK
repeaapecanuu moptos Ha nHTepHET-IeHTpe NBG334W BEIOepHuTe TyHKT Network (Cern) >
NAT > Application (Ilpunoxenue). IIpu 3ToM OTKpoeTCs CIEAYIOLIEE OKHO.

Ecnun He ykasaH |IP-agpec ctangapTHoro cepBepa B okHe NAT > General
(O6wasn HacTpomka), nHtepHeT-LeHTp NBG334W 6ynet cbpacbiBaTh BCe
nakeTbl, MOMyYEHHbIE AS1S NOPTOB, HE yKa3aHHbIX B 3TOM OKHE UNn B
HaCTpoWKax y4aneHHOro ynpaeneHus.

HNudopmanmro o HoMepax MOpToB, OOBIYHO UCTIONB3YEMBIX TSI KOHKPETHBIX CITYXO0, CM. B

ITpun. F Ha c. 251.
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Puc. 41 Network (CeTtb) > NAT > Application (lMpunoxeHue)

Game List Update

File Path: I Browse... |
Updste |

Add application Rule

[T active
Service Mame I IUser Defined LI
Part | (Ex: 10-20,30,40)

Server IP address ID.D.D.D
Apply | Reset |

Application Rules Summary

@ HTTP &0 10,2, 3. 4
@ Battlefield 1942  14587,22000,23000-23009,27900,28900 172, 12,2, 3

L-T - - L

[
=

WG GE GGG W W w W
E) & E B B B & E) & &

B cnenyromieit Tabnuie JaHbI OMMMCAHMS TTOJIEH STOTO OKHA.
Ta6n. 30 [lNpumeHeHne NAT

NMONnE OMNMUCAHUE

Game List Update | B cnvcok urp BXoAsiT HasBaHUs CTaHOAPTHbIX CNy6 1 Homepa nopToB. OTOT
(O6HOoBUTL CMUCOK MOXHO M3MEHUTb U 3arpy3nTb B nHTepHeT-ueHTp NBG334W, 4yTobhI
CMUCOK Urp) 3aMEHUTb CyLLECTBYIOLLME 3anucy BO BTOPOM Morie Nocrne Ha3BaHUNM crnyx6

(none Service Name).

File Path (MyTb k | BBeanTe nyTb K danny, KOTOPbIN Bbl XOTUTE 3arpy3nTb, UMW HAXXMUTE KHOMKY

ariny) Browse... (0630p...), 4TOObI yka3aTb €ro MECTOHaXOXAEHME.

Browse... HaxwmuTe kHonky Browse (lMpocmoTp),4T00bl ykazaTb MeCTOHaxoxaeHve danna

(O630p...) C pacwmpeHuem .txt, KOTopbIv Bbl XOTUTE 3arpy3unTb. He 3abyabTe pacnakoBaTtb
cxkatble dannbl (.ZIP), npexae Y4em 3arpyxatb UX.

Update HaxwmuTe kHonky Update (O6HOBUTL) ANns 3anycka npouecca 3arpy3ku. Npouecc

(O6HOoBUTL) 3arpy3kn MOXET 3aHATb 40 2 MUHYT.

Add Application

Rule

(OobaBneHune

npasuna

NPUINOXEHNS)

Active YcTaHoBWTE 3TOT (hriaXkok ANsi BKITYEHUA npaBuna, Ytobbl 3anpaluvBaemMas

(AkTuBMpOBaTh) cnyx6a morna 6bITb NnepeHanpasneHa Ha y3en ¢ ykadaHHbIM BHYTPEHHUM
IP-agpecom.

CHumuTe 3TOT hnaxok, YTobbl 3aNpeTUTb Nepeagpecaumnto 3TMX NOpPTOB Ha
BHELUHWI cepBep 6e3 yganeHus 3anucu.
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Tabn. 30 T[MpumeHeHne NAT (npogormkeHue)

NOnE OMNUCAHUE

Service Name BeegnTe HasBaHue npasuna (4o 31 neyaTHbIX CUMBOSIOB) B NEPBOE Morne nocrne
(HasBaHwue nons Service Name (HasBaHue cnyx6bl). B npotnBHOM criyyae, Bbibepute
cnyx6bl) cTaHpapTHyto cnyby Bo BTopoMm none nocne Service Name. HazeaHve

CcTaHgapTHOW cnyx0Obl n HoMep(a) nopTta byayT oTobpaxeHbl B nonsx Service
Name (HazBaHue cnyx6bl) 1 Port (MoprT).

Port (MopT) BeepuTe cloga Homep(a) nopTa Ansa nepeagpecaunu.

Y706kl yKa3aTb Anana3oH NopToB, BBEAUTE MeEXAY NEPBLIM U NOCNELHUM NOPTOM
aedwuc (-), Hanpumep, 10-20.

YT0o6bl yka3aTb ABa unu 6ornee HenocnegoBaTerbHbIX NOPTa, pasgenuTe ux
3ansaTton 6e3 npobena, Hanpumep, 123,567.

Server IP Address | Beegute cioga IP-agpec cepBepa, nonyyaroLlero naketsl M3 nopta (MopTos),

(IP-appec ykasaHHoro B nore Port (MopT).

cepsepa)

Apply HaxmuTe kHonky Apply (MpuMeHUTBL), 4TOObI COXpaHWUTL U3MEHEHUS B Tabnvue

(MpvmMeHnTD) Application Rules Summary (CBogka npaBun npunoxeHun).

Reset (C6poc) LLlenkHute Reset (C6poc), 4ToObl HE COXPaHATb U3MEHEHMWS Y BEPHYTb
npegpblgylme 3HaveHus B nons Service Name (HasBaHue cnyx6bl1) 1 Port
(Nopr).

Application Rules

Summary

(Cogka npaswun

NPUNOXEHNIA)

# Homepa oTgenbHbix 3anucert cepeepa nepeagpecauny nopTos.

Active OTOT 3HAYOK aKTUBM3NPYETCS NPU BKIOYEHUM NpaBuna.

(AkTMBMpOBaTbL)

Name (Nwvs) B atom none otobpaxaeTcst Ha3BaHWe Npasuna.

Port (MopT) B naHHOM none otobpaxkaeTtca Homep(a) nopTa.

Server IP Address | B atom none otobpaxaetcsa BHyTpeHHUI IP-agpec cepsepa.

(IP-appec

cepBepa)

Modify LenkHute 3Havok Edit (MpaBka), 4TOObI OTKPbLITb Y MU3MEHUTL CYLLECTBYIOLLEE

(N3meHnTb) npaeurno B pasaene Add Application Rule (Jo6aBuTL NpaBMNo NpPUNoXeHus).

Ons yoaneHus npaeuna LenkHWTe 3Hayok Remove (YaanuTh).

8.4.1 lpumep cnucka urp

B atom pasnene mpuBOIUTCS IPUMEP TEKCTOBOTO (haiiia co criuckoM urp. IopsaKoBbIif
HOMEp, Ha3BaHUE CITY>KOBI M COOTBETCTBYIOIINHN NOPT(BI) YKAa3bIBAIOTCS Yepe3 3arsTyio (0e3
mpo6enoB). JI1s co3aanus HOBOH CITy»KOBI HCITONB3yeTCs (hopMar «name=xxx» (Te «XXX» —
Ha3BaHUE CIYKObI). J[Mana3oHbI MOPTOB YKa3bIBAOTCS Yepes aeduc (-) (6e3 mpoOeion).
Heckomnbko (HemocnenoBaTebHbIX ) TOPTOB MOTYT OBITH pa3AesieHbI 3alsTHIMU.
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Puc. 42 [Mpumep cnucka mrp

version=1

1;name=Battlefield 1942;port=14567,22000,23000-23009,27900,28900
2;name=Call of Duty;port=28960

3;name=Civilization IV;port=2056

4;name=Diablo I and II;port=6112-6119,4000

5;name=Doom 3;port=27666

6;name=F.E.A.R;port=27888

7;name=Final Fantasy XI;port=25,80,110,443,50000-65535
8;name=Guild Wars;port=6112,80

9;name=Half Life;port=6003,7002,27005,27010,27011,27015
10;name=Jedi Knight III: Jedi Academy;port=28060-28062,28070-28081
11;name=Need for Speed: Hot Pursuit 2;port=1230,8511-
8512,27900,28900,61200-61230

12;name=Neverwinter Nights;port=5120-5300,6500,27900,28900
13;name=Quake 2;port=27910

14;name=Quake 3;port=27660,27960

15;name=Rainbow Six 3: Raven Shield;port=7777-7787,8777-8787
16;name=Serious Sam II;port=25600-25605

17;name=Silent Hunter III;port=17997-18003

18;name=Soldier of Fortune II;port=20100-20112
19;name=Starcraft;port=6112-6119,4000

20;name=Star Trek: Elite Force II;port=29250,29256
21;name=SWAT 4;port=10480-10483

22;name=Warcraft II and III;port=6112-6119,4000
23;name=World of Warcraft;port=3724

8.5 WHuumauma nepeappecauum nopToB
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HexkoTtopsie ciry>KObI HCITONB3YIOT BBIICIICHHBIN JUAa30H MOPTOB HA KIIMEHTE U BIICICHHBIH
JIara3oH MmoptoB Ha cepBepe. [Ipu 00bIuHOI nepeaapecanuu noptoB B NAT HacTpanBaercs
TIOPT IepeapecaItuy JuIsl IepeHanpaBIeHIs CIyKObI (BXOISIIEH ¢ cepBepa IO0ATBHON CETH)
Ha [P-aipec KIMEeHTCKOTo KOMIIBIOTEPA (B JTOKAJIBHOM ceTH). [Ipobiema cocTouT B TOM, YTO
TIpH TIepeapecariui MOPTOB CIIyk0a IepeHaIpasisieTcs TOIbKO Ha oquH [P-anpec mokanpHON
cety. UTOOBI MCTIONB30BaTh CIYx0y Ha IPYroM KOMITBIOTEPE JIOKATBHOMN CeTH, HY)KHO
BpY4HYI0 3aMeHUTh [P-aspec 3Toro kommpioTepa B IOpTy nepeanpecanuu Ha [P-agpec
JPYroro KOMIbIOTEPA 3TOH K€ CETH.

OyHKIMSA HTHULIHALWY TIepeaipecaliiy OPTOB PelaeT 3Ty IpolieMy, 03BOJIAA KOMIIbIO-
TepaM JOKaJbHON CeTH JUHAMUYECKH OOMEHHUBATHCS CIyk0amMu. IHTepHeT-IeHTp
NBG334W peructpupyet [P-anpec koMIbroTepa JIOKAIbHOM CETH, IIEPEIAIOIIET0 B
II00JIBHYTO CETh 3alpoc Ha 00CTyXKMBaHHE C YKa3aHWEM KOHKPETHOTO HOMepa IopTa
nporokona (nopra «uauuanun»). Korga B moptr WAN unrtepret-nienTpa NBG334W
MOCTYHaeT OTBET C yKa3aHHEM KOHKPETHOTO HOMepa MopTa U MPOTOKoda («BXOAAILINID MOpT),
NBG334W nepenanpasnsiet Tpaduk Ha [P-anpec koMIbroTepa J0KaaIbHON CETH,
oTmpaBuBIIero 3ampoc. [locne 3aBepuieHus MOAKIIOUEHHS K 3TOMY KOMITBIOTEPY, IpyTOH
KOMITBIOTED JIOKATBHOM CETH MOJKET TOYHO TaKKe HCITONIB30BATh 3Ty CIIyX0y. Takum oOpazom,
HE HY»KHO BPYUYHYIO HacTpauBaTh HOBBII [P-aapec kaxaslil pa3, Korja Jpyroid KOMIbIOTED
JIOKAIILHOW CETH OyJIET UCIOIB30BaTh MPUIOKEHUE.
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8.5.1 Tlpumep MHMUMaLUU nepeagpecauum NOpPToB

B sTOM paznene npuBoguTCs MpUMep MHALUAIIUNH TIepeaipecaliy MOpTOB.

Puc. 43 [Mpumep npouecca nHmumnauum nepeagpecawmm nopTos

Komnblotep

[xenH
N a
N\ — WnTephet 4.;,

\J Cepsep Real Audio
Mopt 7070

1 Jlxeitn 3anparmmBaet ¢aiin ¢ cepsepa Real Audio (mopt 7070).

[opt 7070 — 310 MOPT «MHMLIMALMN» UHTEepHET-LIeHTpa NBG334W Ha peructpanuto
IP-agpeca xommbioTepa [Jxeitn. NBG334W mpussizeiBaet 31oT [P-anpec k auamnasony
«BXOIATIIX» TTopTOB (6970-7170).

3 Cepaep Real Audio oTBeuaer Ha 3anpoc, yka3biBas HOpT U3 auanasona 6970-7170.

4 Unrepuer-uentp NBG334W nepenanpasisier Tpaduk Ha [P-anpec kommbroTepa
Jxeitn.

5 Tonbko Jlxeitn cmoxeT paboTath ¢ cepBepoM Real Audio, noka moakiroyeHue He Oyaer
3aKpbHITO (B T.4. 110 TaiimM-ayTy). UaTepHeT-IenTp NBG334W 3aKphIBacT moakioueHue
Yyepe3 TPU MUHYTHI IPOCTOS MpH McToiIb30BaHnu npotokona UDP (User Datagram
Protocol — mpoTokon monp30BaTeNBCKUX AeHTarpaMM) WK Yepes3 J1Ba Jaca Ipu
ncronb3oBannu mpotokona TCP/IP (Transfer Control Protocol/Internet Protocol —
MPOTOKOJ yIpaBlieHHs nepenadeit/ IHTepHeT-npoTOKoN).

8.5.2 [1Ba 3ame4yaHus 0 nopTax MHMLMALUN

1 VHummamus mporucXoIUT TOJIBKO TOT/IA, KOT/a JaHHBIC MTOCTYMAIOT HA HHTEPHET-IICHTP
NBG334W u3 BHyTpeHHEH ceTH U IpeJHa3HaueHBbI 1711 BHEIIHEHN CETH.

2 Ecmu npuiokeHre TpedyeT HEMPephIBHOM Mepeaaun JaHHBIX, TO COOTBETCTBY FOIITHIA
TopT (IMara3oH) OyaeT 3aHAT, U IPYTOi KOMITBIOTEp JIOKATLHOW CETH HE CMOXKET
BBIMIOJIHUTH UHUIIUALUIO.

8.6 OkHO pacwupeHHOU HacTponku NAT

21}151 N3MCHCHHU HACTPOCK MHUIHAILIUHN IIE€pCagpecCaliui IIOPTOB B MHTCPHET-LICHTPE
NBG334W Bridepure myHKT Network (Cetb) > NAT > Advanced (lononutenbHas
HacTpoiika). [Ipu 3ToM OTKpOETCs CIeAYIOIIee OKHO.

5 OaHoBpPEMEHHO BbINOSHATL MHULMALMIO MOXET TONbKO OAMH KOMMbIOTEP,
HaxoasLWKUNCS B NOKarnbHOW CETH.
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Puc. 44 Network (CeTtb) > NAT > Advanced (JJononHutenbHasi HacTponka)

Session Setup

Max MAT/Firewall Session Per User 512

Port Triggering Rules

10 [ o fo o
11 [ o fo o
12 [ o fo o

T G

Port End Port Port

sty | Reset|

B cnenyromeit TabmuIe JaHBI OMMMCAHMS TIOJIEH STOTO OKHA.

(HayanbHbIA
rnopT)

Ta6n. 31 Network (Cetb) > NAT > Advanced (JononHutensHas HacTpoiika)

NONE OMNMUCAHUE

Port Triggering

Rules (Mpasuna

nHULMaumm

nopToB)

# 370 NOPSIAKOBLIN HOMEP NpaBura (TONbKO AN YTEHUS).

Name (Nwms) BeeguTe yHukanbHoe nms (anuHon Ao 15 cumsonos), koTopoe Byaert
MCMomnb30BaTbCs B Lensax ngeHtndukauun. flonyckatrca nobble cumeonel,
BKItoyasi npobensi.

Incoming 3TOT NopT (MNKU AnanasoH NOPTOB) UCMONb3YETCS CepBepoM B rnobanbHom cetn

(Bxopswmn) Onsi OTNpaBKu onpegeneHHon crnyxobl. HTepHeT-ueHTp NBG334W
nepeHanpasnaeT Tpaduk C 9TMM NOPTOM (UNN Anana3oHOM NOPTOB) Ha
KIMEHTCKUIA KOMNbIOTEP NTIOKaNbHOWM CETU, OTNPaBUBLLNIA 3aMnpoc.

Start Port YkaxuTe 3gecb Ha4yano gnanasoHa HOMepoB MOPTOB.

End Port YKaxknuTe 34ecb KoHel Anana3oHa HOMEpPOB MOPTOB.

(MocnegHwun

nopT)
Trigger (MopT MopT nHUumauun (ananasoH NOpToB) NOBYXAaET (MHULMNPYET) MHTEPHET-LEHTP
e NBG334W 3apeructpupoBaTtb IP-agpec komnbioTepa fiokanbHOM ceTu,

OTNpaBMBLLErO TpadhmK Ha CepBep, PaCMONOXEHHBIN B rMobanbHOM ceTu.
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Tabn. 31 Network (Cetb) > NAT > Advanced ([JononHuTenbHas HacTpoika)

MOnE OMNMUCAHUE
Start Port YKaxkuTe 34ecb Ha4dano gvanasoHa HOMepOB MOPTOB.
(HavyanbHbI
nopT)
End Port YKaxuTe 34ecb KOHel, Anana3oHa HOMepOB NOpPTOB.
(MocnegHwnin
nopr)
Apply HaxwmuTe kHonky Apply (MpuMeHnTb) ona coxpaHeHus HacTpoek NBG334W.
(MpyMeHnTD)
Reset (C6poc) Haxmute Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W
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IOunHamu4yeckKasa cumcrema
AOMEHHbIX UMEH

9.1 OOwune cBegeHUA o0 AMHAMUYECKOU cUCTeMe AOMEHHbIX
UMEeH

Junamudeckas cuctema qoMeHHBIX UMeH (DYNDNS) no3Bosser 0GHOBIATH Balll TEKyIIUH
nuHamudeckuii [P-aapec ¢ moOMOIIBIO OJHOM UITM HECKOIBKUX CIIYKO quHamudeckux DNS,
YTOOBI JII000H KOMIIBIOTEP MOT B3aUMOZEHCTBOBATH C BamiM (rocpeactsoMm NetMeeting,
CU-SeeMe u 1. 11.). BoI Takke MoxkeTe oOecriednTh TOCTYII kK cepBepy FTP mim Web-caiity Ha
BallleM KOMITBIOTEPE, C HCIIOIB30BAHNEM JIOMEHHOTO MMeHH (Harmpumep, myhost.dhs.org, rme
myhost — M 10 BaiieMy BBIOOPY), KOTOPOE OCTAETCs IOCTOSIHHBIM, BMECTO HCIIOJIb30BAHUS
[P-agpeca, KOTOpPBII Ha3HAYAETCs 3aHOBO IIPH KAXKJOM MOAKIIIOUEHUH. Bamu npys3bs win
POJCTBEHHUKH BCET/a CMOTYT MOJyYUTh JJOCTYII K BallleMy PeCypcy, AaxKe eCIl OHU He 3HAIOT
touHoro [P-anpeca.

[Ipexae Bcero, HEOOXOAMMO TOITYYIHTh YUETHYIO 3anmuch nuHammueckoir DNS Ha caiite
www.dyndns.org. Ota yciyra npeaHasHadeHa Ajsl TeX, KTO UCTIO0JIb3yeT TUHAMUYECKUN
IP-anpec, naznagaemsiii UaTepreT-mipoBaitnepom miu cepsepom DHCP, u k10 X0Ten 06l
UMeTh ToMeHHoe nMs. [IpoBaiinep ycnyr nunamudeckoid DNS npenocrasisieTr napons win
KJTIOY.

9.1.1 LLaonoHbl DYNDNS

Hcnonp3oBanue 111abJI0OHOB MO3BOJISIET COOTHOCUTH UMeHa Buna *.yourhost.dyndns.org ¢ Tem
xe [P-anpecom, uto u yourhost.dyndns.org. JlanHas ¢hyHKIMS N0I€3HA, €CIH BBl XOTUTE
MMEeTh BO3MOXKHOCTh HCITONIb30BaTh, HAPUMED, aapec www.yourhost.dyndns.org u mpu sTom
MPEAOCTABIATH JOCTYI K BallleMy y31y.

g Ecnu Bbl nmeeTe yacTHbI IP-agpec B rmobanbHon cetn, To ANHaMNYECKYHO
DNS ncnonb3oBaTtb HeMb34.
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9.2 OKHO HAaCTPOUKU ANHAMUYECKON CUCTEeMbl JOMEHHbIX

MMEH

st usmenennst Hactpoek DDNS na NBG334W Bribepute myHkT Network (Cers) > DDNS.
[Tpu 3TOM OTKpOETCS ClleAyolee OKHO.

Puc. 45 [uHamndeckasa cuctema AOMEHHbIX MMEH

Dynamic DNS Setup

[T Enable Dynarmic DNS

Service Provider

IWWW.DynDNS.ORG vl
IDynamic DMS vl

Host Marne I

Dynamic DMNS Type

User Mame I

Password I

[” Enable wildcard Option
[T Enable off line option {Only applies to custorn DNS)

IP Address Update Policy:

% Use wal 1P Address
@ Dynamic DNS server auto detect IF Address

 Use specified IP .ﬂ«clclressl'lD 0.a

Reset |

B crnenyromeit Tabnuiie naHbl OMMMCAHUS TOJIEH ATOTO OKHA.

Ta6n. 32 [duHamunyeckas cuctemMa JOMEHHbIX UMEH

NMOJE OMNMUCAHUE

Enable Dynamic DNS | YcTaHoBuUTE 3TOT hrnaXok AN MCMofib30BaHNST AUHAMUYECKOW CryXObl
(BkntounTb AOMEHHbIX UMEH.

ONHAMUYECKYHO

CUCTEMY OOMEHHbIX

UMEH)

Service Provider
(MpoBangep ycnyr)

B aTom mMoxHO BbIGpaTh NocTaBLUmKa ycnyr aguHamuyeckon DNS.

Dynamic DNS Type
(Twn gMHamn4yeckomn
DNS)

BeibepuTe TN cnyx6bl, NpegocTaBNsemMon BalMM NpoBangepom ycnyr
AunHamudeckonn DNS

Host Name (Mms y3na)

Beegute B 910 none Ha3BaHWs y3rnoB. MOXHO BBECTU B 3TO More 2 UMeHMU,
pasgerneHHbIX 3ansaTon («,»).

User Name (Mms
nonb3oBarens)

Beeaute Bawe umsi nonb3oBarensi.

Password (Maponb)

BBeaute HasHayeHHbIN Naporsb.

Enable Wildcard
Option (BkntounTb
Macky)

YcTaHoBuWTE 3TOT chriaxkok Anst BkntoveHusa mackm DYNDNS.
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Ta6n. 32 [duHamunyeckas cuctema JOMEHHbIX UMEH
NOnE OMNUCAHUE
Enable off line option 3710 none goctynHo, Tonbko ecnv B none DDNS Type (Tun DDNS)
(BkntounTb yctaHoBrneHo Custom DNS (Monb3oBatensckass DNS). Mposepbte, Ut

ABTOHOMHbIN PEXUM)

npoBangep ycnyr auHammyeckon DNS obecneunBaeT nepeHanpasneHne
Tpadmka Ha ykasaHHbIn Bamu URL BO BpeMs OTCYTCTBUSI NOAKITHOYEHUS K
ceTu.

IP Address Update Policy (MonuTtuka obHoBnexus IP-agpeca):

Use WAN IP Address
(Ucnonb3oBatb
IP-agpec B
rnobaneHon cetn)

Bbibepute 3Ty onuuto anst o6HoBneHus IP-agpeca onsa nmexu y3na(oB) Ha
IP-agpec B rnobanbHou ceTu.

Dynamic DNS server
auto detect IP Address
(ABTOMaTU4eCKOE
nonyyeHue |P-agpeca
ot cepsepa DDNS)

BeibepuTe aTy onumio Ans asTomatuyeckoro obHoeneHws IP-agpeca ans
umeHu ysna(oB) ¢ nomMoLLbio cepeepa DDNS. PekomeHayeTcs ncnonb3oBaTtb
3TOT BapyaHT.

Use WAN IP Address

Beenute IP-agpec anst umenn yana(oB). Beibepute 3Ty onumio, ecnm

(Ucnonb3oBatb ncnonb3yeTcsa ctatudeckun IP-agpec.

IP-agpec)

Apply (MpumeHnTb) HaxwmuTe kHonky Apply (MpuMeHNTL) ONA coxpaHeHWs HacTpoek
NBG334W.

Reset (C6poc) HaxwmuTte Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W
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MeXxceTeBOM 3KpaH

B nanHoii riaBe naeTcst BBOmHAS HHDOPMAIIHS IO MEKCETEBBIM dKpaHaM, a TAKXKE
OTIMICHIBAETCS HA4ajio pabOThI ¢ MEKEBBIM 3KpaHOM HHTEepHET-IIeHTpa NBG334W.

10.1 3HaKkoMCTBO ¢ MexceTeBbIM 3KpaHoMm ZyXEL

10.1.1 TlMoHATHME MeXceTeBOro 3KpaHa

[TepBonauanpHO TepMUH «firewall» OTHOCHIICS K TEXHOJIOTHH CTPOUTENHCTBA, pa3paboTaHHON
B IEJAX MPEIOTBPAIICHUS PACIIPOCTPAHEHNS OTHS MEXAy oMemeHussMu. CeTeBoil TepMHUH
«firewall» (MexceTeBoil 3kpaH) 03HAYAET CUCTEMY HIIM TPYIITY CUCTEM, OIPEIEIISTFOIINX
MOJINTUKY YIIPABIEHUS JOCTYIIOM MEXAY ABYMS CETSIMU. Ero Takke MOKHO OIPENEIUTh KaK
MEXaHU3M 3alIUThl HAJCKHOM (B OTHOIICHUU 0€30MACHOCTH) CETH OT HEHAJICKHOM.
be3ycmoBHO, MeKCETEBBIE SKPaHEI HE PEIIAIOT BCEe MPOOIeMBl Oe3omacHoCTH. MeKceTeBOr
9KpaH (Ipyroe ero Ha3BaHHWE — OpaHAMaydp) — 3TO JIMIIb OIWH U3 MEXaHU3MOB, IIPETHA3HA-
YEeHHBIX JUIs CO3/IaHMs BHEITHETO MEPUMETPa 3aIIUTHI CETH B PAMKaX MOJUTHKH 0€30MTaCHOCTH
cet. OH HE JODKEH OBITh €IMHCTBEHHBIM MPUMEHSIEMBIM MEXaHU3MOM HJIH CITIOCOOOM.
YenenrHast paboTa MEXKCETEBOro KpaHa BO3MOXKHA TOJIBKO KaK pe3yJbTaT MPaBUIIBHOM ero
pa3pabOTKK U YCTAaHOBKH. JTO TPpeOyeT BKIFOUCHUS MEIKCETEBOTO SKpaHa B OOIIYIO TOJIUTUKY
3alnuThI I/IH(l)OpMaHI/II/I. KpOMe TOTO, HCO6XO,ZII/IMO BHCIAPUTL OIPEACIICHHBIC ITOJIUTUKHA B
pamMKax COOCTBEHHO MEKCETEBOM 3aIlUTHI.

10.1.2 MexceTeBOW 3KpaH C MHCNEKLNEeN NaKeTOB C y4€TOM COCTOSIHUSA

MeskceTeBble SKpaHbl ¢ THCIIEKIUEH TAKETOB C yYETOM COCTOSHUS OTPAHUYKBAIOT JOCTYII TyTEM
0TOpaKOBKH MAKETOB, HE YAOBIETBOPSIOIINX YCTAHOBICHHBIM MIPaBUIIaM JIOCTyTa. Perrenus o
JOCTyIle MPUHUMAIOTCS B 3aBUcUMOCTH OT IP-anpeca u nporokona. Takue MexKceTeBble SKPaHBI
TaK)Xe «MHCIICKTUPYIOT» JIAHHBIE CEAHCOB CBS3H AJI 00ECTIeUeHUS LETOCTHOCTH COSIMHEHUS U
ajlanTaiyy K AMHAMA9eCKAM IpoTokonaM. Kak mpaBuito, Takue 3KpaHbl 00eCTIeUHBAIOT JTYUIIYIO
CKOPOCTh M MPO3PaYHOCTb, OTHAKO MPOUTPHIBAIOT B TAKMX aCMEKTaX KaK yIpaBIeHHE TOCTYIIOM
Ha YPOBHE MPWIOKEHUH U K3IUPOBAHKE, KOTOPBIE NOAJEPKHUBAIOTCS HEKOTOPBIMU IPOKCH.
MeskceTeBble SKpaHbl TOTO WM UHOTO THUIIA CETOAHS SBISIOTCS HEOThEMIEMON YaCThIO
CTaHIAPTHBIX PEIIEHUH CUCTeM Oe30MaCHOCTH IS IPEATPHUATHA.
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10.1.3 OnucaHune MmexceTeBOro 3KkpaHa UHTepHeT-UueHTpa NBG334W

MesxceTteBoit akpaH uHTepHET-1IeHTpa NBG334W oTHOCUTCA K THIYy 3KPaHOB C HHCIIEKIIUEH
MAKETOB C YYETOM COCTOSIHHS M B aKTHBHOM COCTOSIHUH MPEIHA3HAYEH /IS 3aIIUTHI OT aTaK
THUTIA «OTKa3 B 00CTyXMBaHUW» (BKIto4aeTcs Ha Bkiagke General (O01ue HaCTpoiiKn) B
paszaene Firewall (MexceTeBoii 3kpaH) ycTtaHOBKo# (priakka B nosnie Enable Firewall
(BruawunTts Me:xceTeBOl Ikpan)). 3amaueit MmexceTeBoro skpana NBG334W ssmsiercs
obecnieueHre 6e30MMacHOr0 MOAKIIOYeHN YacTHOM JokansHOU cet (LAN) x MHTEpHeT.
NBG334W Ttakke MOXXKHO UCIIOIB30BaTh JJIsl MPEAOTBPAILCHHUS HECAHKIIMOHUPOBAHHOTO
KOTIMPOBaHUS, YHUUTOKECHUS U I3MEHEHUS JaHHBIX HIIN PETHCTPAIIMOHHBIX KYPHAIIOB, YTO
Ba)KHO C TOYKHU 3pEHHS O€30MaCHOCTH JIOKAIBHOH CETH.

Wnrepuet-nentp NBG334W BKitodaeTcst MEKIY JIOKAIbHOM CETBIO U CEThIO HHTEPHET-
npoBaiiziepa. ITO MO3BOJISIET EMY BBICTYNATh B Ka4eCTBE 0€30IMacHOTO LITI03a /7Sl JAHHBIX,
MePechUIaeMbIX M3 JIOKAJIILHOU ceTH B MIHTEepHET 1 Ha000POT.

Wntepuer-uentp NBG334W obopynosan onnum noprom Ethernet WAN u geTbIpbMst
noptamu Ethernet LAN, xotopbie hr3nueckn pa3nensior ceTh Ha ABe yacTu. B mopr WAN
(Wide Area Network — rmo0anbpHast ceTh) MOAKIIOUAETCs BhIAeIeHHas TuHUA Ethernet,
obecrniednBaromas BbIxoa B IHTEpHET.

ITopt LAN (Local Area Network — okaibHas ceTh) MOIKITIOYACTCS K KOMITBIOTEPHOM CETH,
111 KOTOPOW HEOOX0ANMO 00eCIIeunTh 3alIUTy OT BHELIHero Mupa. KommeioTepsl cetu OyayT
UMeThb A0CTyN K HTepHeT-Cci1y)x0aM, TakKuM Kak dnekTpoHHas nouta, FTP, u WWW. [pu
3TOM «BXOJSALINH JOCTYym» OyzeT 3amnpelieH (10 YMOTYaHHUIO), TOKa YIaJIeHHbIH y3el He
MPOMAET aBTOPHU3ALMIO HA MCITIOIb30BaHNE KOHKPETHON CITY>KOBI.

10.1.4 MeToabl ycuneHmsa 6e3onacHOCTU NPU NOMOLLU MEXCEeTeBOro
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3KpaHa

1 W3menure maposb M0 yMOTYaHHIO TIpU oMot Web-konduryparopa.

2 TlomymaiiTe 0 IOIyCKe K MHTEPHET-IEHTPY [0 €T0 MOAKIIOYECHHS B CETh.

3 OrpaHuybTe KpyT JIHI[, UMEIOIIUX MPABO JOCTYyIa K MapIIpyTH3aTOPY.

4 He noakiroyaiiTe HEUCIONb3yeMble JIOKaNbHbIE C1yK061 (SNMP naun NTP). JIro6oe
TaKoe JIMIIHEE MOAKIIIOYEHHE MOXKET MPEACTABIATh TIOTEHIHAILHYIO YTPO3y
Oe3omnacHocTH. HaxomumBEIi Xakep MOXKET OTBICKAaTh OPUTHHAIBHBIE CIIOCOOBI
370yNOTpeOIeHNs TOIKIIOYCHHBIMU CITY)KOaMu 7151 TOTYYeHUs JOCTYIa K
MEKCETEBOMY YKpaHy WU CETH.

5 TloaxiroueHHBIE JOKAIbHbIE CEPBEPhl HEOOXOMUMO 00e30acUTh. 3aluTa
obecrieunBaeTcs IyTeM OrpaHHYEeHHUs] B3AaUMOJIECHCTBUS 10 KOHKPETHBIX KITMEHTCKUX
YCTPOWCTB W Ha3HAUCHHS NIPABUII OIIOKUPOBKH MTAKETOB, OCTYIAIOIIUX Yepe3
KOHKpPETHBIN HHTEpdEiic.

6 AKTHBHPOBAaHHBII MEKCETEBOH KpaH 00ECIEUUT 3aIIUTY OT moAMeHbI [P-aapecos.

7 Camo yCTpOHCTBO MEKCETEBOTO IKPaHa J0JKHO HAXOAUTHCS B HEIOCTYITHOM
(3aKpBITOM) TIOMEIIICHHH.
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10.2 TpeyrosnbHble MapLIPYThbI

Ecnu B nokanpHOM ceTu uMeeTcs nuito3 ¢ [P-aapecoM, BXOAAIIKUM B Ty J€ NOJACETh, YTO U
NBG334W, To 00paTHblii TpadhuK MOKET U He poxoauTs yepe3 NBG334W. Takoit MmapmipyT
Ha3bIBa€TCA ACHMMETPUYHBIM WM «TPEyronbHbIM». B pesynsrate NBG334W cOpackiBaeT
COEAMHEHHUE, TAaK KaK AJIsI 3TOTO COSAUHEHHS OTCYTCTBYET IOATBEP)KICHHUE.

Moxuo HacTpouth NBG334W Ha paboTy ¢ aCHMMETPHYHBEIMHI MapIIpyTaMH (4ToOBI OH He
pasphIBaI MTOIKITIOUCHHE ).

Hcronp30BaHNe HECUMMETPUYHBIX MapIIPYTOB MOXKET IPUBECTH K Tepenade Tpapuka u3
100aJIbHOM CETH NPSAMO K KOMITBIOTEPY JIOKaJIbHOH ceTH 0e3 MPOXOKICHHUS Yepe3 MapIIpyTH-
3atop NBG334W. Jlyuiie Bocrionb3oBaThest iceBAOHMMOM [P, uto6s1 momectnts NBG334W
W pE3EpBHBIN IILTI03 B Pa3HbIE MOACETH.

10.2.1 TpeyronbHble MapLpyTbl U nceBAOHUM IP

YrtoOBl HE AOMYCKaTh TPEYTOIBHBIX MapIIPyTOB, MOKHO MCIIONIL30BATh IICEBIOHUM [P.
[Icepnonum IP no3BoisieT pa3aeanTh JOKAIbHYIO CETh Ha HECKOJIBKO JIOTHUECKUX CETMEHTOB €
HCIIOJIb30BaHUEM OJHOTO MHTEpdetica.

[Ipu pacnonoxkeHuu JOKaIbHON CETH U IUTI03a «A)» B Pa3HBIX MOJICETIX BECh CETEBOM
TpaduK, BO3BPAIIAIOIINNCS B JOKAIBHYIO CE€Th, JOKEH MpoxonuTs depe3 NBG334W. Dto
MOXKHO IPEICTAaBUTh C IOMOIIBIO CIEAYIOIIETO CLIEHAPUS.

1 KommbloTep JIOKaJIbHOW CETH MHUIMUPYET COSMHEHHE, Mocklias makeT SYN
MPUHUMAIOLIEMY CepBEpy B TIOOANTBHON CETH.

2 Mapmpyrtuzarop NBG334W usMmensieT MapiipyT akeTa U OTIPABISET €ro Ha I3 A,
KOTOPBIN HAaXOAUTCS B MOACETH 2.

w

OtgeT U3 miobaybHOM cety npuxoaut Ha NBG334W.

4 3arem NBG334W nepenanpanisieT €ro Ha KOMIIbIOTEP, KOTOPbIH HAXOIUTCS B MOACETH
1.

Puc. 46 Vcnonb3oBaHue ncesgoHmMma IP anga pelweHnst npobrnembl TpEyronbHOro mapLupyTta

LAN MoaceTb 1 WAN
1
————————— >
‘ - e Mposarigep 1
<= \_
\==_ el
1 -
L e MUHTepHeT
2C T
kﬁ : L ______ 5 Mposanpep
1 S u
T N - E
MoaceTb 2 3 A
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10.3 OKHO 00OLLEen HACTPOMKU MeXCeTeBOro aKpaHa

[lenxuute Security (besonacuoctn) > Firewall (MexceTeBoii 3kpaH) 17151 OTOOpaKECHUS
okHa General (O0umas HacTpoiika). B 3ToM OkHE MOXHO BKJIFOUUTH WIIH OTKJIIOUUTh
MexcereBoit skpan NBG334W 1 HacTpouTh MPOTOKOJIMPOBAHUE €TO PaOOTHI.

Puc. 47 Security (BesonacHoctb) > Firewall (MexceTteBol akpaH) > General (O0was
HacTpowka)

Firewall Setup

¥ Enable Firewall

LAM to WAN

IND Log vI

WARN to LaN INoLog vi

Dpply | Reset |

B cnemyromeit TabmuIe JaHBI OMMMCAHMS TIOJIEH STOTO OKHA.
Tabn. 33 Security (bezonacHocTb) > Firewall (MexceTteBol akpaH) > General (O6wasn

HacTpowka)
NONE OMNMUCAHUE
Enable Firewall BbiGepuTe aTy onuuto, YTOObI BKIMOYMTE MEXCETEBON 3KkpaH. Ecnn mexceTeBom
(BkntounTb akpaH BkntodeH, NBG334W ocyluecTBnseT ynpasrneHne 4OCTYNOM U 3aLuTy OT
MexXceTeBon atak Tuna «OTkas B o6cnyxusanHum» (DoS).
3KpaH)
Packet Direction 30eck 3agaeTcs HanpaeneHve OBVXKEHUS MaKeToB.
(HanpaBneHue MpaBuna MexceTeBOro akpaHa rpynnupytoTcs No HanpaseHUsM ABUXKEHUS
nakeTos) NakeToB, K KOTOPbIM OHU NMPUMEHSIOTCA.

Log (Peructpa-
LIMOHHBIN XypHan)

3OTa onuusi NO3BONSIET BKIOYNTE NPOTOKONMPOBAHNE ABUMXEHUSI MAKETOB MNPU UX
GroKMPOBaHMK UNW NepeHanpasneHnn.

YUTto6bl pa3pelunTb NPOTOKONMPOBaHUE NakeToB, 0bpabaTbiBaeMbIX NpaBunamm
MeXCceTeBOoro akpaHa, ybegurecs, 4To B okHe Logs (XypHanbl) > Log Settings
(HacTtpoiika xxypHanoB) B pa3gene Log (XKypHan) BbibpaH BapuaHT Access
Control (KoHTponb gocTtyna).

Apply Haxmute kHonky Apply (MpuMeHNTB), 4TOBLI COXpaHWUTL N3MEHEHUS.
(MpyMeHnTB)
Reset (Copoc) HaxmunTte Reset (C6poc), UToObl Ha4YaTh HACTPOKKY 3aHOBO.
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10.4 OkKHO cnyXxo6

Bribepute nyHkT Security (bezonacnocts) > Firewall (Me:xceTeBoii 3kpan) > Services
(Cay:xo0b1). [TosBisieTcst OKHO, KaK MOKa3aHO HUXKE.

Ecnu BHemHNM# nonp30BaTenhb NOMBITAETCS MPO30OHIUMPOBATH HETIOAEPKUBAEMBIH ITOPT
NBG334W, emy OyneT aBTOMaTH4deCcKH OTIpaBieH oTBEeTHRIN makeT ICMP. D10 mo3BoseT
BHEITHEMY IOJIb30BATEII0 Y3HATh O CyllleCTBOBaHWU MHTepHET-1IeHTpa NBG334W. B satom
OKHE MOXHO 3allPpETUTh OTIPaBKy oTBeTHOTO nakera ICMP. D10 mo3BosieT CKphITh
cymectBoBanue NBG334W 0T mOCTOpOHHMX JIUI IPU TOMBITKE 30HIUPOBAHU
HEMoAIepKUBAEMOr0 TIOpTa.

3TO OKHO MO3BOJISIET TAKXKE BKIFOYUTH OIOKHPOBKY CITYKO, TOOaBHUTh, yAaIUTh WIH H3MEHUTD

nojyIeXkKaIue OJIOKUPOBAHUIO CITY)KOBI, a TAKXKE 33]1aTh BPEMs UX OJIOKUPOBKH.

Puc. 48 Security (BesonacHocTb) > Firewall (MexceTeBon akpaH) > Services (Cnyx0Obl)

ICMP

Respond to Ping on ILAN&WAN vl

¥ Daonot respond to reguests for unauthorized services

Service Setup

[¥ Enable Services Blocking
Available Services Blocked Services

Ay (TCR)

Ary(LDP)

IPSEC_TUMMEL{ESP:0)

MLLTICAS TGP0

PING{ICKP:0)

PPTP_TUMNMEL{GRE:O)

MEM Messenger LI

Select "Custom Port”, you can give new port range for blocking

Type [10P =] Port humber [0 ~ Jo

pdd | Delete Clear 2|

Schedule to Block

Day to Block
v Everyday
Vs M mon W Tue W wedW¥ Thu W Fri W sat

Time of Day to Block {24-Hour Format)
& all day

 From: Start IU {hour) IU (rmin} End IU {hour) IU {min)

Misc setting

I Bypass Triangle Route
Max NAT/Firewall Session Per User [312

Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 34 Security (besonacHocTb) > Firewall (MexceTeBow akpaH) > Services (Cnyx6bl)

NONE

OMNMUCAHUE

ICMP

MpoTokon ynpasnstowmx coobiieHunin B cetn NMHTepHeT (Internet Control Message
Protocol) siBnsieTcs npoTokonom ynpaensolmx coobeHnn n coobeHunin 06
owmnbKax Mexagy OCHOBHbIM y3noM u wino3om B MHTepHet. ICMP ncnonesyet
aenTarpammbl MHTepHeT-npoTokona (IP), Ho coobuieHns obpabaTbiBatoTcs
nporpamMHbIM obecneyeHnem TCP/IP n HeBuanmbl 4ns nonb3oBaTtenen
NPUNOXEHNUN.

Respond to PING
on (OTBeyvatb Ha
PING-3anpochbl)

MHTepHeT-ueHTp NBG334W He oTBevaeT Ha BXxoAsLme 3anpochl 3Xo-
TecTupoBaHus, ecnu B none Disable (OTknounTb) ycTaHOBNEH (ONaxoK.
Bui6epute LAN anga oteeta Ha Bxogdwme Ping-3anpockl N3 rnokanbHon
cetn.Boibepute WAN anst otBeta Ha Bxogdawme Ping-3anpochkl 13 rnobanbHown
cetn. B npotneBHom criyyae Bbibepute «LAN & WAN» ans oteeta Ha Ping-
3anpockl Kak Nno fokanbHON, Tak v rmobaneHom ceTu.

Do not respond to
requests for
unauthorized
services

(He oTtBeyvathb Ha
3anpocsl Ans
HeCaHKLMOHMPO-
BaHHbIX CNyx0).

YcTaHoBWTE hrnaxok, YToObl NpegoTBpaTUTL OOHapYXXeHNe XakepaMmn NHTEPHET-
ueHTpa NBG334W nocpeactBOM 30HAMPOBAHUS HEMCNOSb3yeMbIX NopToB. Ecnu
dnaxok yctaHoeneH, NBG334W He Bygert oTBeyaTb Ha 3anpochl Ha
Heucnonb3yemble NopThl. Takum 06pa3om, HEUCNOMb3yeMbIe NMOPTbI U UHTEPHET-
ueHTp NBG334W ocratotca HeBuanmbiMu. 1o yMonyaHuio hnaxkok CHAT n
NBG334W nocbinaet naket ICMP «Port Unreachable» (MopTt HegocTyneH) B
OTBET Ha 30HAMpPOBaHWe HeucnonbdyeMbix noptoB UDP, a B OTBET Ha
30HAMPOBaHNe Heuvcnonb3yembix noptoB TCP — nakeT « TCP Reset» (C6poc
TCP).

CneayeT OTMETUTb, YTO NpeXae Yem 30HOUPYOLLME NaKeTbl AOCTUTHYT
MexaHu3Ma GroKMpoBaHUS 3XO-TECTMPOBAHUS, OHM CHa4ana AOmKHbI MPOUTH
yepes mexceteBon akpaH NBG334W. MNMoaTtomy ecnun MexaHU3M MeXCEeTEBOIO
3KpaHa 3abrnokmpyeT 30HAMPYHOLWMIA NakKeT, To nHTepHeT-ueHTp NBG334W
oTpearvpyeT B 3aBUCMMOCTM OT MOJNIMTUKMA MEXCETEBOrO aKpaHa, KoTopasi no
ymMonyaHuio otnpasnsieT nakeT cbpoca TCP ans 3abnokuposaHHoro naketa TCP.
[nsa nameHeHusa 3Tol NonMTUKM Bbl MOXeTe ncnonb3oBatb KoMaHay «sys firewall
teprst rst [on|off]». Korga mexaHuam mexceTteBoro akpaHa 6nokupyet naket UDP,
OH y[anser ero, He OTNpaBnsAs OTBETHOrO NakeTa.

Service Setup
(Hactpoiika
cnyx0)

Enable Services
Blocking
(BkntounTb
BnoknpoBky
cnyx0)

MocTaBbTe hnaxok B 3TOM Nore Ans BKIOYEHUs QPyHKLUMN.

Available Services
(JocTynHble
cnyx6bl)

B atom cnucke cogepxarcs cnyx6bbl (MOpThl), UCNONb30BaHNE KOTOPbIX
KOMMbIOTEPaMM NOKaINbHOW CETU MOXHO 3anpeTutb. Beibepute Gnokupyembin
nopT 13 BbinagatoLero cnucka n Haxmute Add (Jo6aBuTk), 4ToOLI 4OGaBUTL €ero
B none Blocked Services (BrnokupoBaHHbIe crnyX0bl).

Blocked Services

B atom cnucke copgepxatcsa cnyx6bl (MOpThl), HEAOCTYMHbIE KOMMNbIOTEPAM

(3abnokunpoBaH- | TOKanbLHOM CeTV NPU BKNIOYEHHOW PyHKLMKN BnokMpoBaHns cnyxo.
Hble crnyx0bl)
Custom Port Co6CTBEHHBIN NOPT HACTPaMBaETCs NONb30BaTeNeM U OTCYTCTBYET B CMMCKe

(CobcTBEHHBIN
nopr)

Available Services (JocTynHble cnyx0bl); ANA €ro HAaCTPOVKN HEOBXOAMMO
3anonHWTL ABa CreayoLwwmx nons.

Type (Tvn) Bbi6epute 13 Beinagatowero cnucka nopt IP (TCP unu UDP) gna co6ctBEHHOrO
nopra.
Port Number Ykaxute ansi cnyx6bl Ananas3oH nopToB. Hanpumep, Ana onpeneneHns cnyxobl

(Homep nopta)

Gnutella, Beibepute TN TCP 1 ykaxkute gnanasoH nopToB oT 6345 fo 6349.
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Tabn. 34 Security (besonacHocTb) > Firewall (MexceTeBow akpaH) > Services (Cnyx6bl)

MNOJE

OMNNCAHUE

Add (JobaBuTb)

Bribepute cnyx0y us Beinagatowyero cnucka Available Services ([locTynHble
cnyx6bl) 1 HaxkmuTe kHonky Add (Jo6aBuTb), 4TOObLI 106aBUTL CyXOy B
cnucok 6rnoknpoBaHHbix (Blocked Services).

Delete (YoanuTb)

Bui6epute cnyx6y u3 cnucka Blocked Services (BnokupoBaHHbIe cnyX6bl)
HaxxmuTe kHonky Delete (YaanuTb), 4tobbl yaanute ee n3 cnucka.

Clear All HaxwmuTe kHonky Clear All (OuucTtutb Bee), 4Tobbl ouncTuTh cnncok Blocked
(Ounctutsb BCe) Services (BrnokupoBaHHbIe cnyX6bl).

Schedule to Block

(Mpadbuk

BrnokunpoBaHus)

Day to Block (OHn | MocTaBbTe rano4yky B 3ToM nore, 4Tobbl 3aaath, B Kakne OHW Hegenu (Mnu
6GnokupoBaHus) Kaxabli AeHb) Heobxoaumo 6rnoknpoBaTtb Cryxoy.

Time of Day to BeibepuTe Bpemsa bnokuposaHus cnyxoel. Boibpae BapuaHT All Day (Becb

Block (24-Hour
Format) (Bpems
OnoknpoBaHus B

AeHb), MOXHO 3abnokupoBaTb Cryx0y Ha Lenbii AeHb. MOXHO yKasaTb Nepuog,
6nokupoBaHus, Bbiopas BapuaHT From (C) 1 BBeas Bpems Havana B nons Start
(hour) (Mac Hayana) u Start (min) (MuHyTa Ha4yana) v B nonsa End (hour) (Mac

24-yacoBom oKoH4aHus) n End (min) (MuHyTa okoH4YaHus). Bpems cnegyet ykasbiBaTb B
dopmare) 24-4yacoBoMm popmarte, Hanpumep, BmecTto «3:00pm» Hy>kHO BBOAUTb «15:00».
Misc setting

(PasHble

HaCTpPOWiKN)

Bypass Triangle MocTtaBbTe B 3TOM none craxok, 4Tobbl MexceTeBon akpaH NBG334W

Route (O6xoaHom
TpeyronbHbIN

UrHopumpoBas ncnonb3oBaHune Tpeyroan0|7| TONOJSI0rMN MapLLUPyTOB B CETU.

MapLUpyT)

Apply Haxmute kHonky Apply (MpuMeHNTB), 4TOBLI COXpaHWUTL N3MEHEHUS.
(MprMeHnTB)

Reset (Copoc) HaxmunTte Reset (C6poc), UToObl Ha4YaTh HACTPOKKY 3aHOBO.
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PunbTpauua Ha oOCHoOBe
copepXXaHus

B at0i1 itaBe kpaTko paccMarpuBaeTcs GUILTPAINsS Ha OCHOBE COACPIKAHUS C
HCITOJIb30BaHUEM PaCIIHPEHHOTO rpaduaeckoro BeO-uaTepdeiica moap30BaTes.

11.1 BBepgeHue B chunbTpauuio Ha OCHOBE coaepXXaHus

OunsTpanys nHGOPMALMH, TOCTYIAIOUIEH U3 ceTH MIHTepHET, T03BOJISIET CO3AaBaTh U
pearu30BBIBaTh NIpaBUiIa AOCTyNa B IHTEpHET, HaCTpOEHHBIE 0] KOHKPETHBIE TOTPEOHOCTH.
QunpTpalysl Ha OCHOBE CO/IEP)KaHMs TO3BOJISIET OJIOKMPOBATH OMpeaesieHHbIEe BeO-QyHKIMN
nnu URL-anpeca 1o yka3aHHBIM KJIFOUEBBIM CIIOBAM.

11.2 OrpaHunyeHue Be6-hyHKLUN

Wntpuaet-ientp NBG334W MoxeT G10KMpOBaTh Takue (PyHKINH, KaK SIEMEHTHI YIIPaBICHUS
ActiveX, Java-amuietsl, cookies, a Takxe OTKJIF0YaTh BeO-IIPOKCH.

11.3 padmk 6GnoknpoBaHus

Nureprer-nentp NBG334W Takxke mo3BOJSET 3aaBaTh BPEMEHHEIE TIEPUOJIBI, B TCUCHHE
koTopblx NBG334W OymeT BHIIOIHATE (GHUIBTPAITHIO HA OCHOBE COMCPIKAHMS.

11.4 OkHo dbunbTpa

Bribepute nynkt Security (bezonacnocts) > Content Filter (®PuasTp Ha ocHoOBe
cofiep:kaHm), 9To0bI OTKpPHITH OKHO Filter (PuawpTp).
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Puc. 49 Security (BesonacHocTb) > Content Filter (PunbTp Ha ocHoBe coaepxxaHus) > Filter

(PunbTp)

Trusted IP Setup

Keyword Blocking

A trusted cormmputer has full access to all blocked resources, 0.0.0.0 means there is no trusted cormputer.
Trusted Computer I[P Address:[0.00.0

Restrict Web Features

[T activex [ 1ava [ cookies [ web Proxy

[ Enable URL Keyword Blocking

Keyword I

Keyward List
had
gambling

Delete

Clear A |

Al

Message to display when a site is blocked

Denied Access Message I

Mgy | Reszet |

B cnenyromeit Tabnuiie naHbl OMMMCAHUS TOJNEH ATOTO OKHA.

Tabn. 35 Security (besonacHocTtb) > Content Filter (PunbTp Ha ocHoBe coaepxxaHus) > Filter

(PunbTp)

MOnE OMUCAHUE

Trusted Computer | [Ans BkntodeHns aTon pyHKuumn BBegmTe IP-agpec ogHOro n3 KoMnbTepoB

IP Address Bawlen cetun, koTopbi Bbl XOTTE NOMETUTL, Kak HAOEXHbIN. DTOT KOMMbIOTEP

(IP-apgpec GyOeT MMeTb NOMHbIN AOCTYN KO BCeM 3abnoknpoBaHHbIM (OUNLTPOM (PYHKLMAM.

HaaexHoro MoxHO ocTaBuTb 3TO Nnose NycTbiM, ecnun Bbl He XOTUTE yKasblBaTb HaOEXHbIN

KoMMbroTepa) KoMMbloTEp.

Restrict Web [nsi oTKNoYeHns OyHKLMK, NOCTaBbTE HaNpoTMB Hee cnaxok (conaxkm). Mpu

Features 3arpy3ke CTpaHuLbl, CogepXaLlen orpaHnYeHHyo yHKUMIO, Ha ee mecTe Nnbo

(OrpaHuumnTb BeO- | HU4Yero He ByaeT, Nnbo 3To MecTo OyaeT 3aTeHEHO.

yHKUMN)

ActiveX 3TO MHCTPYMEHT ANs MOCTPOEHUS AMHAMUYECKNX U aKTUBHBIX BEO-CTpaHu,
a TaKke NPUNoXeHun ¢ pacnpegeneHHbiMm obbektTamu. MNpu 3arpy3ke Beb-canta
c anemeHTOM ActiveX, oH 3arpyxaeTtcs bpay3epomM U XpaHUTCs B cucTeMe Ha
cryyav NOBTOPHOW 3arpy3ku CTpaHuLbl.

Java OT0 A3bIK 1 cpega NporpaMMmMpOBaHMS AN CO30aHNs 3arpykaeMblix BeO-
KOMMOHEHTOB 1 AenoBbIX IHTEPHET- NN MHTPAHET-NPUIOXEHNIA BCEX BUOOB.

Cookies Wcnonbaytotca Beb-cepBepamu Ans OTCNEXMBaHWSA UCMNOMb30BaHWA UX CMyXO,
NPeaOoCTaBMseMbIX MO KOHKPETHBIM MAEHTUGUKATOPaM.

Web Proxy OTOT cepBep UrpaeT pornb NOCPELHUKA MEXAY NOMb30BaTENEM U CEThIO
WHTepHert, obecnevmBas 6€30nNacHOCTb NOAKIIOYEHUA, aAMUHUCTPATUBHbIN
KOHTPOIb U K3lIMpoBaHune. Ecnv Takon cepBep yCTaHOBMEH B rnobanbHom ceTu,
TO NMOMb30BaTENy NOKanbHOWM ceTn MoryT 060MTN UNLTPaLMI0 Ha OCHOBE
cofepXaHus, yka3aB Ha Hero.
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Tabn. 35 Security (besonacHocTtb) > Content Filter (PunbTp Ha ocHoBe coaepxxaHus) > Filter

(PunbTp)
MOnE OMUCAHUE
Keyword Blocking
(BnokmpoBaHue
KIOYEBbIX CIOB)
Enable URL WHtepHeT-ueHTp NBG334W moxeT 6nokupoath BeG-cantel, URL-agpeca
Keyword Blocking | koTopbix cogepxaTt onpeaeneHHble KroveBble CroBa B JOMEHHbIX UMeHax unu
(BkntounTb IP-agpecax. Hanpumep, ecnv B Ka4ecTBe KNOYEBOro cnosa 3agatb «bad», To
OnoKMpoBKy OyayT GrOKMpOBaHbI BCE CalThbl, Y KOTOPbIX 3TO CIOBO COAEPXUTCHA B JOMEHHOM
URL-agpecoB no nmeHun nnu IP-agpece (Hanpumep, cant http://www.website.com/bad.html 6yzget
KIOYEBbIM 3abrokvpoBaH). [NocTaBbTe naxok B 3TOM MOSe AN BKIYEHNS (YHKUNN.
crnoeam)
Keyword BeeauTe B 3TO none kno4eBoe crnoso. [JonyckaeTcs Ucrnonb3oBaHue nobbix

(KnoueBoe cnoBo)

CcMMBOINOB (8o 64 cumeona). Micnonb3oBaHue 3HaKOB NPENUHAHUS He
ponyckaetcs. MoxHO Takke ykasaTb uncnosohn IP-agpec.

Keyword List
(Cnmcok kntoyeBbIx
Cnog)

OTOT cnncokK COOEPXUT yxe nobGaBneHHble KIoYeBble CrioBa.

Add (Jo6aBuTb)

HaxwmuTe kHonky Add (Jo6aBuTb) nocne BBoAa KMOYEBOIO CIOBa.
MoBTOpUTE 3Ty NpoLieaypy, ECNu Hy>HO [06aBUTL Opyrve KIYeBbIE CIoBa.
[onyckaetcs Ao 64 Kro4eBbIX CrOB.

Mpu nonbITKe AOCTYNa K web-CcTpaHuue, coaepallen Kno4YeBoe cnoso, byaet
BbIBEAEHO COOOLLEHNE O TOM, YTO KOHTEHT-OUNETP 3abnokmMpoBsarn 3anpoc.

Delete (Yoanutb)

BblgenuTe KnioyeBoe CroBO B HWKHEM criMcke U HaxxmuTe Delete (Yoanutb),
YTOGbI yaanuThk ero. Mocne HaxaTust kKHonku Apply (MpUMMeHUTBL) 3TO CNoBO
MNCYE3HET U3 CrincKa.

Clear All
(Ounctuthb BCe)

HaxmuTe 9TY KHOIKY, 4TOObI yoannTb BCe Krko4yeBble CrioBa.

Denied Access
Message
(CoobLueHne 06
OTKase B JOCTyrne)

BeeauTe ctoga cooblyeHme, KOTopoe A0MKEH Nony4aTb Nofnb3oBaTenb npu
nonbITKe JOCTYyNa K 3anpeLueHHoMy Be6-canTy. [1o ymonyaHuio ncnonb3syercs
coobueHne «Please contact your network administrator!» (Moxanyicra,
obpatuTteck kK agMuHucTpaTopy cetu!)

Apply (MpumeHnTb)

Haxmute kHonky Apply (MpuMeHUTb), 4TOObLI COXpaHUTL N3MEHEHUS.

Reset (Cbpoc)

HaxwmunTte Reset (C6poc), 4Tobbl Ha4aTb HACTPONKY 3aHOBO.
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11.5 lpacpuk

B aTOM OKHE MO’KHO HACTPOUTH Tpaduk GuibTpanuu HHTEpHET-IeHTpoM NBG334W Beb-
CalTOB Ha OCHOBE U3 coaepkanus. Beioepute myHkT Security (be3onacHoctsb) > Content
Filter (PunbTpanus Ha ocHoBe coaep:xkaHus) > Schedule (I'padux). [losBuTCs
CleIyIoUIee OKHO.

Puc. 50 Security (BesonacHocts) > Content Filter (dunstp Ha ocHoBe coaepXaHus) >
Schedule (Mpaduk)

Schedule to Block

Day to Block

I Everyday

Msun T omon T oTue T owed T Thu T Fri T sat

Time of Day to Block (24-Hour Format)

& all day

 Fram : Start IU (hour) IU (rnin} End IU (hour) IU (rnin}

Apply | Reset I

B cnenyromieit Tabnuie JaHbI OMMMCAHUS TTOJIEH STOTO OKHA.

Tabn. 36 Security (bezonacHocTb) > Content Filter (dunstp Ha ocHOBe coaepxaHusi) >
Schedule (Mpaduk)

11.6

NONE OMNMUCAHUE

Day to Block: (OHun BbibepuTe aHK, B KOTOpble MHTEPHET-LUEHTP NBG334W OOMmKHO BbIMOMHATL

6nokvpoBaHus:) dunbTpauuio Ha ocHoBe coaepxaHus. Ytobbl BeibpaTh BCE AHU, NOCTaBLTE
dnaxok B none Everyday (Kaxgbin geHb).

Time of Day to Block | None Time of Day to Block (Bpemsi 6nokumpoBaHusl) nossonser

(24-Hour Format) aflMVHUCTpaTopy 3afaTb BPEMEHHbIE Nepuoabl PUNLTpaLum Ha oCHoBe

(Bpemsi copepxanus. 3HaveHune nons Time of Day to Block kacaetcsi Tonbko

6rokmpoBaHus B OrpaHnyYeHuns Mo KNio4eBbIM crioBam (CM. Bbile). OHO He AeNCTBYyeT Ha

24-yacoBom dyHKUMM Beb-cepBepoB, Hanpumep, Ha anemMeHTbl ActiveX, Java, Cookies n

dopmare) Web Proxy.
[nsa BKNIOYEHWS NOCTOAHHON UNbLTPaLMK B OHW, ykasaHHble B none Day to
Block (OHu 6nokupoBaHus) BbibepuTe BapuaHT All Day (Becb aeHb).
Y706bI yKa3aTb Nnepuod unsTpaumm Ha OCHOBE cogepxaHus, Boibepute
BapvaHT From (C) n BBeamTe nepuop BpemeHun B 24-4yacoBom dopmare.

Apply (MpumeHUTb) HaxmuTe kHonky Apply (MpuMeHUTBL), YTOObLI COXpaHWUTL U3MEHEHHbIE
HaCTPOMKN U BbINTU N3 STOFO OKHA.

Reset (Copoc) HaxmunTe Reset (C6poc), UToObI Ha4YaTh HACTPOKKY 3aHOBO.

HacTtpownka 6nokuposaHus URL-agpecoB
Nno Krfo4yeBbIM CllOBamM

C moMoIIbI0 KOMaHI MOXKHO HacTpouTh oonacts URL-anpeca, koTopas OyzeT mpoBepsAThCs Ha
HaJIMYUE B HeH KITFOUEBBIX cJI0B. H(MOpMAaIIHIO 110 HCITONB30BaHUIO HHTEPIIPETATOPa KOMaH]]
CM. B IPUJIOKCHUAX.
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11.6.1 TlpoBepka URL-agpeca no nomeHHOMY umeHun unu IP-agpecy

ITo ymonmuanuto, uatepHeT-11eHTp NBG334W nposepsieT nomenHoe ums uiu [P-aapec URL
Ha HaJIM4YHE B HEM KITFOUEBBIX CIIOB JJIS TIOCIENYIOMIETO er0 OJOKHPOBAHHS.
Oto 3HauuT, yT0o NBG334W nposepsier cumBosibl B URL 10 nepBoro cioiia.

[Ipumep: B anpece www.zyxel.com.tw/news/pressroom.php IMOUCK BBITIOTHSETCS TOILKO B
cTpoke www.zyxel.com.tw.

11.6.2 TlonHasa npoBepka URL-agpeca
IIpu nonno# npoepke URL-aapecos nntepueT-ieHTp NBG334W Hier kirodeBble C10Ba 10
HOCJIEHETO CI3IIA.

ITpumep: B agpece www.zyxel.com.tw/news/pressroom.php MOKCK BBIMOIHIETCSA B CTPOKE
www.zyxel.com.tw/news/.

Jnst pacmmpenus (uiam cokpaienus) oonactu nmorucka B URL-aapece ncnonb3yiite KoMaHmy
ip urlfilter customize actionFlags 6 [disable | enable].

11.6.3 TlpoBepka URL-agpeca no nmenu channa

[Tpu mpoBepke URL-anpeca no numenu ¢aitna uarepuet-nieHTp NBG334W nposepsieT Bce
cumBoibsl B URL.

[Ipumep: B agpece www.zyxel.com.tw/news/pressroom.php OyyT MpoBepsATHCS BCE CHMBOJIEI.

Jlnst pactmmpenns (vt cokparienusi) oonactu morcka B URL-ampece ucnons3yiiTe KoMaHIy
ip urlfilter customize actionFlags 8 [disable | enable].
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OKHa HaCTPOUKM CTaTUYECKUX
MapLUpyTOB

B aT0i1 m1aBe paccka3zbIBaeTCS 0 HACTPOMKe cTaTndeckux MapuipyToB NBG334W.

12.1 O630p cTaTUYECKUX MapLUPYTOB

Kaxxprit ynaneHHbIN y3el ONpeenseT TONBKO Ty CeTh, K IIUTF03Y KOTOPOW OH HETOCPEICTBEH-
HO mofkitouaeTcs. AHanorndHo 1 NBG334W He umeer HuKkakoi HHPOPMALIUH O CETSIX,
HaxXoJIUXcs 3a HUM. B npumepe Ha cnenyromem pucynke NBG334W nonydaer nndopma-
o o ceti N2 ot mapmpytuzaropa R1 ynanennoro y3na. Hecmorps Ha 3T0, NBG334W He
MOJKET OTIIPABHUTH MakeT B ceTh N3, TOCKOJIBKY OH HE «3HA€T» O MapIIPyTe, MPOJIETAIOIEM
gepe3 TOT ke Mapmpytuzarop R1 ymanerHoro y3ia (depe3 MapmpyTuzarop-nnmo3 R2).
Craruueckre MapLpyThl IpeAHa3HaYeHbI 471 TOTO, YTOOBI mpexocTaBisaTh NBG334W
MH(GOPMAIIHIO O CETAX 3a MPeJIeIaMy YIaJeHHBIX y3JI0B.

Puc. 51 [lpumep Tononornm cratmdeckon mMapLupytusauum

N1
N2 N3
-
== , e
- |
] R2

R1

,
i
f

[ ]

&

12.2 OKHO HacTpomKu ctatn4yeckoro IP-maplipyTa

lenxkanre Management (Ynpasienue) > Static Route (Ctaruueckuii MapmpyT) 11
otoOpaxkenus okHa IP Static Route (Ctaruueckuii IP-mapmpyT). [losButcs cienyroriee
OKHO.
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Puc. 52 Management (YnpaeneHue) > Static Route (Ctatnyeckuin mapwpyT) > IP Static
Route (Ctatnyeckun IP-mapLupyT)

IP Static Route

Static Route Rules

test @ 1.2.3.4 10,1, 2. 25

0 o~ ot R W N e

RN EELY
E) E) E} & & B &

B cnenyromeit TabmuIie JaHBI OMMMCAHMS TTOJIEH STOTO OKHA.

Tabn. 37 Management (Ynpaenenue) > Static Route (Ctatnyeckun mapwpyT) > IP Static
Route (Ctatnyeckun IP-mapLupyT)

NONE OMNMUCAHUE

# 3TO NOPSIAKOBLIN HOMEP KOHKpETHOoro mapLupyTa. lNepsas 3anuck 3gech —
CTaHOapPTHbIA MapLUPYT, KOTOPbLIN HEe peAakTUpyeTcs.

Name (Mms) 3710 onucartenbHoe MMsi LAHHOTO MapLupyTa.

Active (AkTBEH) | OTOT 3HAYOK NOABNSAETCA, KOrga CTaTUYECKUN MapLLPYT CTAHOBUTCH aKTUBHLIM.

YUTobbI akTMBM3NpOBaTb MapLUpyT, WwenkHuTe 3Hadok Edit (MpaBka) B none
Modify (MameHuTb) 1 NoctassTe chnaxok Active (AkTuBeH) B okHe Static Route
Setup (HacTpoliika cTaTnyeckoro mapuipyta). Ytobbl UCKINIOUNTE MApLUPYT, HE
yOansisi ero, CHAMUTE 3TOT hraxoK.

Destination [aHHbIi napameTp onpeaensieT ceteson |P-agpec KoHe4Horo nonyyartens.
(MonyyaTtenb) MapLupyTnsauus Bcerga BbINOSHAETCS HA OCHOBE HOMEpa CETW.

Gateway (LUno3) | B atom none otobpaxaetca IP-agpec wnio3a. LLnio3 — 3To HENOCPeACTBEHHbIN
cocep nHTepHeT-ueHTpa NBG334W, koTopbii ByaeT nepeHanpaBnsaTh NakeTbl
nonyyartento. B nokanbHOM ceTu ponb LW3a BbINOMHAET MapLupyTnsaTop,
KOTOPbIN JOMKEH HAXOAUTLCA B TOM Xe cermeHTe, 4to n NBG334W; B
rno6ansHO ceTn B Ka4ecTBe LUNto3a ykasbiBaeTcs IP-agpec ogHoro us
yOarneHHbIX y3roB.

Modify LenkHuTte 3Havok Edit (MpaBka) Ans nepexona K OKHY HaCTPOWKN CTaTU4ECKOro
(N3meHuTb) MapLupyTa. B 3TOM OkHe MOXHO M3MEHWUTb CTaTUYECKUI MapLUPYT Unu co3naTb
HOBBbIN.

Ona yoaneHus maplipyTa wwenkHuTe 3Ha4ok Remove (Yaanuts).

12.2.1 OKHO HaCTpPOMKMU CTaTUYECKOro mapLupyTa

Ji m3MeHeHHs CTaTHYeCKOTO MapIIpyTa IIEIKHUTE 3HaY0K pefakTuposanus B oie Modify
(M3menuts). [losBuTCS ciemyromiee OkHO. BBemuTe B HeM HEOOXOAMMYIO HH(POPMAITHIO TI0
Ka)XIOMY U3 MapIIpyTOB.
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Puc. 53 Management (YnpaeneHue) > Static Route (Ctatnyeckuin mapwpyT) > IP Static
Route: Static Route Setup (Ctatnyecknin IP-mapLipyT: HacTporika CTaTU4eckoro

MapLipyTa)

Static Route Setup

Route Mame

[T active
[T private
Destination IP Address

IP Subnet Mask
Gateway IP Address

Metric

l—
ID o0
ID o0
ID o0
|2
Apply | Cancel |

B cnenyromeit Tabnuiie naHbl OMMMCAHUS TOJIEH ATOTO OKHA.

Ta6n. 38

Management (Ynpaenenue) > Static Route (Ctatnyeckuin mapwpyT) > IP Static

Route: Static Route Setup (Ctatnyecknin IP-mapLipyT: HacTporika CTaTU4eckoro

MapLipyTa)

MNOJE

OMNCAHUE

Route Name (Mms
MapLipyTa)

Beegute nmsa ctatudeckoro mapupyta IP. Ytobbl yaanutb AaHHbIN
CTaTNYeCKMn MapLLpyT, OCTaBbTe 3TO NOSie NyCTbIM.

Active (AkTBUpOBaTh)

OT0 none nNo3BossieT BKNOYaTL/BbIKOYaTb CTAaTUYECKUI MapLipyT.

Private (YacTHbin
agpec)

OT10T napameTp onpegensiet, byaet nu NBG334W Bkntoyatb MapLupyT K
3TOMY yAaneHHOMY y3ry B CBOIO LUMpOKOBeLLaTenbHy pacchinky RIP.
OTmeTbTE 3TOT PraXKoK, YTOObI OCTaBUTb 3TOT MApPLLPYT YACTHBLIM U HE
BKITIOYATb €ro B LUMPOKOBeLLaTenbHyto paccbinky RIP. CHUMUTE dhriaxok,
4yTODObI PacCNPOCTPaHUTL 3TOT MapLUPYT NO APYrMM y3rnaMm 4yepes
LuMpoKoBeLLaTenbHyto paccbinky RIP.

Destination IP Address
(IP-agpec nonyyarens)

[aHHbIn napameTp onpegenseT ceTeBou |P-agpec koHe4YHOro nony4vaTens.
MapLupyTnsauus Bcerga BbINonHAETCS HAa OCHOBE HoMmepa ceTun. Ecnn
HY>XKHO OMpeaenvTb MapLUpPyT K OOMHOYHOMY Y31y, B MOfie Macky NoaceTu
ncnonb3ynte Macky noacetn 255.255.255.255, ytobbl Homep ceTu n agpec
y3na Obinn 0gMHAKOBLIMM.

IP Subnet Mask
(IP-macka noaceTtn)

Beeaute macky noacetu IP.

Gateway IP Address
(IP-agpec wnto3a)

BeeguTte IP-agpec wnto3a. LLUnto3 — 3T0 HENOCpeACTBEHHbIV cOcen,
uHTepHeT-LeHTpa NBG334W, koTopbin ByaeT nepeHanpaBnsiTh NakeTbl
nony4atento. B nokanbHOM ceTu ponb LLN03a BbIMOMHAET MapLUpyTM3aTop,
KOTOpPbI JOIMKEH HAXOAUTLCA B TOM Xe cerMmeHTe, 4to u NBG334W; B
rnmoGanbHON CeTn B kavecTBe LMto3a ykasbiBaeTcs |IP-agpec ogHoro us
yOaneHHbIX y3mos.

Metric (MeTpuka)

MeTpuka onpegensieT «CTOMMOCTb» Nepenayn 1 UCNonb3yeTcst AN Lenen
mappyTtusauuu. Mpu mapwpyTtusaumm IP B kayecTBe eanHULIbI
«CTOMMOCTM» MUCMOMb3YETCA CYETYUK NEPEXOSOB MO CETU, NPY ITOM
MUWHMMAaIbHOE 3HaYeHne «CTOMMOCTU» PaBHO 1 1 COOTBETCTBYET NPSIMOMY
coevHeHMI0 Mexay ceTamun. BeeauTe uncno, kotopoe 6yaert
NpMoNU3NTeNbHO BblpaXaTb «CTOMMOCTbY Tpadmka Ans AaHHOro KaHana.
Yucno He 0b6s3aTenNbHO JOMKHO ObiTb TOYHLIM, HO JOMKHO HAXOAUTLCA B
ananasoHe oT 1 go 15. B 6onblUMHCTBE Criy4daeB XOpOoLLO NOAXOAUT
3Ha4veHne 2 unm 3.
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Tabn. 38 Management (Ynpaenenue) > Static Route (Ctatnueckun mapwpyT) > IP Static
Route: Static Route Setup (Ctatnyecknin IP-mapLipyT: HacTporika CTaTU4eckoro

MapLupyTa)

MNOJE

OMNCAHUE

Apply (MpumeHnTb)

LLlenkHute no kHorke Apply (MpuMeHNTB) ANA coXpaHeHWs HacTpoek
NBG334W.

Cancel (OTMeHUTb)

LLlenkHute Cancel (OTmeHa) Anst Bo3BpaTa K NpeabiayLemy okHy 6e3
COXpPaHEeHMs1 U3BMEHEHUIA.
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YnpaBrneHue nponycKHOWU
CNOCOOHOCTbLIO

B 5T0i1 m1aBe paccka3bIBAETCSl O HACTPOMKE YIIPABIICHUS MTPOITYCKHON CIIOCOOHOCTHIO
NBG334W, uaMeHeHuu paBuil U IPOCMOTPE PETUCTPAIIMOHHBIX KYPHAJIOB yIIPABICHUS
MIPOITYCKHOHN CIIOCOOHOCTBIO.

13.1 O630p ynpaBrieHUs NPONYyCKHOM CNOCOOHOCTLHO

VYnpagnenue npomnyckHoil cnocooHocTeio Zy XEL mo3Bosnser yctaHaBIuBaTh MpaBuia
YIpaBJIeHHUS MPOMYCKHOMN CIIOCOOHOCTHIO JUTS OTAESIBHBIX MPUIIOKEHUHN W/HUITH TTOJICETEH.
B mpaBuiiax MOXKHO yCTaHABIMBATh OMPEEIEHHYIO BEIHYNHY MPOIYCKHOM CITOCOOHOCTH
(bromxer).

VYrpasieHure NpoIyCcKHOM clIOCOOHOCTBIO MPUMEHSIETCA K TpadHKY, BHIXOAALIEMY Yepe3
unrepderic NBG334W. NBG334W He ynpapisieT NPOIyCKHOM CIIOCOOHOCTHIO BXOJSIIETO
Tpaduka.

VYrpasieHue NpoycKHOM coCOOHOCTBIO MPUMEHSIETCS KO BCEMY Tpa(UKy, BBIXOISAILIEMY
4epe3 MOpT MapLIpyTU3aTopa, HE3aBUCUMO OT HCTOYHHUKA ATOTO TpaduKa.

[epenanpasienue Tpaduka u nceBOOHUMEI [P MOTyT BBI3BaTh Tpauk MEXIY JIOKATbHBIMH
ceTsIMH, KOTOpBIi poxonuT uepe3 NBG334W, u ciegoBarenbHO, peryaupyercs CUCTEMOM
YIpaBJIeHHS MPOMYCKHON CIIOCOOHOCTHIO.

* CymmMa foneit mpormyCcKHOW CIOCOOHOCTH, KOTOPBIE MPUMEHSIOTCS K HHTEepdeiicy WAN
(m3 LAN B WAN, u3 WLAN B WAN, u3 WAN B WAN / NBG334W) He momxHa
MIPEBBIIIATE HCXOASIIIEH MPOMYCKHOM cOCOOHOCTH, 331aHHOM B okHE Bandwidth
Management Advanced (PaciuupeHHoe yripaBjieHHe NPONYCKHOM CIIOCOOHOCTHIO).

* CymmMa fomei mpoImycKHO# criocoOHOCTH, puMeHseMbIx K mopty LAN (13 WAN B LAN,
m3 WLAN B LAN, u3 LAN B LAN / NBG334W) "e mommkaa npessimars 100 000 Kout/c
(Bl HE MOXKeTe HACTPOUTH OajlaHC MPOITYCKHOM criocoOHOCTH uist opTa LAN).

* CymmMa foneit mpormycKHOU CIOCOOHOCTH, puMeHsseMbIX K Topty WLAN (u3 LAN B
WLAN, u3 WAN B WLAN, n13 WLAN 8 WLAN / NBG334W) He 10DKHA ITPEBBINIATH
54 000 Kout/c (Bs He MOXKETE HACTPOUTH OajlaHC MPOITYCKHOMW CIIOCOOHOCTH TS ITOPTa
WLAN).
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13.2 YnpaBneHue NPonycKkHOM CNOCOOHOCTbIO Ha OCHOBEe
NPUNOXeHnn

Bb1 MoXxeTe co3naBarh K1acchl MPOITYCKHOM CIIOCOOHOCTH Ha OCHOBE KOHKPETHBIX
npunoxenuit (Harpumep, VolP, Web, FTP, E-mail u nepena4a Bugeocursaios).

13.3 YnpaBneHue nNponycKkHOM CNOCOOHOCTbLIO Ha OCHOBEe
noaceren

Bb1 moxxeTe CO30aBaTh KJIaCChl HpOHYCKHOﬁ CITOCOOHOCTHU HA OCHOBE HO}.ICGT@IZ.

Ha crnenytomiem pucyHke noka3aHbl JOKaJIbHbIE TOACETH. MOXKHO YCTaHOBUTH OJUH Kilacc
MPOITYCKHON CIIOCOOHOCTH JIJIsl IOACETH A, a Apyroit — A monacetu B.

Puc. 54 [lpumep ynpaBneHns npomnyckHOM CnocoBHOCTLIO Ha OCHOBE MOACETU

LAN WAN

A 192.168.1.1-192.168.1.24

]
i = e UHTe
~— pHeT
)

G,

[ i)
A

B  192.168.2.1-192.168.2.24

13.4 YnpaBneHue NPonycKkHOM CNOCOOHOCTbIO Ha OCHOBEe
NPUNOXeHUN 1 noaceTeun
Taxoxe MOXKXHO CO37aBaTh KJIACCHI IIPOIYCKHOM CITOCOOHOCTH HAa OCHOBE KOMOWHUPOBAHIS

MOJICETeN M MPUIIOKeHHH. B ciexyromeit Tabnuie mpuBOAUTCS MPUMEP pacpeaeIeHHS
MIPOILYCKHOM CIIOCOOHOCTH 1Sl TpahuKa KOHKPETHBIX NPHIOKEHUH U3 Pa3HBIX JOKAIbHBIX

MOACETEMN.
Tabn. 39 [lpumep ynpaBneHus NponycKHOW CNOCOOHOCTLIO HA OCHOBE MPUTOXEHNS U MOACETH
TUM TPAPUKA M3 NOOCETU A M3 NOACETU B

VolP 64 KéuTt/c 64 KéuTt/c

Web 64 Kowut/c 64 Kout/c

FTP 64 Kout/c 64 Kout/c

E-Mail 64 KéuTt/c 64 KéuTt/c

Bugeo 64 Kout/c 64 Kout/c

126 PykoBoacTBO nonb3oBatenst UHTepHeT-LeHTpa NBG334W




maBa 13 YnpaBrneHne NponycKHOM COCOOHOCTLIO

13.5 [lpuoputeTnbl Npu ynpaBneHUU NponycKHOU
CMOCOBHOCTHLIO

B crnepyromeit Tabnuie npeacTaBieHbl HPUOPHTETHI, TPUMEHSIEMBIE K TPaQHKY,
npoxonsmeMy depes narepdeiic NBG334W.

Tabn. 40 T[lpuopuTeTbl Npu ynpasrneHun NponyckHOM CNOCOBHOCTLIO

YPOBHU NMPUOPUTETOB: TPA®PUK C BOJIEE BbICOKMUM NMPUOPUTETOM MNMPOMYCKAETCA
FOPA3[0 BbICTPEE, TOIAA KAK TPA®UK C BONEE HU3KMM MPUOPUTETOM
CBPACbLIBAETCHA, ECJIIU CETb NEPEIPY>XEHA.

Bbicokuit

O6bI4HO ncnonb3yeTca Ang Tpadvka nepegady pedm unv suaeomsobpaxe-
HWIA, KOTOPbIV OYEHb YYBCTBUTENEH K APOXaHMIO (pOXaHWe — 3TO M3MEHEeHne
BEMUYUHbBI 3a4EPXKKN).

CpenHun

O6bI4HO ncnonbayetca ans Tpadmka «excellent effort» nnm Beiwe no
npuopuTeTy, Yem «best effort» n moxeT BkNoYaTh BaXHbIM 4ENOBON TpaduK,
KOTOPbIV JONyCKaeT HEKOTOPYIO 3a8epXKYy.

Hunakuin

OB6bIYHO NCMONb3yeTcs AN BTOPOCTENEHHOIO «HU3KONMPUOPUTETHOIO»
Tpacduka, Takoro kak OCHOBHas Macca AaHHbIX, KOTopas nepefaeTcs, HO He
BMMSIET Ha ApYrne NpunoXxeHus v nonb3oBartenen.

13.6 [lpepBapuTenbHO onpeaerneHHble CNyXOobl
ynpaBrieHUs1 NPONYCKHOU CMOCOOHOCTLIO

Ta6n. 41

HacTtpolika ynpaBneHusi nponyckHon cnocobHOCTbIO: Cnyx6bl

CITYXBA

OMUCAHUE

Xbox Live

370 MHTepakTuBHas urposas cnyxba Microsoft, nossonsiowias urpats B
MHOronosnbe3oBaTtenbckme nrpbl Xbox yepes no cetn IHTepHET Yepes TEXHOOrunto
LumpokonornocHoro goctyna. Ans cnyx6el Xbox Live ncnonbayetcsa nopt 3074.

VolP (SIP)

Mepenaya peun no NHTepHeT HasbiBaeTcs Voice over IP unun VolP. Mpotokon
WHULMMpPOBaHKA ceaHca cBs3n (Session Initiated Protocol — SIP) aBnsetca
obuenpusHaHHbIM cTaHgapTom ans obecnederus VolP. SIP saBnsietcs
NPOTOKOITOM YPOBHS MPUMNOXEHUSA (CUrHaNbHbIW NPOTOKOM), KOTOPbIVA
obecneynBaeT yCTaHOBKY, MPOBEAEHNE N 3aBEPLUEHNE rONOCOBbIX U
MynbTMMEaAMa CeaHCoB CBA3W NO VIHTEpHeET.

SIP nepepnaetcsa B ocHoBHOoM no UDP (MpoTokon nepenayun gentarpamMmm
nonb3oBarensi), HO MOXeT nepegasaTbes Takke No TCP ¢ ucnonb3oBaHvem
HomMepa nopTa no ymonyaxuto 5060.

FTP

MpoTokon nepegayn annos NO3BOMSET OCYLLECTBNATL ObICTPYO Nnepefavy
¢annos, B TOM Yncne ¢annos 60nbLIOro pasmepa, KoTopble HEBO3MOXHO
nepecbinaTtb C NOMOLLbIO 3MeKTPOHHOW noyThl. Cnyx6a FTP ucnonbayet nopt 21.

E-Mail

OneKTpoHHas noyTa Nno3BosisieT nepeaaBaTb COOOLLEHUS MO KOMMbIOTEPHON CEeTH
KOHKPETHOMY NOSIb30BAaTENIO UM rpynne norb3oBatenei. CyLiecTByeT HECKOMNBKO
MOPTOB, UCMOMb3YEMbIX MO YMOMYAHWIO AJ151 ANEKTPOHHOMN NOYTbI:

POP3 - nopt 110
IMAP — nopt 143
SMTP — nopt 25
HTTP — nopt 80

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W 127




maBa 13 YnpaeneHne NponyckHON CNOCOOHOCTbLIO

Tabn. 41 HacTpovika ynpaBneHusi NponyckHOM cnocobHOCTbIO: Crny6bl (NpoaomKeHme)

CNYXBA

OMNNCAHUE

BitTorrent

BitTorrent — aTo 6ecnnatHbIN MHCTPYMEHT P2P (Touka-To4ka), N03BonsoLwunii
pacnpocTpaHaTb 6onbluve o6bembl NporpaMMHoro obecneyveHuns u annos
MynsTUMeana Yepes noptbl 6881-6889. BitTorrent Tpebyer camocToaTensHOrO
noucka cavina ¢ TexHonoruen noncka. OH pacnpocTpaHaeT annbl nyTem
06beanHeHUst 1 OOMEHA, T.e. KIMEHT 3arpyxaeT han ManeHbKUMMN YacTaMu 1
AennTcst UMK C APYrMMK y3namu, YTo6bl MonyyYnTb ApYryto NonoBuHy danna.

MSN Webcam

Cnyx6a MSN (Message-switched network — ceTb ¢ koMMyTaLuel coobLLeHNIA)
MO3BONSET NOMb30BaTENsAM 06LATLCA B MHTEPAKTUBHOM PEXUME U OTNPaBNsaTb
MrHOBEHHble coobLeHuns. [Npu ncnonb3osaHny knneHta MSN 1 npu Hanuuun
Beb-kamepbl Nonb3oBaTeny MoryT OTNPaBnsATe N306paxxeHns n otorpadumn B
peanbHOM peXxuMe BpeMeHN BMECTe C COOBLLEeHNAMMU.

WWW

BcemupHas naytnHa (World Wide Web — WWW) — 310 cuctema B VIHTepHeTe,
npegHasHadYeHHas Ans pacnpocTpaHeHns rpaduyeckon N TEKCTOBOW
WHdOpMaLWK, CBA3aHHON CChINkamu, Ha OCHOBE NMPOTOKOna nepegayv
runeptekcta (Hyper Text Transfer Protocol — HTTP). HTTP — a1o npotokon Tuna
KnueHT/cepsep, paspaboTtaHHbii ans WWW. Cuctema Web He siBnsieTca
CMHOHUMOM WHTEpHET; TOYHee, OHa SIBMSETCA OQHMM 13 cepBucoB VHTepHerTa.
Opyrumn cepsucamu MiHTepHeTa aBnaoTcs MHTepHeT-4aThl (rmobanbHas
cucTema, NocpedCcTBOM KOTOPOW MoMb3oBaTeny MoryT obLarbcst Apyr ¢ ApPYroM B
peanbHOM BpeMEHW) U HOBOCTHbIE IpynMbl (CeTeBas cnyxba, paccbinaroLlas
UHopMauumio no onpeaeneHHon teme). K cnyx6e Web MOXHO nogknioumnTbes ¢
nomoLubto 6paysepa.

13.6.1 CnyXx6bl 1 HOMepa NopToOB

B cnenyromeit Tabmure mpuBeIeHb HaHOOJIee YacTO MCIIOIb3yeMblIe CITY>KOBI B HOMepa
opToB. JlonomHUTENBbHYIO HHDOpMauIo 1o HoMepaM opToB cM. B RFC 1700. Psmom ¢
HAa3BaHUEM CITY>KOBI pacIoNararoTCs J[Ba Mo B CKoOKaxX. B mepBoM mmosie yKa3pIBaeTCs TUI
npotokoia [P (TCP, UDP unu ICMP). Bo Bropom — HoMep mopta [P 11 nanHo# ¢y xKOBbl.
Crnenyer yuecTsh, 4To THII IpoToKosa IP MoxxeT ObITh He onuH. Hampumep, mis ciyx661 DNS
(UDP/TCP:53) o3nagaer UDP-mopt 53 u TCP-mopt 53.

Tabn. 42 HaubGonee 4acTo UCMNONb3yeMbIE CIYXObI

CNY>KBA

OMUCAHME

AIM/New-ICQ(TCP:5190) Cucrtema nepecbinku coobueHnn B cetn NHTepHeT,

npepoctasnsiemas koprnopauuen AOL, ncnonb3syetca cnyxoon ICQ
KaK OXuaatoLLMiA NopT.

AUTH(TCP:113)

MpoTokon ayTeHTUdUKaLmMmM, UCNOMb3yeMbli HEKOTOPbIMU
cepBepamu.

BGP(TCP:179)

MpoTtokon BGP (norpaHn4HbIn MEXCEeTEeBOW NPOTOKON).

BOOTP_CLIENT(UDP:68) Knnent DHCP.

BOOTP_SERVER(UDP:67) Cepsep DHCP.

CU-SEEME(TCP/UDP:7648, MonynapHoe pelueHne Ans NpoBeAeHNs BUOEOKOH(EPEHLMIA OT

24032)

White Pines Software.

DNS(UDP/TCP:53)

CepBep MMeH JoMeHOB — cnyxba, onpeaenstoLLas CooTBETCTBME
web-nmeH (Hanpumep, www.zyxel.com) n Homepos |P.

FINGER(TCP:79)

Finger — komanga ansa UNIX nnm UHTepHert, ucnonsdyemas ans
NpPOBEpPKN HaxoXAeHWs Nonb3oBaTens B CETU.

FTP(TCP:20.21)

MpoTokon nepeaayn channos, NnporpamMmma ansa obICTpor nepegayn
¢annos, B TOM vncne gannos 6onbLIOro pasmepa, Kotopble
HEBO3MOXXHO MepechinaTe CpeacTBaMmn ANEKTPOHHOW MOYThI.
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Tabn. 42 Hawnbonee 4acTo ncnosnb3yemblie Criyxobl

CNYXXBA OMUCAHUE
H.323(TCP:1720) Mpotokon ans Net Meeting.
HTTP(TCP:80) MpoTokon nepenayn runepTekcTa — NPOTOKON YPOBHS KIUEHT/

cepsep gnsa WWW.

HTTPS (TCP:443)

[MpoTokon 3alyLLEeHHO Nnepegaymn TEKCTOB, HacTo UCMONb3yeMbli B
3MNEKTPOHHOW KOMMEPLUN.

ICQ(UDP:4000)

I'IonynﬂpHaﬂ cuctemMa MHTEPAKTUBHOIO obLeHns B WHTepHeT.

IKE(UDP:500)

Anroputm obmeHa kntovamu B IHTEpPHET, ncnonb3yeTcs Ans
pacnpefeneHns 1 ynpasneHns Krovamu.

IPSEC_TUNNEL(AH:0)

3Ty cnyx06y ncnonb3yeT NpoTokon TyHHenupoeaHus IPSEC AH
(3aronoBok ayTeHTUdMKaLMM).

IPSEC_TUNNEL(ESP:0)

9Ty cnyx06y ucnonb3yeT NpoTokon TyHHennposaHus IPSEC ESP
(MpoTtokon obecneveHns 6e3o0NacHOCTV MHKaNCyNALUnm).

IRC(TCP/UDP:6667)

Eule oaHa nporpaMmMa MHTepakTUBHOMO 06LLeHust B MIHTepHerT.

MSN Messenger(TCP:1863)

MpoTokon ansa nepenayn coobueHnn B cetax Microsoft.

MULTICAST(IGMP:0)

Internet Group Multicast Protocol (LLnpokoBeLuaTenbHbI NPOTOKON
B3anMoAencTBMA rpynn B cetn IHTepHeT) ncnonb3yeTtcsa ans
OTMpPaBKU NAKETOB ONPeAENEeHHbIM rpyrnnam y3rnos.

NEW-ICQ(TCP:5190)

MporpaMma Ansi oGMeHa TEKCTOBLIMU COOBLLEHUSMU MEXTY
aboHeHTamu ceTu Internet B peansHOM BpeMeHMU.

NEWS(TCP:144)

[MpoTokon Ang rpynn HOBOCTEN.

NFS(UDP:2049)

CeteBas channosas cuctema — NFS, pacnpegeneHHas cavinosas
cnyx6a knuneHTt/cepsep, obecneynsaroLlas NPo3payHoe COBMECTHOE
ucnonb3oBaHve annos B CETU.

NNTP(TCP:119)

Network News Transport Protocol (CeTeBol npotokon nepegayn
HOBOCTEW) — cucTema gocrtasku Ans rpynn Hosocten USENET.

PING(ICMP:0)

Packet INternet Groper ([akeTHoe axo-TecTupoBaHue B VIHTEpHET) —
3TO NPOTOKOI, KOTOPbIV NOCkINaeT axo-3anpockl ICMP ansa nposepku
OOCTMXKMMOCTU yAaneHHoro yana.

POP3(TCP:110)

MouToBbIN NPOTOKON Bepcun 3, NO3BOMSIET KITMEHTCKOMY
KOMMbIOTEPY NOMyyaThb 3NEKTPOHHYHO NoyTy ¢ cepeepa POP3,
ucnonb3ysi BpemeHHoe coeamHenune (TCP/IP vnu gpyroe).

PPTP(TCP:1723)

Point-to-Point Tunneling Protocol (MpoTtokon TyHHenupoBaHus
«TOYKa-TouYKa») obecneymBaeT 6e3onacHyto nepegadvy AaHHbIX B
06LLeoCTyMNHbIX CETAX. JTO KaHan ynpasneHus.

PPTP_TUNNEL(GRE:0)

Point-to-Point Tunneling Protocol (MpoTtokon TyHHenupoBaHus
«TOYKa-TouYKa») obecneymsaeT 6esonacHyto nepenadvy AaHHbIX B
06LLEea0CTYNHbIX CeTAX. JTO KaHan nepeaavn AaHHbIX.

RCMD(TCP:512)

YaaneHHoe ynpasrneHne KoMaHaHON CTPOKOWN.

REAL_AUDIO(TCP:7070)

CucTtema npsiMoro BoCnpousseaeHns 3syka, obecrneunsaer
nepegady ayaMonoTOKOB B CETU B pearibHOM BPEMEHU.

REXEC(TCP:514)

Daemon-cny>K6a yOaneHHOoro BbIMONTHEHNA KOMaHA.

RLOGIN(TCP:513)

YpaaneHHas peructpaums.

RTELNET(TCP:107)

YaaneHHbIn gocTtyn Yyepes Telnet.

RTSP(TCP/UDP:554)

Mpotokon (Real Time Streaming — MNpoTokon Bocnpon3segeHns B
pearnbHOM BpeMeHW) — 3TO yaarneHHoe ynpasrneHue ans
MynsTumeana B IHTepHeTe.

SFTP(TCP:115)

[pocTon npoTokon nepegayn annos.

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W
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Tabn. 42 Hawnbonee 4acTo ncnosnb3yemblie Criyxobl

CINYXXBA

OMNCAHME

SMTP(TCP:25)

Simple Mail Transfer Protocol ([pocTon npoTokon anekTpoHHON
NoYyTbl) — CTAHAAPTHBIN NPOTOKON 06MeHa CoobBLLEeHUAMN AN ceTn
WHTepHeT. SMTP obecneumBaeT nepechbIniky COOOLEHMI C OQHOTO
NoYTOBOro cepBepa Ha OpYyrom.

SNMP(TCP/UDP:161)

Simple Network Management Program (MpocTow npoTokon
yNpaeBneHns CeTbHO).

SNMP-TRAPS(TCP/UDP:162)

Cuctema peructpauum cobbituii B notoke SNMP (RFC:1215).

SQL-NET(TCP:1521)

Structured Query Language (A3blk CTPyKTYpMpPOBaHHbIX 3anpoCcoB)
npeactaenseT cobon nHTepdenc ans octyna K JaHHbIM Ha
pasnunyHbIX TUNAax cUCTEM 0a3 AaHHbIX, BKIHOYasi yHUBEpCcarbHble
BbIYNCINTENBbHbIE MALUMHBI, CUCTEMbI CPEeaHEN
npoussogutenbHocTn, cuctembl UNIX 1 ceTeBble cepBepbl.

SSH(TCP/UDP:22) Mporpamma 6e3onacHon yaaneHHoW perncTpaumu.

STRM WORKS(UDP:1558) MpoTokon nepegaym notokoB Stream Works.

SYSLOG(UDP:514) CucTeMHbIV >XypHarn — NO3BONSAET OTNPaBNSTh XypHarbl CUCTEMbI
cepsepy UNIX.

TACACS(UDP:49) Login Host Protocol (MpoTokon pernctpauum y3na), ucnonb3yeTcs
anst TACACS (Terminal Access Controller Access Control System —
Cuctema ynpaeneHust 4OCTYNOM Ha OCHOBE KOHTponepa A4ocTyna K
TepmuHany).

TELNET(TCP:23) Telnet — npoTokon perncTpauuy n amynauumn TepmmnHana, oowmmn ans
cpenbl HTepHeT 1 UNIX. OH paboTaeT B cetsaix TCP/IP. Ero rnaBHas
yHKUMS 3aKrovaeTcs B 06ecneyeHnn perncTpaumm nonb3osarenen
Ha yaaneHHbIX y3nax.

TFTP(UDP:69) Trivial File Transfer Protocol (YnpoLieHHbI npoTokon nepegaym

¢annoB) — 310 NpoTOKON Nepenayn gannos B IHTepHeT, NogOGHbIN
FTP, Ho ncnonbaytowuin UDP (MpoTtokon nepegaun gentarpamm
nonb3oBarens), a He TCP ([poTokon ynpasneHus nepegadqen).

VDOLIVE(TCP:7000)

Ewe ogHa nporpamma Ans BUAEOKOHMEPEHLUIA.

13.7 CrtaHpapTHbIe Knaccbl U NPUOPUTETbI yNpaBreHus
NPONYyCKHOWU CMOCOOHOCTLIO
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Ecnu mpu BKITIOYSHUH YIIPABJICHUS TTOJIOCOH MPOITYyCKaHUS HE HACTPOUTH IMPABUIIO TS
KpUTHYIHOTO Tpaduka, HaripuMep, VolP, To BO3MOKHA 3aepKKa 3TOTO TOJIOCOBOTO Tpaduka
M3-32 HEIOCTaTKa MPOMYCKHOH criocoOHOCTHU. [Ipn BKIFOUEHHH aBTOMATHYECKON
knaccudurarmu Tpaduxa Ha NBG334W, Tpaduky, KOTOPbIi HE OAMAIACT HU O/ OJTHO
3a/IaHHOE TIOJIE30BaTENIeM MIPABUIIO, IPEOCTABIISICTCS CTAHAAPTHBINA KIJIACC U IPUOPUTET
YIIpaBJICHHS MIPOITYCKHOM crocoOHOCThIO. Kitaccudukarus Tpaduka BEITIONHSICTCS HA OCHOBE
ero tumna. Tpaduk, meperaBaeMblil B pealbHOM MaciTabe BpeMeHH! BCETIa MMeeT
MTOBBIIIIEHHBIA TPHOPUTET 110 CPABHEHHIO C TPAPHUKOM IPYTUX THUIIOB.
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B cnenyromeit TabmuIie MpUBeIeHBl PUOPUTETHI I TPEX CTAaHAAPTHBIX KIACCOB

(AutoClass_H, AutoClass_M u Default Class) i onpeenseMbIX MOIb30BaTENSIMHU ITPABHUIL.

6 03HaYaeT caMblil BEICOKUN IPUOPUTET.

Tabn. 43 T[lpropuTeT ynpaBneHnst NponyckHOW CNOCOBHOCTBLIO AN CTaHAAPTHbIX KNaccoB

TUMN KINNACCA

NMPUOPUTET

User-defined with high priority (Onpegensembiii
nonb3oBaTernieM ¢ BbICOKUM MPUOPUTETOM)

6

AutoClass_H

User-defined with high priority (Onpegensembii
nonb3oBaTeriemM Co CPEAHUM NPUOPUTETOM)

AutoClass_M

User-defined with high priority (Onpegensembii
nonb3oBaTernieM ¢ HU3KMM NPUOPUTETOM)

Default Class (CtaHgapTHbI knacc)

13.8 OO6uwan HacTpouKa ynpaBrieHUA MPONYyCKHOMN

CMNOCOOHOCTbLIO

lenkaute Management (Ynpasienue) > Bandwidth MGMT (YnpasiieHue nponyckHoii

CIOCOOHOCTBI0), YTOOBI OTKPHITH OKHO 001l (General) HacTpOIKK MPOITYCKHOM

CIIOCOOHOCTH.

Puc. 55 Management (YnpaeneHue) > Bandwidth MGMT (YnpasneHue nponyckHon

cnocobHocTbo) > General (O6Lmne HacTpoWiku)

Service Management

¥ Enable Bandwidth Management
¥ Enable Automatic Traffic Classifier

Reset |

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 44 Management (Ynpasnexue) > Bandwidth MGMT (YnpaeneHue nponyckHOn
cnocobHocTbo) > General (O6Lwue HacTpowiku)

NOnE OMNMUCAHUE

Enable Bandwidth | YcTtaHoBuWTe 3TOT chnaxkok, 4ToObl BKNIOYUTL YNpaBneHne nponyckHOM
Management CMOCOOHOCTBIO Ha MHTepHeT-UueHTpe NBG334W.

(BrntounTs Bkntounte ynpaBneHue nponyckHOM CNoCOBGHOCTLIO, YTOObI HAa3HaUYUTL TpadUKy,
ynpaenexue KOTOPbIV COOTBETCTBYET NpaBumIly, MPUOPUTET Had TPadmKoM, KOTOPbIV He
NpomnyCkHON COOTBETCTBYET NpaBury yrnpasreHnsi NPonyCKHOM CrOCOBGHOCTbIO.
CnocobHOCTbI0)

BkntoueHvie npaBwmna ynpasneHust NponyckHOWM COoCOGHOCTbLIO NO3BOIAET TakkKe
KOHTPONMPOBaThL MakcMMarbHY UMY MAHUMAnbHYH BETNWMYUHY MPOMYCKHOM
CNocoBHOCTH, KOTOpasi MOXKET MCMOSb30BATLCA TPAPUKOM, COOTBETCTBYIOLLIMM
npaBuny yrnpasreHusl NPoMyCcKHON CNOCOBHOCTbIO.

Enable Automatic
Traffic Classifier

370 none ncnonb3yeTcs TONbKO B TOM Cryyae, ecnu yCTaHOBNEeH braxok B
norne Enable Bandwidth Management (BknounTtb ynpaBneHue nponyckHoOn
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(BkntounTb CNOCOGHOCTLI0).

aBToMaTU4eCcKyto YcTaHoBWTE 3TOT chnaxok, YToObl BKNIOYNTL YNpaBneHne nponyckHOM

Knaccugukaumio CrnocoBHoCTbIO Ha HTepHeT-ueHTpe NBG334W Ha ocHoBe CTaHAapTHbIX

Tpaduka) knaccos. [pu aToM nakeTbl, NnepefaBaemble B peanbHOM MacliTabe BpeMeHu,
Hanpumep, Tpadwuk VolP, 6yoyT nepenaBaTtbCsi C NOBbILLEHHBIM MPUOPUTETOM.

Apply (MpumenuTs) | WenkHute Apply (MpuMeHNTB) ONA coXpaHeHWs MPOM3BEAEHHbIX HACTPOEK.

Reset (Copoc) HaxmunTe Reset (C6poc), 4ToObl Ha4YaTh HACTPOKKY 3aHOBO.
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13.9 PacwupeHHas HacTpomKa ynpaBneHusi NPonyCKHOMU
CNOCOOHOCTbLIO
[enxaute Management (Ynpaiaenue) > Bandwidth MGMT (YnpagieHue nponycKHoi

cnocodHocThI0) > Advanced (JJonmoaHuTENBbHO), YTOOBI OTKPHITH OKHO PaCIIMPeHHO
(Advanced) HacTpOWKHU MPOITYCKHOM CITOCOOHOCTH.

Puc. 56 Management (YnpaeneHue) > Bandwidth MGMT (YnpasneHue nponyckHon
cnocobHocTbo) > Advanced (JononHuTensHo)

Management Bandwidth
Check my upstream bandwidth  Detection | akbps
Upstream Bar’n:lvxm:lthl1DDDDD (kbps)(10 kbps reserved)

application List
1 O wBox Live IH\gh - E
2 () YoIF (SIP) [High = -4
3 O FTP IH\gh -~ F
4 r E-Mail IH\gh - =
5 O BitTorrent IH\gh - [E
6 (] MSN Wehsam IH\gh -~ F
7 r WU IH\gh - =

user-defined Service
1 r [Totan =] [ [rign =] E @
z r [ToLan =] [ [Hioh =] E W
3 r [ToLan =] | [Hioh =] E @
4 I [ToLan =] [ [High =] B o
5 [l [ToLan =] [ [High =] B o
6 - [Totan =] [ [High =] E
7 r |Tatan =] | [High =] E W
8 I [ToLan =] [ [Hioh =] E @
9 [l [ToLan =] | [High =] B @
10 - [ToLan =] [ [Hioh =] B

Apply I Reget

B cnemyromeit TabmuIe JaHBI OMMMCAHMSI TTOJIEH STOTO OKHA.

Tabn. 45 Management (Ynpasnexue) > Bandwidth MGMT (YnpaBneHue nponyckHon
cnocobHocTbo) > Advanced (JononHuTensbHo)

NONE OMUCAHUE
Check my upstream HaxmuTe kHonky Detection (O6HapyxeHue), 4Tobbl NpoBEPUTL
bandwidth (MpoBepuTb LUMPVHY NOMOChI MPONYCKaHMUS BOCXOASLLEro NOTOKa.

NPOMYCKHY0 CnocobHOCTb
BOCXOASILLIEro NoToKa)

Upstream Bandwidth BeeauTe WvpuHy nonockl nponyckaHusa Tpaduka B Kéut/c (ot 2 oo
(kbps) (Bocxoaswwmmn notok | 100 000). Pekomengyetca ykasbisatb 20-20 000 Kéut/c.
(8 Kburt/c)) Takke He peKOMEH/YETCS YKa3blBaTb CKOPOCTb, GOMbLLYIO, YeM

CKOPOCTb NPOMyCKaHNs YCTPONCTBa, nogknoyeHHoro k nopty WAN.
Hanpumep,ecnun ckopoCTb BOCXOASLLEro NnoToka yCTPOMCTRA,
nopakntodeHHoro k nopty WAN, coctaenset 1000 Kéut/c, yctaHoBUTE
MMEHHO 3Ty CKOPOCTb (MNN MEHEE).

Application List (Cnncok Mo3BonseT yka3aTb OO0 NPOMYCKHOW CMOCOBHOCTU ANS KaXaon u3

NPUNOXEHNIN) onpegerneHHbIX cryxo.

# OTO HOMEpP KOHKPETHOIO Npaswusa ynpasneH1s NponyckHOM
CMOCOBGHOCTLIO.
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Tabn. 45 Management (Ynpaenenue) > Bandwidth MGMT (YnpaBneHue nponyckHOn
crnocobHocTbio) > Advanced (JononHuTenbHo) (NPOAOIHKEHME)

MNOJE

OMNCAHUE

Enable (Bkntountsb)

YctaHoBuTe B 3TOM none dpnaxok, 4tobel NBG334W npumeHsan gaHHoe
npaBumo ynpasneHns NPOonyCcKHON CMNOCOBGHOCTLIO.

Service (Cnyxb6a)

B atom none 0T06pa>KaeT09| Ha3BaHune CJ'Iy)K6bI.

Priority (MpuopwuTeT)

BbiGepuTe npruopmTeT M3 packpbiBaroLLerocsi cnicka. BapmnaHtamum
asnsoTcs: High (Bbicokui), Mid (CpegHun) unn Low (Huskun).

Advanced Setting
(OononHuTenbHas
HacTpovika)

LenkHuTte 3Havok Edit (MpaBka), 4Tobbl OTKPLITE OKHO Rule
Configuration (HacTtporka npaBuna), B KOTOPOM MOXHO U3MEHUTb
npasuso.

User-defined Service
(Cnyx6a, onpeneneHHasa
nonb3oBaTtenem)

B aaHHoM Tabnuue MOXHO yka3aTb A0S0 MPONYCKHOM CNOCOGHOCTM Ans
KOHKPETHbIX NMPUITOXEHNM U NOACETEN.

#

OTO HOMEp KOHKPETHOIO NpaBuria ynpaeneHust NponycKHOM
CNOCOBHOCTLIO.

Enable (Bkntountb)

YcTaHoBWTE B 3TOM nore dpnaxok, 4Toobl NBG334W npumeHsn gaHHoe
NpaBuIio ynpasneHns NpomnyckHOW CNOCOBHOCTBLIO.

Direction (HanpaBneHue)

Bbi6epute BapnaHT To LAN (B nokanbHyto ceTb), 4To6bI paspeLmTs
nHTepHeT-UeHTpa NBG334W ynpaBnatb TpacdukoM, NOCTynatoLwmm B
TNOKanbHy CEeTb.

Bei6epute BapnaHT To WAN (B rmo6anbHyto ceTb), 4TOObI pa3peLunTb
nHTepHeT-UeHTpy NBG334W ynpaensTb TpacmkoM, oTnpaeBnsemMbiv B
rnobanbHyto ceTb.

Beibepute BapnaHT To WLAN (B 6ecnpoBoaHyto nokasnbHYH CeTb),
4YTOGbI pa3pewmnTb UHTEPHET-LeHTPY NBG334W ynpaensaTe Tpadgumkom,
nocTynawoLmm B 6ecnpoBogHyH0 NoKanbHyo CeTb.

Service Name (HassaHue
cnyx6bl)

Beegute onuncartensHoe nMms anuHon He 6onee 19 andaBuTHO-
LMPOBbLIX CMMBOSIOB, BKOYas nNpobGerbi.

Priority (MpuopwuTeT)

BbiGepuTe npruopuTeT M3 pacKkpbiBaloLLerocsi cnicka. BapnaHtamum
asnsTes: High (Beicokui), Mid (CpeaHun) unu Low (Huskun).

Modify (N3meHnTb)

LLenkHuTte 3Havok Edit (MpaBka), 4Tobbl OTKPLITE OKHO Rule
Configuration (Hactpowka npaBuna). B 3T0M OkHe MOXHO co3aaTb
HOBOE UNW U3MEHUTb CyLLieCTBYloLLee npaBuno. bonee nogpobHyto
MHdopmavnmto cm. B Pasg. 13.9.2 Ha c. 136.

0ns yoaneHus npaBuna LenkHWTe 3Ha4yok Remove (YaanuTh).

Apply (MpumeHnTb)

LWenkHnte Apply (MpuMeHnTBL) ONs COXpaHEHUS NPOUN3BEAEHHbIX
HaCTpOeK.

Reset (Cbpoc)

Haxmunte Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.
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13.9.1 Hactpouka npaBuna gna ctaHgapTHOM CrnyXObl

Jis penakTipoBaHUs IpaBHUiIa YIPaBISHHUS MPOIMYCKHOMN CIIOCOOHOCTHIO IS CTAHAapPTHOM
ciryx0b1 nHTepHET-TIeHTpa NBG334W menkaure 3Hauok Edit (IIpaBka) B Tabmuie
Application List (Cnucox npuioskennii) okHa Advanced (JononuurenasHo). [TosButcs

cJIeayromniee OKHO.

Puc. 57 Management (Ynpasnexue) > Bandwidth MGMT (YnpaeneHue nponyckHon
cnocobHocTbo) > Advanced: Rule Configuration (JononHuTenbHO: HacTporka

Rule Configuration
1 I LaN Minimum Banctwicth v [io (kbps) TGR/UDP
2 4 WAN Mrimum Banchwicth =] [io (kbps) TGR/UDP
3 I3 WLAN Mrimum Banchwicth |+ [io (kbps) TGP/UDP
oK Gancel

B cnenyromeit TabmuIe JaHBI OMMMCAHMS TIOJIEH STOTO OKHA.

Tabn. 46 Management (Ynpaenenue) > Bandwidth MGMT (YnpasneHue nponyckHon
cnocobHocTbio) > Advanced: Application Rule Configuration (JononHuTteneHo:
HacTpowvka npasuna NpUnoXeHus)

MNMOnE OMNMUCAHUE
# OTO HOMEpP KOHKPETHOro NpaBuna ynpaeneHnsi MponyCckHON CNOCOBGHOCTLIO.

Enable (Bkntountsb)

[ns BKNOYEHUS ynpaBneHus NponyckHOM CMOCOBHOCTBIO TOTO MW UHOTO
nHTepdenca nocTaBsTe ONaXKoK HANPOTUB €ro Has3BaHwus.

Direction 31K nons «ToNbKO ANs YTeHNUsi» 06o3HaYatoT usmdeckme nHTepdencoI.
(HanpaeneHue) YnpaBneHne nponycKHOM CNOCOOHOCTBLIO NPUMEHSETCS KO BCEMY TpaduKy,
BbIXOAALLEMY Yepes MHTepdenc MapLupyTM3aTopa, He3aBMCMMO OT UCTOYHMKA
aToro Tpaduka.
MepeHanpasneHue Tpaduvka n ncesaoHMMbI I[P MoryT Bbl3BaTb Tpaduk Mexay
nokanbHbIMKU CeTIMU, KOTOpbIN npoxoauT Yepe3 NBG334W, n cnegosartensHo,
perynupyeTtcsa cucTemMou ynpasneHus NPOonyckHOM CrnocoBHOCTbIO.
Bandwidth Bbibepute BapnaHT Maximum Bandwidth (MakcumanbHasi nponyckHas
(MponyckHasa cnoco6HocTb) nnn Minimum Bandwidth (MuHMmanbHas nponyckHas
CMocobHOCTb) CNOCOBHOCTb) 1 YKaXUTe, COOTBETCTBEHHO, MakCUMaribHY UMW MUHUMarbHYO

MPOMYCKHYI0 cnocoBHOCTb B KOGUT/C, paspeLleHHyto NpaBuiom.

Destination Port
(MopT nonyvarens)

OT10 HOMep nopTa nonyyarens. MIHdopmaunsi 0 pacnpocTpaHeHHbIX cryxbax n
HOoMepax nopToB: cM. Tabn. 42 Ha c. 128.

Source Port (MopT

370 HoMep nopTa oTnpasuTens. VHdopmaumsa o pacnpocTpaHeHHbIX crnyxbax 1

UCTOYHMKA) HOMepax NopToB: cM. Tabn. 42 Ha c. 128.

Protocol 370 npotokon (TCP unu UDP), ncnone3yembiv criy60oi.
(MpoTtokon)

OK Haxmute kHonky OK ansi coxpaHeHusa Npon3BeaeHHbIX HAaCTPOEK.

Cancel (OTMeHUTb)

Haxxmute kHonky Cancel (OTmeHa), 4Tobbl BLINTU U3 9TOTO OKHa 6e3
COXpaHeHWs N3MEHEHWN.
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13.9.2 HacTtpounka npaBuna ansa nonb3oBaTesfIbCKOU CNyXObl

Urto0bl1, B OMTOTHEHHE K CTAaHAAPTHBIM CTyk0aM, CO3/1aTh MPABUIIO YIIPABIEHUS IPOITYCKHON
CITOCOOHOCTRIO JUTSI IPYTHX MPIIOKEHUH 1 ToaceTe, menkauTe 3Hadok Edit (IIpaBka) B
tabnuie User-defined Service (Ilonb3oBaTennckas ciayx0a) okHa Advanced
(JomonnutenbHno). [TosButTcs cnemyroiiee OKHO.

Puc. 58 Management (Ynpasnenue) > Bandwidth MGMT (YnpaBneHue nponyckHon
cnocobHocTbo) > Advanced: User-defined Service Rule Configuration
(JononHnTenbHO: HAacTpoWKa NpaBuna A norb30BaTeNbCKON CyXObl)

Rule Configuration

BYW Budget

Destination Address

Destination Port

Source Address

Source Port

Protocol

Destination Subnet Netrask

Source Subnet Metmask

| Minimum Bandwicth > |10 {kbps}
Jooon

[oooo

S

[pooo

[pooo

T

IUser definedll ID

Cancel |

B cnenyromeit Tabnuiie naHbl OMMMCAHUS TOJNEH ATOTO OKHA.

Tabn. 47 Management (Ynpaenenue) > Bandwidth MGMT (YnpaBrneHue nponyckHOn
crnocobHocTblo) > Advanced: User-defined Service Rule Configuration
(JononHnTenbHO: HacTpoka nNpaBuna Ans Norb30BaTENbCKON Cy»KObl)

NONE OMNMUCAHUE

BW Budget BeibepuTe BapnaHT Maximum Bandwidth (MakcumanbHas nponyckHas
(Bropxet cnoco6HocTb) unu Minimum Bandwidth (MuHumanbHas nponyckHas
NPOMyCKHON CNOCOBHOCTB) N yKaXnNTe, COOTBETCTBEHHO, MakCUMasibHYH0 UMM MUHUMATbHYIO
cnocobHocTw) NpPOMyCkHyto cnocobHocTb B KOGKT/C, pa3peLueHHyo npaBuioMm.

Destination Beseaute IP-agpec nony4aTtensa B AeCATUYHOM BUAE C pasaenuTernbHbIMU
Address (Aopec TOYKaMu.

nonyyarens)

Destination Subnet
Netmask (Macka
nogceTu
nony4arens)

Beeaute macky nogcetn nonyyarens. 7o none 6yaeT HeAOCTYNHO, €Ciu He
yctaHoBrneH Destination Address (Agpec nonyyarens). [na nonyyeHus
OOMONHUTENBHOM MHAOpMaumMmM o noaceTsix IP cM. npunoxeHus.

Destination Port
(MopT nonyyarens)

Beegnte Homep nopta nonyyarens. NHdopmauusi o pacnpocTpaHEHHbIX
cnyx6ax n Homepax nopToB: cM. Tabn. 42 Ha c¢. 128.

Source Address
(Anpec ncToyHuka)

BBeauTte IP-agpec nctovHuka B 4ECATUYHOM BUAe C pasgenuTenbHbiMU
TOYKaMMU.

Destination Subnet
Netmask (Macka
nopcetu
WNCTOYHMKA)

BBenuTe macky nogcetu nonyyarens. 3710 none OyaeT HEAOCTYMHO, ECNN He
yctaHoBrneH Source Address (Agpec uctouHuka). [ina nonyveHus
JononHuTensHom nHdopmaumm o nogcetax IP cMm. npunoxeHns.

Source Port (Mopt
WCTOYHMKA)

BeeanTte Homep nopta otnpasutens. MHdpopmaumsa o pacnpocTpaHeHHbIX
cnyxbax n Homepax nopToB: cMm. Tabn. 42 Ha c. 128.
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Tabn. 47 Management (Ynpaenenue) > Bandwidth MGMT (YnpaBrneHue nponyckHOn
crnocobHocTblo) > Advanced: User-defined Service Rule Configuration
(JononHnTenbHO: HacTpoka nNpaBuna Ans Norb30BaTENbCKON CIy»KObl)

NONE ONMUCAHUE

Protocol Bbi6epute npotokon (TCP vnn UDP) nnu yctaHoute User defined
(MpoTtokon) (OnpepensieTca nonb3oBaTenem) 1 BBeAMTE HOMEP MPOTOKoNa (TUn cryxobl).
OK HaxmuTte kHornky OK ans coxpaHeHust Npon3BeaeHHbIX HAaCTPOeK.

Cancel (OTmMeHUTb)

HaxwmuTe kHonky Cancel (OTmeHa), 4To6bl BbIVITU 13 3TOrO OKHa 6e3
COXPaHeHWs N3MEHEHWN.

13.10 MOHUTOPUHTI ynpaBrieHUA MPONYCKHON CMNOCOOHOCTLHO

[enxante Management (Ynpaiaenue) > Bandwidth MGMT (YnpapieHue NponycKHOi
cnoco0HocTHI0) > Monitor (MOHUTOPHUHT), 9TOOB! OTKPHITH OKHO Monitor (MOHUTOPHHT).
OO0paruTe BHUMaHUE Ha WCIIONIH30BaHHE IMPOITYCKHOMW CITOCOOHOCTH IPaBHIIAMH PabOTEI ¢
WAN. 3nech Taxke 0ToOpa)kaeTcsi HCIONIb30BaHUE MTPOIYCKHON CIIOCOOHOCTH OTHOCHTENBHO
ee OromkeTa s Kaxkaoro npasuia. Cepast 4acTh MHAMKATOPA MTOKA3bIBACT HEUCIIOIb3YEMYIO
MPOITYCKHYIO CIIOCOOHOCTD B TIPOLICHTAX, & OPaH)KEBBIN IIBET MOKA3bIBAET UCIIOJIB3YEMYIO
MIPOIMYCKHYIO CLIOCOOHOCTD.

Puc. 59 Management (YnpaBneHue) > Bandwidth MGMT (YnpaBneHue nponyckHom
cnocobHocTbi) > Monitor (MOHMTOPWHT)

Monitor

AutoClass_H

AutoClass_M

Default Class

| | 0 /100000 kbps
0 %

| | 0 /100000 kbps
0 %

| | 0 /100000 kbps
0%
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YpaneHHoe ynpaBrieHue

B 370l mMaBe onUCchIBaIOTCA OKHA YIAJIEHHOTO YIIPABIEHUS YCTPONHCTBOM.

14.1 YpaneHHoOe ynpaBrneHue — oowasn uHgpopmaums

[Tpu moMoIy yaaneHHOro YIpaBIeHHsI MOXKHO ONPENETUTD CIIyKObI/IIPOTOKOJIBI AJIsl JOCTYIa
k NBG334W, unrepoeiic ynpapiaeHus, a TAKKe KOMIBIOTEPHI, C KOTOPBIX MOYKHO BBITIOJIHSATD
yIpaBJIeHNE UHTEPHET-IIEHTPOM.

5 [Mpn ycTaHOBKe NapamMeTpoB KOHMUrypaLumu yaaneHHoro yrnpasneHus,
npegHasHa4YeHHoro Ansa peanusauum yHKUUA yrnpasnieHus Yepes
rnoBaneHyto BblumcnutensHyto cetb (WAN), HeobxogmMmo Takke HacTpouTb
NpaBuIIo MEXCETEBOro aKpaHa paspeLleHns gocTyna K yctponctsy. bonee
noapobHO O HacTpoKrkax NpaBuIT MEXCETEBOrO 3KpaHa CM. rnasbl,
NOCBSILLEHHbIE MEXCETEBOMY IKPaHY.

Bo3MoxxHBI criefyronue pexxumsbl ynaieHHoro yipasienus NBG334W:

*  TONbKO 4epes rmobanbHyt ceTb * OTOBCHOAY (Yepes NnoKanbHyK 1 rnodanbHy
(NHTepHeT) ceTb)
*  TONbKO Yepes riokanbHy CeTb *  OTKMHYEHO

g Mpun BbiIGope WAN (MobanbHas cetb) nnu LAN & WAN (JlokanbHas u
rnob6anbHas ceTb) HEOHBXOAMMO TakKe HaCTPOUTb NPaBUIIO MEXCETEBOIO
9KpaHa Ans paspelleHnst 4oCTyna K yCTPONCTBY.

UTOOBI OTKITIOUNTS yAAJICHHOE YIIpaBIeHHEe KOHKPETHOM CITy»KO0H, BeIOepuTe Disable
(OTKII0YMTH) B COOTBETCTBYIOIIEM Tone Server Access (JlocTym k cepsepy).
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OmHOBpEMEHHO J0ITyCKAaeTCs IPOBEICHUE TOJIHFKO OJJHOTO CeaHca yAaleHHOTO YIIPaBISHHS.
NBG334W aBroMaTndecKu 3aBepIIaeT CEaHC YIAJIEHHOTO YIIPABICHUS ¢ 00JIee HI3KUM
MIPHOPUTETOM, €CITH 3aITyCKAETCsI IPYTOi CeaHC YIAICHHOTO yIpaBICHUs, UMEIOLIHI OoJee
BBICOKUH TIpUOPHUTET. [|JIsI CEaHCOB YIAIEHHOTO YIPABICHUS CYIIECTBYIOT CIEAYIONINE
MIPUOPUTETHI:

1 Telnet
2 HTTP

14.1.1 OrpaHu4yeHuA Ha yaaneHHoe yrnpaBrieHue

VYnaneHHoe ynpaBieHHe Yepe3 JIOKAIbHYIO HIH TII00aIhHYIO CEeTh He OyleT padoTaTh, €CIH:

1 DOra ciyx0a OTKJIIOYEHA B OKHE HACTPONKH YIAJICHHOTO YIPABICHUS.

2 [P-anpec, ycranopnenHblii B moje Secured Client IP (IP-aapec noBepenHoro
KJIMeHTA), He coBnaaaer ¢ [P-anpecom ximenta. B cinydae necosnmagenus NBG334W
HEMENJICHHO 3aBEPIIAeT CEaHC CBS3M.

3 VYke BBINOIHSICTCS APYTON CeaHC YIAICHHOTO YIPABICHHS C PaBHBIM WK OoJiee
BBICOKHM MpUOpUTETOM. OTHOBPEMEHHO JIOIYCKAETCS MIPOBEIEHHIE TOJIBKO OHOTO
ceaHca yJaJIeHHOTO YIIPaBICHHUS.

4 CymecTByeT NpaBHIO MEXKCETEBOIO IKpaHa, OJOKUPYIOIIEe yIaIeHHOE YIIPaBICHHUE.

14.1.2 YpaneHHoe ynpaBneHue n NAT

Ecnu ¢ynkuus Tpanciasiunum cereBbix aapecoB (NAT) BkmroueHa, TO:

* [Ipu ynpasieHuu u3 riobabHON ceTH HeoOxoauMo ucnonb3oBath [P-angpec NBG334W B
Io0aNbHOM CETH;

* [Ipu ympaBiieHHH U3 JTOKAIBHON CETH HEOOX0IUMO HCIToNb30Bath IP-anpec NBG334W B
JIOKAJIbHOW CETH.

14.1.3 Bpemsa npoctos cucrembl

140

MakcumanbpHOe BpeMsl IPOCTOsI CUCTEMBI BO BPEMSI CEaHCa YIPABIECHUS 10 yMOIIAHHIO
ycraHoBieHo Ha 5 MuHyT (300 cexynn). UnTepuer-uentp NBG334W aBromarnuecku
3aBeplIaeT CeaHC yNpaBICHUs IIPU IPOCTOE, IpoAoipKaroLieMcs 0osee 3Toro nepuoga. Ceanc
yIpaBIECHUS HE pa3pbIBAeTCsl, €CIM B OKHE CTaTHCTUKU MTPOBOJUTCS OMPOC CUCTEMBI. Bpems
MPOCTOSI MOXKHO M3MEHHUTD B okHe System (CucTema).
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14.2 OxkHO WWW

Jns u3MeHeHus napameTpoB nogxmoueHuss NBG334W k rno0anbHOM CeTH IENKHATE
Management (Ynpasiienue) > Remote MGMT (YnajieHHoe ynpaBjieHue) JUIst
oroOpakeHus1 oOkHa WWW.

Puc. 60 Management (Ynpaenenune) > Remote MGMT (YaaneHHoe ynpaenexue) > WWW

WY W
Server Port ISD
Server Access LAR it
Secured Client IP Address & al 0 selected ID.D.D.D
Q MNote:

1. For UPnF to function normally, the HTTP service must be available for LAN computers using UPnP.

Apply | Reset |

14.3 YnpaBneHue c nomouwbio Telnet
MoskHO HacTpouTh yaaneHHsri qoctyn k NBG334W uepes Telnet, kak moka3aHo HIKe.
AMUHHUCTpATOp C KOMIIbIOTEPA B yAaJIeHHON ceTH nofkitouaeTcss K NBG334W ¢ momonisio

Telnet.

Puc. 61 Hactporika Telnet B cetn TCP/IP

WHTepHeT :
AN
\ W
“é?(gm;ﬁ"ﬁ;;&)m Monb3oBatens nonyyaet

TenepocTyn K LAN
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14.4 OkHo Telnet

st usmenenus Hactpoek Telnet 8 NBG334W menkuute Management (Ynpapiaenue) >
Remote MGMT (Ynasennoe ynpasienue) > Telnet. [losiButcs cnemyroiiee OKHO.

Puc. 62 Management (YnpaeneHne) > Remote MGMT (YaaneHHoe ynpaeneHue) > Telnet

Telnet

Server Port

Server Access

Secured Client IP Address * all

T celected iD.D.D.D

Apply | Reset |

B cnenyromieit Tabnuie JaHbI OMMMCAHMS TTOJIEH STOTO OKHA.
Tabn. 48 Management (Ynpaenexue) > Remote MGMT (YganeHHoe ynpasrneHune) > Telnet

NONE OMUCAHUE

Server Port Ecnun TpebyeTcs, Homep nopTa cnyx0bl MOXHO M3MEHUTb, HO HEODXOANMO

(MopT cepBepa) | MCnonb3oBaTb TAKOW e HOMep NopTa NPy UCNOMNb30BaHUM 3TOWN CNyx0Obl ANd
yAaneHHoro ynpasneHus.

Server Access Bbibepute nHTEpdENichl, Yepes KOTOPbIE KOMMbIOTEP CMOXET NOMYYnTb JOCTYN K

(Joctyn Kk NBG334W npu ncnonb3oBaHUn 3ToN Cnyxobl.

cepsepy)

Secured Client 3alUMLLEHHBIV KITMEHT — 3TO «A0BEPEHHbLINY» KOMMbIOTEP, KOTOPOMY paspeLlaeTcs

IP Address noakntodatbea K NBG334W npu ucnonb3oBaHuu 3Tom Criyxosbl.

(IP-appec Beibepute All (Bee), 4Tobbl paspelumntb nobomy komnbioTepy goctyn k NBG334W

3allyeHHoro Npy UCMONb30BaHUN 3TOMN CIYXObI.

knuenTa) Buibepute Selected (BbI6paHHBlit), 4To6bl paspelunTb AocTyn k NBG334W
TONbKO KOMMbIOTEPY C yKas3aHHbIM IP-agpecom npu ncnonb3oBaHMm 3TON CRyx6bl.

Apply HaxxmuTte kHonky Apply (MpyumeHnTb), 4TO6BI COXpaHWUTL N3MEHEHHbIE HACTPOWKN

(MpyMeHnTB) 1 BbIATW U3 3TOTO OKHA.

Reset (Cb6poc) Haxwmunte Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.

14.5 OkHoO FTP

C nomompto FTP MOXHO BBITTOJHATH 3arpy3Ky M BBITPY3Ky MuKporporpammsel NBG334W, a

Takxe (ailnoB KOHPUrypaunu, moApodHee CM. TIIaBy O MHKPOIIPOTPaMMe U CONTPOBOXKICHUU

¢aiinoB koHdurypanuu. J{as ucrnonbp30BaHus TaHHON (YHKIIUK HA KOMITBIOTEPE JIOJIKEH OBbITh
ycranoBiieH FITP-kiueHr.

142

st m3menenns Hactpoek FTP B NBG334W menkaute Management (YnpasjieHue) >
Remote MGMT (Ynanennoe ynpaJjenue) > FI'P. IIpu aToMm oTKpoeTcs cieayroiiee OKHO.
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14.6

Puc. 63 Management (YnpaeneHne) > Remote MGMT (YaaneHHoe ynpaeneHue) > FTP

FTP

Server Port |21
Server Access LAk hd
Secured Client IP Address (Gl T selected IEI.EI.IZI.IZI

FTP

Apply | Reset |

B cnenyromeit TabmuIe JaHBI OMMMCAHMS TIOJIEH STOTO OKHA.

Tabn. 49 Management (Ynpaenenue) > Remote MGMT (YaaneHHoe ynpaeneHue) > FTP

NONE OMNMUCAHUE

Server Port (MopT | Ecnu TpebyeTcs, Homep nopTa crnyX6bbl MOXXHO M3MEHUTb, HO HEOBXOAMMO

cepBepa) MCMOMb30BaTb TAKOM e HOMEp NopTa Npu UCMONb30BaHWW 3TOW CnyX6bl Ans
yOaneHHoro ynpasneHust.

Server Access Bri6epuTte nHTEPdENCHI, YEPE3 KOTOPbIE KOMMLIOTEP CMOXET NOMYYUTb JOCTYN K

(Joctyn k NBG334W npwu ncnonb3oBaHUM 3TOW CNyXObl.

cepsepy)

Secured Client IP
Address

3alUNLLEHHBIN KITMEHT — 3TO «4OBEPEHHbIN» KOMMbIOTEP, KOTOPOMY pa3peLlaeTcs
nopkntodatbes K NBG334W npu ncnonb3oBaHny aTOM CRy06bl.

(IP-agpec Beibepute All (Bece), 4Tobbl pa3pelumnTb nobomy komnbtotepy goctyn k NBG334W

3aLlyLLEeHHOro Npu NCMONb30BaHNN 3TON CNYXObI.

knueHTa) Bbi6epute Selected (BbibpaHHbIN), 4TOGLI pa3pewntb gocTyn kK NBG334W
TONbKO KOMMNbIOTEPY C YKa3aHHbIM |[P-agpecom npu Mcnonb3oBaHUM 3TOW CryXObl.

Apply Haxwmute kHonky Apply (MpuMeHUTL), 4TOGbI COXPaHWUTb U3MEHEHHbIE HACTPOWKU

(MpnMeHnTD) 1 BbITWN U3 3TOTO OKHA.

Reset (C6poc) HaxmuTte Reset (C6poc), 4Tobbl Ha4aTb HACTPOIKY 3aHOBO.

OkHo DNS

DNS (Cuctema JOMEHHBIX UMCH) NIpeAHA3HAYCHA JJI OTOOPAXKCHUS JJOMEHHOTO MMEHHU Ha
cooTBeTcTByOmuUi emy IP-agpec m HaoOopoT.

st m3menenns Hactpoek DNS B NBG334W menkante Management (YnpaBieHnue) >
Remote MGMT (Ynanennoe ynpaJijenue) > DNS. IIpu 5ToM 0TKpoeTCs CIEAYIOIIEE OKHO.

Puc. 64 Management (YnpaeneHne) > Remote MGMT (YoaneHHoe ynpaeneHue) > DNS

DNS
DNS
Service Port |f-?
Service Access Lk ot
Secured Client IP Address = all " celected ID.D.D.D

Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 50 Management (Ynpaenexue) > Remote MGMT (YganeHHoe ynpasneHue) > DNS

NONnE OMNMUCAHUE

Server Port (IMopT | Homep cnyxe6Horo nopta DNS — 53, n ero Henb3sa M3MeHUTb 34eCh.
cepsepa)

Server Access Bbi6epute nHTEpdENChI, YEpPE3 KOTOPbIE KOMMBIOTEP CMOXET NOoChinaTh
(JocTyn k NBG334W 3anpockl DNS.

cepsepy)

Secured Client IP
Address

3aLULLEHHBIN KITMEHT — 3TO «4OBEPEHHbIN» KOMMBIOTEP, KOTOPOMY pa3peLuaeTcs
nocbinate NBG334W 3anpockl DNS.

(IP-appec Beibepute All (Bce), 4Tobbl pa3pelumTs NtobomMy KOMNbIOTEPY NOChINaTh

3alymLeHHoro NBG334W 3anpocbkl DNS.

knueHTa) Beibepute Selected (BbiGpaHHbIi), 4To6bl padpewmnts NBG334W nocbinats
3anpocbl DNS Tonbko komnbloTepy ¢ ykasaHHbIM IP-agpecom.

Apply Haxwmute kHonky Apply (MpuMeHuTb), 4ToObl COXPaHUTL M3MEHEHHBIE HACTPOWKN

(MpvMeHnTB) 1 BbIATU U3 3TOTO OKHA.

Reset (Copoc) HaxmuTe Reset (C6poc), 4ToObI Ha4YaTh HACTPOWKY 3aHOBO.
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YHuBepcanbHasa (pyHKUuA
Plug and Play (UPnP)

B nannoii rmase npeacrasiena nHpopmanus o pyakmnun UPnP B Web-konduryparope.

15.1 OnwucaHue yHuBepcanbHou pyHKkuum Plug and Play

VausepcanbHas ¢pyHkuus Plug and Play (UPnP) — 3To pacnpoctpaneHHbII OTKpPBITHII
ceTeBol cranmapt, ucnonssytomuil TCP/IP s obecrieueHns B3anMOIeHCTBHS MEXKTY
YCTPOMCTBaMH B OJHOPAHI0BOM ceTu. YcTpoilcTBoO UPNP MoXeT TMHAMUYECKH MOAKII0YaThCS
K ceTH, rmomydarsb [P-anpec, mpenocTaBisTs CBOM pECYpCHl M cobuparh HHPOPMALIHIO O
JIpyTUX ycTpoiicTBax ceTu. KpoMe Toro, yCcTpoiicTBO MOXKET OeCIpeniaTCTBEHHO U
ABTOMATHYECKH IMOKUIATH CETh, ECIIH OHO OOIBIIIE HE MCIIOIb3YeTCS.

HNucTtpykiuu no HacTpoiike cM. Paza. 15.3 Ha c. 146.

15.1.1 Kak y3HaTtb, ncnonbsyetcs nm UPnP?

Oo6opynoBanne UPnP naeatudumupyercs 3uaukoM B manke Network Connections
(Certesnie nogkmouenust) (Windows XP). Kaxnoe coBmectumoe ¢ UPnP ycTpoiicTgo,
YCTaHOBJICHHOE B CETH, MOSIBIIIETCS B BUJIE OTAEIHHOIO 3HaYKa. BrIOOp 3Ha4Ka ycTpoiicTBa
UPnP no3BosmsieT mony4uTs 10CTYN K HUHPOPMAIIMK U CBOWCTBAaM JIaHHOTO yCTPOMCTBA.

15.1.2 NAT Transversal

Oynknusa NAT Traversal ¢ nognepxkoit UPnP aBromarusupyet npouecc paboTs
npunoxenns gepe3 NAT. Cerebie yctpoiictBa UPnP MoryT aBromarndecku HaCTpanBaTh
CETEBYIO aJIpecalliio, OOBSIBIATH O CBOEM NMPUCYTCTBUH B CETH pyruM ycrpoiicteam UPnP u
IIPOU3BOANUTH OOMEH MPOCTHIMH COOOIIEHUSIMU O IPOTPAMMHBIX IPOAYKTAX U CIIyK0ax.
Oynknus NAT Traversal mo3Bosnsier cienyromiee:

* JluHamMu4ecKoe 0TOOpakeHUE MMOPTOB
» Pacmo3znaBanue o6menoctynHsix [P-anpecos
* Ha3naueHne BpeMEHHU apeH/Ibl ISl OTOOpaKeHHUN

Windows Messenger siBIseTCs IpUMEPOM NPUIIOKEHUS, KoTOpoe nofaepkuBaeT NAT
traversal u UPnP.

s monmyyenus 6onee noapoOHoit nHpopManyu o NAT cM. m1aBy 1Mo TPaHCISLUH CETEBBIX
apecoB.
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15.1.3 lMpeaynpexaeHus no ucnonb3osaHuo UPnP

ABromarndecknii xapakrep npuinokeHui NAT traversal mpu ycTaHOBKE X COOCTBEHHBIX
CITy’K0 M OTKPHIBAHUY TIOPTOB MEKCETEBOTO dKpaHa MOXKET MPUBECTH K MPOOJIEeMaM B
OTHOIIIEHNH OE€30MaCHOCTH CETH. B HEKOTOPBIX CETEBBIX OKPYKEHHSX T0JIH30BaTEId MOTYT
MOJYYUTh JOCTYII K ceTeBOH MH(OPMALMU U KOHPHUTYPALIUH, a TAKIKE K €€ N3MEHEHUIO.

Korna ycrpoiictBo UPnP moakirouaeTcst k ceTd, OHO 0OBSIBIISET O CBOEM MPUCYTCTBUHU C
MOMOIIIbI0 MHOTOAJIPECHOM pacchuiku coo0IeHus. 13 coodpaxenuii 6€30macHOCTH
NBG334W pazpemniaeT MHOTOAPECHYIO PACCHUIKY COOOIIEHHUN TOIBKO I10 JIOKAJTFHOM CETH.

Bce ycTpoticTsa ¢ BritoueHHOM dyHKIIeH UPnP MoryT cBOOOHO B3aMMOACHCTBOBATE IPYT C
IpyroMm 0e3 TOTOTHUTENbHON HacTpoiiku. OTkmounte Gyaknuio UPnP, eciu ee He
MPEAINONAraeTcs UCIOIb30BaTh.

15.2 UPnP u ZyXEL

Kopnopanus ZyXEL nonyunna ceprudukar ot opranuzanuu Universal Plug and Play Forum
UPnP™ Implementers Corp. (UIC). Peannzannsa UPnP xopriopanu Zy XEL nonnepxuBaet
IGD 1.0 (Internet Gateway Device — YerpoiictBo MHTEpHET-TUTIO3a).

IIpumepsl ycTaHOBKM U Hcnionb3oBanus UPnP cM. B ciepyromux pasaenax.

15.3 OkHO UPNnP

146

enkante Management (Ynpasienue) > UPnP 1y oroGpaxkeHust OKHa, TOKa3aHHOTO
HUXE.

Puc. 65 Management (Ynpaenenune) > UPnP > General (O6Lme HacTponkn)

UPnP Setup

Device Mame: ZyXEL MBG318% HomePlug WLAM Router

¥ Enable the Universal Plug and Play {UPnP} Feature
¥ allow users to make configuration changes through UPRP

¥ allaw UPRP to pass through Firewall

Q Mote: For UPnP to function normally, the HTTP service must be available for LAN computers using UPnP.

Apply I Reset |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Ta6n. 51

Management (Ynpaenenue) > UPnP > General (O6wwwne HacTporikn)

NONE

OMNMUCAHUE

Enable the Universal Plug
and Play (UPnP) Feature
(BkntounTb dyHKumo UPNP)

YcTaHoBuTE (hraXkok B 3TOM OkHe ang BkntoveHus UPnP. NomHuTe, 4Yto
nto6or MOXET ¢ NOMOLLbI0 NpunoxeHms UPNP oTKpbITb OKHO
pernctpauun Web-koHdurypatopa 6e3 BBoga IP-agpeca nHtepHeT-
ueHTpa NBG334W (xotsa ans goctyna k Web-koHdmrypaTtopy
Heo6xoQuMo BBECTM Naporb).

Allow users to make
configuration changes
through UPnP (Pa3pewwmtb
nornb3oBaTensm BHOCUTb
N3MEHEHUSI B KOHAUry-
paumio yepe3 UPnP)

YcTaHoBuTe 30ecb hnaxok, YTobbl pa3pelumnTb NPUNOXKEHUAM C
BKMOYEeHHOW doyHKUumen UPNP aBToMaTM4eCcku BbINOMHATL HACTPOMKY
NBG334W ans Toro, 4tobbl OHM MO B3aMMOAENCTBOBATL Yepes
NBG334W. Hanpumep, ¢ nomoLubio o6xoga NAT npunoxenns UPnP
aBTOMaTU4ecKn pesepBupytoT NopT nepeagpecaumn NAT, 4ToObI
B3anMoAeNCcTBOBaTh C Apyrum yctponctsoM UPNnP. 3To ycTpaHseT
HeobXoQUMOCTb PYYHOW HACTPOWKM Nepeagpecaunmn NopToB ANg
npunoxexun UPnP.

Allow UPnP to pass through
Firewall (PaspewuTb
npoxoxgeHne UPnP yepes
MeXCeTeBOW aKpaH)

MocTaBbTe ranoyky, eCrn HyXKHO pa3peLUnTb NPOXoXKAeHWe Tpaduka oT
NPUNOXEHUI, UCMONb3YIOLLNX YHMBepcanbHble cpeacTtea Plug&Play
(UPNP) yepes mexceTeBon 3KpaH.

CHuMUTE chraxok, ecriv MeXCceTeBOoM aKkpaH AOMmKeH BrokupoeaTh Bce
nakeTbl NpunoXxeHuni Ha 6ase UPnP (Hanpumep, naketsl MSN).

Apply (MpumeHnTb)

LWenkHute Apply (MpumeHuTb) Ana coxpaHeHus HacTpoek NBG334W.

Cancel (OTMeHUTB)

HaxwmuTe kHonky Cancel (OTMeHMUTb) Ans Bo3BpaTta K npeablayLumm
COXpaHeHHbIM HacTpoMKam.

15.4 Tlpumep yctaHoBkn UPnP B Windows

B nannom pazgene onucsiBaeTcs yctaHoBka UPnP B Windows Me nu Windows XP.

15.4.0.1 YctaHoBka UPnP B Windows Me

BrimonmauTe cnemyromue neficteus il ycranoBku UPnP B Windows Me.

1 Haxwmure Start (Ilyck) u Beioepute nyHkT Control Panel (Ilanean ynpasiieHus).
JBaxxns! menkHuTe MyHKT Add/Remove Programs (YcranoBka u ynajienue

NMporpamm).

2 Bpribepure 3aknaaky Windows Setup (YcranoBka Windows) u BeIOepuTe
Communication (Css3b) B nojie Components (Komnonenrtsi). Haxxmute Details

(Cocras).
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Puc. 66 YcrtaHoBKka u yganeHue nporpamm: YctaHoBka Windows: CBs3b

Iristall/Uminstall  indows Setup | Startup Disk I
To add ar remove a component, select or clear the check baow. If
the check box iz shaded, only part of the component will be
inztalled. To see what's included in a component, click Details.
LComponents:
[l dddresss Book 1.7MB =]
4 & Communications REME
[ A% Desktop Themes 0.0ME
v fif Games 10.1 MB
[ i Multlanguage Support 00ME |
Space uzed by installed components: 42 4 B
Space required; 0.0mMe
Space available on disk; 2663 MB
Drescription
Includes accessaries to help vou connect to ather computers
and online services.
5 of 10 components selected Cietailz. . |
Have Dizsk... i
QK | Cancel I Spply |

3 B oxae Communications (Ces3b) B osie Components (KoMmoHeHTBI) yCTaHOBHUTE
¢naxok Universal Plug and Play.

Puc. 67 YcrtaHoBka u yganeHue nporpamm: YctaHoska Windows: Cea3b: KOMMOHEHTHI

X

Toinztall a component, select the check bor nest ta the
component name, of clear the check box if you do not want to
inztall it. & shaded box means that anly part of the component wil
be inztalled. To zee what'z included in a component, click Details.

Components;
] g NetMeeting 42ME =]
| &4 Phane Dialer 0.2 ME
™ © Universal Plug and Play 0.4 MB
[ (28 Virtual Private Networking 0.0mME j
Space used by installed components: 42 4 MB
Space required; 0.0mMB
Space available on disk; 3663 MB

Drescription

Uriverzal Flug and Play enables seamless connectivity and
communication between Windows and inteligent appliances.

[tz I
ak. I Canicel |

4 Haxwute OK mis Bo3Bpara B okHo Add/Remove Programs Properties (CBoiicTBa:
YeranoBka u ynajgenue nporpamm) u Haxmute Next (Jamee).
5 Ilpu nosiBeHNH 3ampoca nepe3arpy3uTe KOMIbIOTep.
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YctaHoBka UPnP B Windows XP

Bremonaute crnienyromnye nevictBus ais yecranopku UPnP B Windows XP.

1 Haxwmure Start (Ilyck) u Beidepure mynkt Control Panel (Ilanens ynpasienust).
2 JIpaxnnl menkaure 30a40k Network Connections (CeTeBble NOAKIIOUYEHNS).

3 B okue Network Connections (CeTreBble moak/IH04YeHus1) HoxMuTe KHOKy Advanced
(JomostHUTEBHO) B INIaBHOM MeHIO U BeiOepute Optional Networking
Components... (JlonoJiHUTe/IbHBIE ceTeBble KOMIIOHEHTHL...).

Puc. 68 CeteBble nogkntodeHus

‘.‘_"- Hetwork Connections

File Edit Miew Favorites  Tools BEEERE=8 Help

@ Back - 1]
b

Addres

—~ . Cperator-fssisked Dialing
.ﬁ‘ P %t Dial-up Preferences. .

Metwork, Identification. .,
Bridge Connections

Advanced Setkings. ..
Dptional Networking Components. ..

] |¢_‘, Metwork Connections

IR

Metwork Tasks

4 Tlosensercs okno Windows Optional Networking Components Wizard (Macrtep
YCTAHOBKH JIOTOJHUTEILHBIX ceTeBbIX KoMmoHeHTOB Windows). Beibepute
Networking Services (CetreBble cy:k0b1) B moie Components (KoMmoHeHTbI) 1
Haxxmute Details (CocTas).

Puc. 69 MacTep ycTaHOBKM JONOMHUTENBHBLIX KOMNOHeHTOB Windows

Windows Optional Metworking Components Wizard

Windows Components
Y'ou can add ar remove components of YWindows =P

To add or remowve a component, click the checkbox. & shaded box means that only
part of the compaonent will be inztalled. To zee what's included in a component, click
Dietails.

Components:

O EEJ M anagement and Monitaring Tools 1.9 ME |
= o Metwarking Services 03 ME

| E;] Otker Metwork File and Print Services 0.0ME

Deszcription:  Containg a variety of specialized, network-related zervices and protocols.

Total dizk space required: 0.0 kB

Space available on dizk: 2609 MEB

¢ Back [ Mext > ][ Cancel ]
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5 B oxne Networking Services (CereBble ci1y:k0b1) nocrasbre pnaxxok Universal Plug
and Play.

Puc. 70 CerteBble criyxbbl

Metworking Services

To add or remove a companent, click the check box, & shaded box means that only part
of the component will be ingtalled. To zee what's included in a component, click Details.

Subcomponents of Metwarking Services:

O] JHRIP Listener 0.0 MB
] Simple TCP/IP Services 0.0rB
E:. Uriverzal Plug and Flay 0.2 MB

Deszcrption:  Allows your computer to dizcover and contral Lniverzal Plug and Flay

devices,
Total dizk space required: 0.0MB
Space avallable on dizk: 260.8 MB

[ 18 l [ Cancel

6 Haxwmure OK s Bo3Bpara B okHo Windows Optional Networking Component
Wizard (MacTtep ycTAaHOBKH JONOJHUTEJBHBIX CeTeBbIX KOMIIOHEeHTOB Windows) u
HaxmuTe Next ([JaJjee).

15.4.0.2 Mpumep ncnonbsosaHusa UPnP B Windows XP

150

B stoMm paznene onuceiBaeTcsa ucnons3zoanue Gpynkuun UPnP B Windows XP. @ynkuus

UPnP yxe nomxkHa O0bITh ycTaHoBieHa B Windows XP 1 BKitoueHa B MHTEPHET-LIEHTPE
NBG334W.

Ybenurech, 9T0 KOMIIBIOTED MOonKIItodeH K TopTy LAN maTepHET-11eHTpa NBG334W.
Bxomrounte xommprorep 1 NBG334W.

ABTOMaTu4yeckoe obHapyxeHue ceteBoro yctponcresa UPnP
1 Haxwmure Start (ITyck) u Bei6epure myuakT Control Panel (ITanesns ynpapienns).
HBaxxap! menkauTe 3Ha4ok Network Connections (CeTeBble MOAKIIOUYEHHS).
B paznene Internet Gateway (Lllinio3 B UHTepHeT) oTOOpa)kaeTcst 3HAYOK.
2 [llenxHUTE PaBOil KHOMKOM MBIIIK HA 3TOM 3HaUKe U BbiOepuTe Properties
(CmoiicTBa).
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Puc. 71 CeteBble nogkntoyeHus

"5 Hetwork Connections

File Edit ‘Wiew Favorites  Tools  Advanced  Help

@Eack - =\u_;l fﬁ: {}ﬁ} Search ll_ Faolders v

Address |e;, Metwork Connections

#  Internet Gateway
Metwork Tasks

[nternet Conneckion

Create a new
connection

'j Set up a home or small
aoffice netwark,

'“L Disable this nebwark,
device

Iim Rename this conneckion

# ‘iew status of this
connection

Change settings of this

conneckinn
3 B oknue Internet Connection Properties (CBoiicTBa moakiirouenusi kK UnrepHer),
Haxxvute Settings (HacTpoiiku) a1 IpocMOTpa aBTOMaTHIECKU CO3AAHHBIX IPaBUI
0TOOpaXKeHUs! TOPTOB.

_ Disable
LAM or H  Status

Create Sharkouk

Dielete

i :3:‘ : Renarne

Properties

Puc. 72 Cgonctsa nogknoveHus Kk UHTepHeT

¥ Internet Connection Properties

General |

Connect to the [nternet uzing:

‘ H Intermet Connection ‘

Thiz connection alloves pou to connect ta the Intermet through a
thared connection on anather compter.

| Seftings...

Show icon in notification area when connected

[ Ok ][ Cancel ]
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4 Bpbl MOXeTe PeIaKTUPOBATH WK YAAIST MPaBHIIa 0TOOPAKEHHSI IOPTOB, WIH IIEIKHYTh

o kHonke Add (Jo6aBuTh), 9TOOBI BPYyUHYIO JOOABUTH MPABIIIO OTOOpaKEHUS
MTOPTOB.

Puc. 73 Caoinctsa nogknioveHus Kk UHTepHeT: [JononHUTeNbHbIE HACTPOMKK

Advanceel Frnl_lini_l_z:
Serdce:

Selac e ssrvices Wwnnrd on pour redeark that Infemel useis can

MG marnsoe [192°1EE T G5 BR8] 1EELE TCF
[ memece (192 1621 BE9R58) S 1 UDP
[ marnace (152 16801 917261 | 28007 LIDFP
[# memsge (192160907810 77 TCP

5| R Dgets |

[ ok || Coreel |

Puc. 74 CaoicTtea nogkntoveHus kK UHTepHeT: [JononHuTenbHble HacTpoliku: [JoGaBnUTb
F: ) . —r— =
Service Settings [?] X |

Description of service:

ITest

Mame or IP address [for example 192.168.0.12] of the
computer hogting this service on paur network;

|1EIE.‘IEE=.1.11

E=ternal Part nurmber far this service:
[143 * TP UDP

Internal Part number for this service:;

]143

] | Cancel

5 Ilpwu otkmrouenun ycrporictBa UPnP oT kommbroTepa Bee npaBuiia 0TOOpasKeHUs TOPTOB
ABTOMATHUYECKH YIAISIOTCA.

152 PykoBoacTBO nonb3oBatenst UHTepHeT-LeHTpa NBG334W




maBa 15 YHuBepcanbHasa dyHkuus Plug and Play (UPNP)

6 Brioepute Show icon in notification area when connected (Ilpu noakaroyennu
BbIBECTH 3HAYOK B o0s1acTu yBenomienuii) u Haxmure OK. Ha nanenu 3agaq
MOSIBUTCA 3HAUYOK.

Puc. 75 3Havok B obnacTtu yBegomneHun (Ha naHenu 3agaq)

j.r) Internet Connection is now connected

Click here Far mare information. .

7 JIBaxKIbI ICIKHUTE 3HAYOK JUIT OTOOPAKEHHS TEKYIIETO COCTOSHUS TMOJKITIOYEHUS K
WHtepHeTy.

Puc. 76 CocTtosiHue nogknodeHust K MIHTepHeT

|
! Internet Connection Status

Gereral |
Intermnet G ateway
Status: Connected
Diuration: 00:00:56
Speed: 100.0 Mbp=
Activity
Internet Internet 3 ateway by Computer
Packets:
Sent: g G118
Received: 5943 746
Froperties ] [ Dizable

MpocTton goctyn k Web-koHdurypaTtopy

C nomomsto UPnP BBl MOXeTe MONMy4UTh AOCTYI K Iporpamme HacTpoiiku NBG334W Ha
ocHoBe Web TexHomoruu 6e3 mpenBapuTenbHOro BesicHeHus [P-anpeca NBG334W. Dto
MOXKET OKa3aThCsl MOJIE3HBIM, €CJIU Bbl He 3Haete [P-anpec NBG334W.

BrmonauTe criexytomiye neiicteus i goctyna k. Web-koHpuUryparopy.
1 Haxwmure kaonky Start (Ilyck) u Beioepute nmyHkt Control Panel (ITaneas
YIPaBJICHUS).
2 JIBaxnnl menkuute 35a40k Network Connections (CeTeBble HOAKIIOYEHHS).
3 Bribepute My Network Places (CereBoe okpy:xenue) B pasneie Other Places
(Jdpyrue mecra).

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W 1 53




naea 15 YHuBepcanbHasa dyHkuusa Plug and Play (UPnP)

Puc. 77 CeteBble nogkntoveHus

" Metwork Connections

View  Favorites

File  Edit

@ Back - \‘g

Tools

L} pSearch if_—?-Falders v

Advanced Help

Address ‘.}_ Metwork Connections

Network Tasks

Creakte a new connection

Set up a home ot small
office network,

See Also

H:l#j Metwork Troubleshooker

Other Places

L control Panel
% My Netwark Places )
My Diocurnents

g My Computer

Details

Network Connections
Syskem Folder

iy Start

-

Internet Connection
Disabled
Internet Connection

LANM or High-Speed Internet

Local Area Conneckion
Enabled
b 5 Acckon EN12070-Te PCI Fast L.,

‘5 Metwork Connections

4 B paznene Local Network (JlokanabHasi ceth) 1715t kaxaoro UPnP-coBmecTrMoro
YCTpOicTBa 0TOOpaXKaeTCs 3HAYOK C OIMCAHUEM.

5 IllenkuuTe rpaBoii KHOMKOM MbIiy 10 3Hauky NBG334W u Beibepute Invoke
(3amycTuts). [losiBUTCS OKHO peructpainuu Web-koH(bHUTYpaTopa.
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Puc. 78 CeteBble noaknoueHns: CeTeBoe OKpyXXeHune

;- My Network Places

File Edit ‘Wiew Fawaorites  Tools  Help

J \__J L‘E j_ﬁ ek 11. T .,

Address ‘j My Metwork Places

Local Network
Metwork Tasks

2 &dd a network place

@5 Yiew nebwork conneckions

Set up a home or small

office network
31', Wigw workgroup computers

other Places

EL Internet

Invoke

Create Sharkouk

F.ename

Propetties

6 Illenkuute npaBoii KHOMKOW MbImH 10 3HauKy NBG334W u Beioepute Properties

(CmoiicTBa). [TosBUTCS OKHO CBOWMCTB C OCHOBHON MH(OpPMAaIMeii 00 HHTEPHET-IIEHTPE

NBG334W.

Puc. 79 [Mpumep — CeTeBble nogkntodeHus: CeteBoe okpyxeHue: CBolcTBa

£y EL Internet Sharing Gateway |E|

General |

Q uEL Intermet Sharing Gateway,

b anufacturer: Zy<EL
Model Name: Zi=EL Internet Sharing Gateway
Model Number: P31

Description: ZW<ELP-31 Internet Sharing Gateway
Device Addiezs:  httpc /192168114

Cloze Cancel
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enctea (183)
Hocteit (189)
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Cucrtema

B manno# rmase onuceiBaroTCs OKHA CHCTEMBI.

16.1 OKHO 0o0OLyen HaCTPOMKU CUCTEMBI

lenxkuute nynktT Maintenance (ConpoBo:xnenue) > System (Cucrema). [losiButcs
ClenyIouiee OKHO.

Puc. 80 Maintenance (ConpoBoxgeHue) > System (Cuctema) > General (Obwue

HaCTPONKM)

System Setup

Systern Mame

Dornain Name

Administrator Inactivity Timer IS {minutes, 0 means no timeout)

Password Setup

0ld Password Iauk |
New Password Iauk —
Retype to Confirm Iam

Resst |

B cnenyrommeit TabmuIle JaHBI OIMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 52 Maintenance (ConpoBoxaeHue) > System (Cuctema) > General (O6wme

HaCTPOWKM)
NONE OMNMUCAHUE
System Name CuncteMHOE MMS — 3TO YHUKaNbHLIN MOAEHTUAUKATOP UHTEPHET-LIEHTPa

(CuctemHoe nwist) NBG334W B cetn Ethernet. PekomeHayeTcsa B kKa4ecTBe CUCTEMHOIO UMEHU
ucnonb3oBaTtk UM Bawero komnboTepa.

Umst moxxeT BkmtodaTh 40 30 6ykBeHHO-LMPOBLIX CMBOSOB. [pobensl He
AONycKaloTCs, HO AONYCKAKTCA TUPE «-» U 3HAK NOAYEPKNBAHUSA «_».

Domain Name BeegwuTe B 370 None 4oMeHHOE ums (ecnv oHO M3BecTHO). Ecnu ato none
(domeHHOoEe nms) OCTaBneHo nycTblM, HTEpHET-NpoBaaep MOXeT Ha3HaYNTb JOMEHHOE UMS C
nomouybto DHCP.

BBeneHHoe gomeHHOe ums obnagaet 6onee BbICOKUM NPUOPUTETOM, YEM
AOMEHHOe NMsl, Ha3Ha4yeHHoe VIHTepHeT-NpoBaiaepoMm.
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Tabn. 52 Maintenance (ConpoBoxaeHue) > System (Cuctema) > General (Obwme
HaCTPOWKM)

MNOJE

ONMUCAHUE

Administrator
Inactivity Timer
(Tanmep npocrtos
ceaHca aMWHU-
CTPUPOBaHKS)

BBeanTe BpeMsi NPOCTOSI B MUHYTaX, MO UCTEYEHUM KOTOPOTO CEeaHC ynpaBneHus
OyneT 3aBepLUeH. 3HaYeHVe NO yMON4YaHuo 5 MUHYT. YTo6bl nogkniounTLCS
nocrne 3aBepLUeHNs ceaHca, HeobXoAMMO CHOBa 3aperMcTpMpoBaThCs U BBECTH
napornb. O4eHb [0roe BpeMsi NPOCTOs YBENUYMBAET PUCK HAPYLLIEHUS
6e3onacHocTy ceTu. 3HadeHne 0 03HayaeT, YTo ceaHc ynpaBneHns He
pa3pblBaeTCs, HE3aBUCMMO OT BPEMEHU MPOCTOS (He pekoMeHayeTcs).

Password Setup
(Hactporika
napons)

C noMoLLbHO 3TOro NONs peKOMEHAYETCA CMEHUTb CTaHAAPTHbLIM Naporb
MHTEepHeT-UueHTpa NBG334W.

Old Password
(Ctapbin naponsb)

BeeauTte B faHHOe none naporb Mo YMOMYaHWIo UM TEKYLLMIA Naporb, KOTOPbIV
ucnonb3yeTcs Afs 4OCTyna K CUCTEME.

New Password
(HoBbin naponb)

BBeaute HOBbIN cucTeMHbIN naponb aAnvHon o 30 cumeonos. Npu BBOAE
napons KaXxabli CUMBOJ Ha SKpaHe 0TOOpaXKaeTcsl CUMBOITOM 3BE3A0UKN «*».

Retype to Confirm
(MoBTOPHLIV BBOA,
Onsi noaTBepXae-
HUS)

Beeaute B gaHHOe nosne HOBLIN Naporib eLle pas.

Apply (MpumenunTs) | WenkHuTe no kHonke Apply (MpUMeHUTBb) ANs COXpaHEeHUst HaCTPOEK
NBG334W.
Reset (C6poc) HaxmuTte Reset (C6poc), 4Tobbl Ha4aTb HACTPOWKY 3aHOBO.
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16.2 OKHO yCTaHOBKW BPEMEHMU

Jns uamenenus natel v Bpemenu B NBG334W menkaure mynkt Maintenance
(ConpoBoxnenue) > System (Cucrema) > Time Setting (YcranoBka Bpemenn). [Ipu stom
OTKPOETCS CIIEAYIOIIEe OKHO. DTO OKHO MCITONb3YEeTCs ISl YCTAHOBKHM BPEMEHH B UHTEPHET-
nentpe NBG334W B COOTBETCTBHHU C BaIlIUM YaCOBBIM MOSICOM.

Puc. 81 Maintenance (ConposoxaeHue) > System (Cuctema) > Time Setting (YcTaHoBka
BpeMeH!)

Time Setting

Current Time and Date

Current Time 05:21:14
Current Date 2000-01-01

Time and Date Setup

& Manual
Mew Time (hhimm:ss) IS . |2D . |21
Mew Date (yyyvAmm/dd) E I il

" Get from Time Server

& auto

' User Defined Time Server Address I

Time Zone Setup

Time Zone: I(GMT) Greenvvich Mean Time ; Dubling, Edinburgh, Lisbon, Loncdon LI

O Davlight Savings
Start Date [First =] [Saturday 2] of [January #] (2000-01-01) at o o'clock
End Date [Fist =] [Setwrday  ®] of [January 2] (zooo-01-01) at o o'clock

Reset |

B cnenyromieit Tabnuie JaHbI OMMMCAHMS TTOJIEH STOTO OKHA.

Tabn. 53 Maintenance (ConpoBoxaeHue) > System (Cuctema) > Time Setting (YctaHoBka
BpeMeHw)

MNOJE ONMUCAHUE

Current Time and
Date (TekyLiee
Bpems 1 aata)

Current Time B aTom none otobpaxaeTtcsi BpeMsi B MHTepHeT-LueHTpe NBG334W.

(Tekywiee Bpems) Mpw Kaxzgon 3arpy3ke 3TON CTpaHuLbl MHTEpHET-UeHTp NBG334W
CUHXPOHU3MPYET BPEMSI C CEPBEPOM BPEMEHM.

Current Date B aTom none otobpaxaetcs gata B uHTepHeT-ueHTpe NBG334W.

(Texywas para) Mpw kaxgon 3arpyske aTon CTpaHUUbl MHTEpHeT-UeHTp NBG334W

CUHXPOHU3NpPYyeT gaty C cepBepOM BpeMeEHN.

Time and Date
Setup (YcTaHoBka
BPEMEHM 1 Aathl)
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Tabn. 53 Maintenance (ConpoBoxaeHue) > System (Cuctema) > Time Setting (YcTaHoBka

BPEMEHN)

MNOJE

ONMUCAHUE

Manual (Bpy4Hyto)

BeibepuTe aTy onuuio AnA yCTaHOBKU BPEMEHW 1 AaTbl Bpy4HYto. [Npun
OOHOBPEMEHHOW YCTaHOBKE HOBbIX MapameTpoB AaTbl U BPEMEHU, YacOBOIO
rosica n nepexoAa Ha neTHee BpeMs, HOBble AaTta U BPeMS UMEIOT MPUOPUTET,
1 napameTtpbl Time Zone (YacoBou nosic) n Daylight Saving (Mepexoa Ha
rneTHee BpeMs) He BNUSIOT Ha HUX.

New Time (Hosoe
Bpems)
(hh:mm:ss)
(44:mm:ce)

B aTom none otobpaxaeTtcs Bpemsi, nocneaHuii pa3 06HOBMEHHOE C MOMOLLbIO
cepBepa BpEMEHMW U NOCNeaHNUi pa3 YCTaHOBMEHHOE BPYYHYIO.

Mpu BbIGOpe B pa3gene Time and Date Setup (YcTtaHOBKa BpeMeHU u aathbl)
pexxvmMa Manual (Py4Hol) BBEaUTE B 3TO Mone HOBOE BPEMS U LLENKHUTE MO
kHonke Apply (MpumeHNTB).

New Date (Hosas
aarta)

(yyyy/mm/dd)
(rrrr/mm/pn)

B aTom none otobpaxaetcs gata, nocneaHun pa3 o6HOBNEHHAsA C MOMOLLbIO
cepBepa BpEMEHU UMK NOCNEAHUIA pa3 YCTaHOBIEHHAsI BPYYHYHO.

Mpwu BoIGOpPE B pa3gene Time and Date Setup (YcTaHoBKka BpemeHu u gaThbl)
pexuma Manual (Py4Ho#n), BBeauTe B 3TO Norie HOBYIO ATy Y HAXXMUTE KHOMKY
Apply (MpumeHnTb).

Get from Time

Beibepute aty onuuto, 4tobbl NBG334W crMHXpOHM3UpOBan Bpems u gaTy ¢

Server (Mony4nTb OT | CEpBEPOM, YKa3aHHbIM B MOME HUXeE.

cepBepa BpeEMEHMN)

Auto BapuaHT Auto (ABTOMaTu4ecku) no3BonsieT MHTepHeT-LeHTpy NBG334W
(ABTOMaTUYeECKN) CaMOCTOATENBHO BbINOMHWUTL NOMCK CepBepa BPEMEHW U CUHXPOHM3MPOBATL MO

HEeMy CBOIO JaTy 1 BpeMmsl.

User Defined Time
Server Address
(Aapec cepBepa
BpeMeHu 3agaeTcs
nonb3oBaTtenem)

BapuaHT User Defined Time Server Address (Aapec cepBepa BpeMeHU
3apaeTcs nonb3oBaTernieM) No3BONSAET BPyYHyto ykasaTtb IP-agpec nnn URL
(anmHom go 20 cumBornoB pacwmpeHHoro Habopa ASCII) cepBepa BpemeHw.
Ecnu HeT yBepeHHOCTM B UMetoLLencst nHcpopmaumm, crnegyeT obpaTnutbes K
NHTepHeT-npoBanaepy unm ceTeBoMy agMUHUCTPaTopY.

Time Zone Setup
(YcTaHoBka
4YacoBOro nosica)

Time Zone
(Yacoson nosic)

Bbi6epuTe 4acoBoI NOSIC BaLLEro MECTOHAXOXAEHMS. DTO Nose ycTaHaBNMBaeT
pasHuLy Mexay Ballvm YacoBbIM NOSCOM U BpemeHeM no puHBmYy
(Greenwich Mean Time — GMT).

Daylight Savings
(Mepexopn Ha neTHee
Bpems)

JleTHee Bpems — 3TO Nepuog, ¢ No3aHel BECHbI A0 paHHel oceHu, Korga Bo
MHOTUX CTpaHax CTPerku YacoB NepeBoAsTCA Ha Yac Briepes, YToobl 406aBUTb
Yyac CBETIIONO BPEMEHM CYTOK.

YcTaHoBuWTE hnaxok, ecnu Bbl ncnonb3yeTe nepexon Ha neTtHee BpemM4.

162

PykoBoacTBO nonb3oBaTens uHTepHeT-ueHTpa NBG334W



maBa 16 Cuctema

Tabn. 53 Maintenance (ConpoBoxaeHue) > System (Cuctema) > Time Setting (YcTaHoBka

BPEMEHN)
NOnE OMNUCAHUE
Start Date (Jarta BBegute mecsy 1 oeHb, Korga HauMHaeTcs NeTHee BpeMsl, ecriv BblopaH
Havana) BapuaHT Daylight Savings (lMepexoa Ha neTHee Bpewmsi). B none o'clock

(4ac.) ncnonbayetcs 24 yacoson cdopmart. lanee npusoaMTCA iBa Nnpumepa:

B 6onbLumHcTBe YacTent CoeaunHeHHbIx LLTaToB nepexop Ha neTHee Bpems
HayMHaeTcs B NepBOe BOCKpPeCeHbe anpens. B kaxxaon BpeMeHHOM 30He
CoeamnHeHHbIX LLITaToB nepexos ocyLIEeCTBSIETCA B 2 Yaca HO4M MO MECTHOMY
BpemeHu. Takum obpasom, B CoeanHeHHbIx LLiTaTax HeobxoaMmo ycTaHOBUTb
First (MepBoe), Sunday (BockpeceHbe), April (Anpensb) 1 2 B none o'clock
(vach).

B ctpaHax EBponeickoro Coto3a nepexod Ha neTHee BpeMs HauMHaeTcs B
nocnepHee BockpeceHbe MapTa. Bo Bcex BpeMeHHbIX 3oHax EBponerickoro
Coto3a nepexopn OCyLLeCTBNAETCA B OOHO BpeMSA — B 1 4ac HOYM no
MpuHBKMYCKOMY MepuamaHy unm yHmeepcarnbHOMY CKOOPAWHUPOBaHHOMY
BpeMeHun. Takum obpasom, B cTpaHax EBponerickoro coto3a Heobxogmmo
yctaHoBuTb Last (MocneaHee), Sunday (BockpeceHbe), March (Mapr).
Bpemsi, koTopoe HyxHO BBecTu B nore o'clock (4acbl) 3aBucCHUT OT BaLLei
BPEMEeHHOW 30HbI. Hanpumep, B lepmaHnm HeobxognmMo yCTaHOBUTDL 2, Tak Kak
BpemeHHasi 30Ha [epmaHum HaxoguTcs Ha 1 yac Bnepeam 3oHel GMT mnu UTC
(GMT+1).

End Date (KoHeuHas
nara)

BeepgwuTte mecau 1 oeHb, Korga 3akaHuYuBaeTCs NeTHee BpeMsi, ecnu BblbpaH
BapvaHT Daylight Savings (lMepexon Ha neTHee Bpewmsi). B none o'clock
(4ac.) ncnoneayetcsi 24 yacoson cdopmart. [lanee npusoaMTCa ABa nNnpumepa:

B CoenunHeHHbIX LTaTax netHee Bpemsi 3akaHYMBaETCs B NocrnegHee
BOCKpeceHbe OKTA6ps. B kaxagon BpeMeHHol 3oHe CoeauHeHHbIx LLTaTtoB
nepexop OCYLLECTBISETCH B 2 Yaca HOYM MO MECTHOMY BPEMEHU. Takum
o6pasom, B CoeanHeHHbIx LLTatax Heobxoanmo yctaHoBuTh Last
(MocnepnHee), Sunday (BockpeceHbe), October (OkTa6pb) 1 2 B none
o'clock (4achi).

B ctpaHax EBponeiickoro Coto3a neTHee BpeMs 3aKkaH4YMBaEeTCs B NocrnegHee
BOCKpeceHbe OKTA6ps. Bo Bcex BpeMeHHbIX 30Hax EBponeickoro Cotosa
obpaTHbIVi Nepexoa OCyLLEeCTBAAETCS B OAHO BpeMs — B 1 yac HouM no
MpuHBKMYCKOMY MepuaMaHy unm yHmBepcarnbHOMY CKOOPAWHUPOBAHHOMY
BpemeHun. Takum obpasom, B cTpaHax EBponeinckoro Cot3a Heobxoanumo
yctaHoBuTb Last (MocneagHee), Sunday (BockpeceHbe), October (OkTA6pb).
Bpewms, koTopoe HyHO BBeCcTM B none o'clock (Yacbl) 3aBucuT OT BaLLewn
BpeMeHHOM 30Hbl. Hanpumep, B lfepmaHnm HeOBX0AUMO YCTaHOBUTL 2, TaK Kak
BpeMeHHasi 3oHa 'epmaHumn HaxoguTcs Ha 1 yac Bnepeau 3oHbl GMT mnn UTC
(GMT+1).

Apply (MpumeHnTb)

LLenkHute no kHonke Apply (MpuMeHUTB) ANs COXpPaHEeHMs HacTpoeK
NBG334W.

Reset (Copoc)

HaxmuTe Reset (C6poc), UToObI Ha4YaTh HACTPOWKY 3aHOBO.
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PeFVICTpaLIMOHHbIe XypPHasbl

B aT0i1 r1aBe ommckIBaeTCS HACTPOMKA OOIIMX TTapaMEeTPOB PETUCTPAIIMOHHEIX KYpPHAJIOB,
a Takoke MOPSJ0K MPOCMOTpa KypHajaoB uHTepHeT-1ieHTpa NBG334W. IIpumepst
KYPHAIBHBIX COOOIICHNH CM. B IPUIIOKEHUSAX.

17.1 TpocmoTp XKypHana perucrtpauum

Be0-koHuryparop no3BossieT mpocMarpuBaTh Bee KypHaisl NBG334W B oqHOM MecTe.

[enxaute Maintenance (ConpoBoxaenne) > Logs (PerncTpannoHHble :KyPHAJIBI) IS
orobpaxenus okHa View Log (IIpocMoTp :kypHaa).

B okne View Log (IIpocMOTp KypHAaJ1a) MOKHO ITOCMOTPETH KypPHAIBLHBIC 3aITHCH 10
KareropusiM, BeIOpaHHBIM B okHe Log Settings (HacTpoiiku :kypHasaoB) (cMm. B Pazn. 17.2 Ha
c. 167). Mo)kHO TIpOCMAaTPHUBATh KypPHAJIBI COPOBOXKICHUS CHCTEMBI, CHCTEMHBIX OIIHNOOK,
KOHTPOJISI TOCTYTIA, Pa3pellIeHHBIX UK 3alpelICHHBIX Be0O-CaliTOB, 3apeIeHHbIX BeO-
¢byHKIMid (HanpuMmep, dIeMEHTOB yipasieHus ActiveX, Java u cookies), >KypHajibl aTak
(mampumep, atak DoS) u IPSec.

3amucH, OTMEUEHHBIE KPACHBIM [[BETOM CHTHAJIM3UPYIOT O CUCTEMHBIX oInOKax. Eciu
JKypHaJI 3aII0JHEH, CaMble CTaphle )KypHAJIbHBIE 3aIFCH CTHPAIOTCS 110 Mepe 100aBIeHHS
HOBBIX. Il[eKHUTE 1O 3ar0IOBKY CTONONA 11 COPTUPOBKH 3amucel. TpeyronpHuK
MTOKA3bIBAET BO3PACTAIOIINN W YOBIBAOIINI ITOPSOK COPTUPOBKH.
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Puc. 82 Maintenance (ConpoBoxaeHue) > Logs (XKypHanbl) > View Log (MpocmoTp ypHana)

Logs
Display: IAII Logs vl Email Log kowy Refresh Clesr Log
—
04,/06/2006 f z 4
1 14,2547 Successful WEB login 192.165.1.33 User;admin
2 04/06/2006 Time synchronization
14:15:15 successful
04/06/2006 Time initialized by NTP . -
g 14:18:15 server! ntp3.cs.wisc.edu SRR ALY Rt
4 04,/06/2006 Time synchronization
14:17:13 successful
04/06/2006 Time initialized by NTP , ,
J 14:17:13 server: ntp3.cs.wisc.edu ] e 2
6 04/06/2006 Time synchronization
06:11:52 successful
04/06/2006 Time initialized by NTP : -
7 06:11:57 server: timel.stupi.se 192.36.143.150:123 172.23.23.114:123
01/01/2000 waMN interface gets WANL
04:50:52 IPi172,23.25.114
01/01/2000 . . :
9 425 06 Successful WEB login 192.163.1.33 User:admin
01/01/2000 Waiting content filker server ; 5 ;
10 054310 (66.35.255,70) timeaut! 192.168.1.33:3241 202 .43.201.234:80 tw.f172.mail.yahoo.com
01/01/2000 ‘Waiting content filker server : : i
11 094507 (66.35.255,70) timeout! 192.168.1.33:3188 203.84.196.97:80 tw . yimg.corm

B cnenyrommeit TabmuIie JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.

Tabn. 54 Maintenance (ConpoBoxaeHue) > Logs (KypHansl) > View Log (IpocmoTp

>KYpHana
NOnNE OMNMUCAHUE
Display OTobpaxeHune kateropun, BelbpaHHbIX Ha cTpaHuue Log Settings (Hactponku
(OT1obpasnTb) XypHanoB) (cM. Pasa. 17.2 Ha c. 167), B BeinagatoLleM cnucke.

BeibepuTe kateropmio XypHanos ans npocmotpa unu yctaHosute All Logs
(Bce xypHanbl) 4ns NpOCMOTpa XXypHAIoB BCEX KaTeropui, BbIOpaHHbIX B
okHe Log Settings (HacTtponku xypHanos).

Email Log Now
(OTtnpaBuTb XypHan
Mo 3NEKTPOHHON
noyre)

Haxwmute Email Log Now (OTnpaBuTb XXypHarn no 3aneKTpoHHOW no4Te) ons
OTNpaBKM XypHana Ha agpec aMeKTPOHHOM MOYTbI, yka3aHHbIN B okHe Log
Settings (HacTporku xxypHanoB) (B OKHe CHaydarna Hy>HO 3anonHuTb none
Address Info (MHdopmauuns o6 agpece)).

Refresh (O6HOBUTB)

Haxwmute Refresh (O6HOBUTBL) Ans 0OHOBNEHUS 3KpaHa PerncTpaLmoHHbIX
3anucen.

Clear Log (Yoanutb
3anucu)

HaxwmuTte Clear Log (YaanuTb 3anucu) Ans yaaneHust BCeX permcTpaumoHHbIX
3anucew 13 xypHana.

Time (Bpems)

B atom none otobpaxaertcs Bpems, korga 6bina 3apermctpupoBaHa 3anuchb.
WHcTpyKumMio no HacTporke BpemeHun 1 gatbl Ha NBG334W cm. B rnaBe no
COMPOBOXOEHMIO CUCTEMBI.

Message
(CoobLueHne)

B aTtom none npueognTCcA Npu4nHa BHeCeHMA 3anncu B XXypHarn.

Source (UcTouHmK)

B aTtom none ykasbiBatoTcsa IP-agpec UCTouHMKa 1 HOMep nopTa BXOASALLErO
nakerta.

Destination
(MonyyaTtens)

B atom none YKasblBalOTCA IP-agpec nony4yarena n Homep nopTa BxogdaLlero
nakera.

Note (MpvmevaHmne)

B atom none BbIBOAUTCA AONOMHUTENbBHAA MHPOPMaLUS O PerncTpaumoHHOM
3anwucum.
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17.2 HacTtpowuka XXypHanoB

Hactpoiika xxypHanoB unrepHer-nienTpa NBG334W BrinosHseTcs B OJHOM MecCTe.

Ji u3MeHeHHs HacTpoeK >KypHajoB menkHuTe Maintenance (ConpoBoxnenne) > Logs
(Peructpanmnonnsie ;kypHaibl) > Log Settings (HacTpoiiku :KypHaJioB).

B oxne Log Settings (HacTpoiiku :KypHaJI0B) MOKHO YCTaHOBUTH CJIEIYIONIUE TApaMeTPhI:
kyma NBG334W nomkeH oTIpaBisaTh )KypHAIEI; pacriucanne, korna NBG334W nomkeH
OTIPABIIATH JKypPHABI M OTIIPABKY KaKHX JKyPHAJIOB W/WIIA CPOYHBIX MPELyTIPEX ISHHUIH
NBG334W noimkeH npou3BOIUTD.

[IpenymnpexxaeHne — 3TO THII )KyPHAIBHON 3aITUCH, TPEOYIOMNH Cephe3HOTO BHUMAHHUS.

C noMOIIBI0 3TUX apaMeTPOB HACTpauBaeTcsi 00paboTKa CUCTEMHBIX OIUOOK, aTaKk
(KOHTpPOJIb IOCTYIIA) U TIOMBITOK AOCTYIA K 3alpellleHHbIM BeO-caiiTaM Wi caiiTaM ¢
3anpenieHHBIME BeO-QYHKIMSIMHU, HanpuMep, cookies, active X u T.n. Hekotopele kateropuu,
takue kak System Errors (CucreMHbIe OIIMOKHM) COCTOST KaK U3 )KyPHAJIBHBIX 3aITUCEH, TaK
U npenynpexxaeHuil. Bel Moxkere pa3nuuuTh ux 1o ety B okHe View Log (IIpocmotp
skypHaga). [IpenynpexneHust oToOpaxaroTcst KpacHBIM IIBETOM, & OOBIYHBIE JKypHATbHEIE
3aMKUCH — YEPHBIM.

[IpenynpexxaeHuns OTIPaBISIOTCA aApecaTy HEIOCPEICTBEHHO B MOMEHT X MOSBJICHUSI.
JKypHaisl OTIIpaBIIstOTCS O MEKTPOHHOMN MouTe 1o Mepe 3anoiaHeHus (cM. pasnen «Iliman
JKyPHAJBLHOM perucTpauumy»). Beioop 60ib1II0r0 KoMHYecTBa KaTeropuid MperynpesKAeHUH
W/WIH KypHATBHBIX 3anucel (0cobeHHO 3To KacaeTcs kareropun Access Control
(YnpagJjieHHe J0CTYIIOM)) MOXKET IIPUBECTH K TOMY, UTO OYZIET pacChUIaThCs OOIBIIOE
KOJIMYECTBO COOOIIECHU IIEKTPOHHON TTOYTHI.
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Puc. 83 Maintenance (ConpoBoxageHue) > Logs (PKypHanbl) > Log Settings (Hactponku

XXypHanoB)

Log Settings

E-mail Log Settings

Mail Server
Mail Subject
Zend Log to
Send Alerts to

[T SMTP Authentication
User Mame
Password

Log Schedule

Day for Sending Log

Time for Sending Log

Syslog Logging

[T active
Syslog Server IP Address
Log Facility

Active Log and Alert

Log

I Systermn Maintenance
I Systermn Errors

[T access Contral

TCP Reset

Packet Filter

ICMP

Rernote Management
CDR

PRP

Upnp

Forward Web Sites
Blocked Web Sites
Blocked Java etc,
Attacks

§02.1x

wireless

Any IR

o 1 ] o e 3 1 e 8 o

[T clear log after sending mail

{Qutgoing SMTP Server NAME or IP Address)

{E-Mail Address)

{E-Mail Address)

|
|
l“— (hour) ,U— {rninute)

jonoan {Server NAME or IP Address)

ILocaI1 VI

Send immediate alert
- Systemn Errors

[T access Contral

[7 Blocked web Sites
[T Blocked Java etc.
[T attacks

Reset |

B cnemyromeit TabmuIe JaHBI OMMMCAHMSI TIOJIEH STOTO OKHA.

Tabn. 55 Maintenance (ConpoBoxaeHue) > Logs (PKypHanebl) > Log Settings (HacTtpowiku
XXypHanos)

MOJNE

OMNMUCAHUE

E-mail Log Settings (HacTpoiku xxypHanoB Ans oTnpaBku No 3reKTPOHHOM NoYTe)

Mail Server
(MoyToBLIV cepBep)

Beeaute nms cepeepa nnu IP-agpec nod4toBoro cepesepa ans YKa3aHHbIX HUXe
afpecos SﬂeKTpOHHOVI noytbl. Ecnu He 3anonHATL 310 none, XypHan u
npeanynpexapatouine coobLeHns He 6y,D,yT BbICbINATLCS MO 3NEKTPOHHOM NoYTeE.

Mail Subject (Tema

BBeauTe 3aronoBok Ans NMOMELLEHNs B CTPOKY «subject» (Tema) coobLueHus

coobLeHuns) 3MNEeKTPOHHOW NoYThbI, oTnpasnsiemoro NBG334W.

Send log to WHTepHeT-ueHTp NBG334W oTnpaBnseT permcTpauuoHHble XXypHarbl Mo
(Anpecatbl agpecaM 3NeKTPOHHON MOYThI, yKa3aHHbIM B 3TOM none. Ecnu ato none
XypHarnbHbIX ocTtasuTb nyctbiM, NBG334W He oTnpaBnseT xypHarbl MO 3NEeKTPOHHON noyTe.
3anucen)
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Tabn. 55 Maintenance (ConpoBoxaeHue) > Logs (XKypHanbl) > Log Settings (Hactporiku

XXypHanos)
MOnE ONMUCAHUE
Send alerts to MpenynpexaeHns — aTo coodLEeHNs B peanibHOM BPEMEHHU, MOChINIaeMble
(Anpecatbl cpasy nocre Toro, kak npousoLuno cobbiTue, Takoe kak, ataka DoS, cuctemHas
npegynpexaeHnii) owmnbka unm nonbiTka 4OCTyNa B 3anpeLleHHyto 30Hy ceTu. BBegute agpec
SMEeKTPOHHOM MOYTbI, Kyaa ByayT oTNpaBnATLCA NpedynpexajaoLme
coobueHms. K npegynpexaarowmm coobLLeHNsiM OTHOCATCSt COOBLLEHUS O
CUCTEMHbIX OLUMOKax, atakax 1 nonbiTkam AocTyna k 3abrnokupoBaHHbIM web-
cavitam. Ecnun 3To none octaButb NycTbiM, Npeaynpexaaromne coobLleHns He
OyayT OTNPaBNATLCSA MO 3NEKTPOHHON NoyTe.
SMTP SMTP (Simple Mail Transfer Protocol — lNpocTon npoTokon aneKTpoHHOM
Authentication NoYTbl) — 3TO CTaHOAPTHbIV NPOTOKON 0bMeHa coobLueHnsMu B ceT VIHTepHeT.
(AyTeHTUdUKauus SMTP obecneunBaeT nepechbiniky COOOLLEHNIA C OAHOMO MOYTOBOrO CepBepa Ha

Ha cepepe SMTP)

apyron.

Onsa BkntoyeHus ayteHTndukaumm SMTP ycTaHoBUTE donaXok B 3TOM More.
Ecnu TpebyeTca ayTeHTudmKaumsi NO4TOBOro cepeepa, a ata PyHKUMSA
BbIKMIOYEHA, Bbl HE CMOXETE MOMY4YUTb XKypHarbl MO 311EKTPOHHON NouyTe.

User Name (Mms
nonb3oBarens)

Beepgwute nmsa nonb3oatens anuHon Ao 31 cumeona (06bI4HO 3TO UMS
nonb3oBaTens NOYTOBOW yYETHOW 3anuncu).

Password (Maponsb)

Beeaute naponb 4ns 4aHHOO MMEHW Nonb3oBaTens.

Log Schedule (MnaH
XypHanbHon
perucTpaumm)

B aTOoM BbiNnagaroLlem MeHIo BbIGUpaeTcs YacToTa pacchinikn XypHanbHbIX
3anucew no aneKTPOHHOW MNoYTe:

» Daily (ExxeaHeBHO)

*  Weekly (ExxeHenenbHo)

* Hourly (Kaxgpin yac)

*  When Log is Full (Mo 3anonHeHun xxypHana)

* None (Hukorga).

Mpwu BeiGOpe onuun Weekly (ExxeHepgenbHo) vnu Daily (ExxeaHeBHO)
HeobxoauMo ykasaTb BpeMs AHS ANsi paccbifiki e-mail coobueHunit. Mpu
Bblbope onunn Weekly (ExxeHeaenbHoO) Takke HeO6XoAuMO ykasaTb AeHb
Hepenu ans paccoinku coobeHuin. MNpu Boibope onumm When Log is Full
(Mo 3anonHeHUn XypHana) coobLleHne NoCkINaeTcs TONbKO NpK YCroBuK,
41O XypHan 3anonHeH. MNpu Beibope None (Hukoraa) coobuueHus He
OTNPaBNSOTCS.

Day for Sending Log
(deHb paccbinkn
XXYPHanbHbIX
3anucen)

M3 packpblBatoLLerocs cnucka Bbl6epVITe OeHb Hefenu, B KOTOPbI AOMKHbI
oTnpaBnATLCA 3annCu.

Time for Sending
Log (Bpewms
pacchbInku
XKypHanbHbIX
3anucen)

BeeguTe Bpemsa oTnpaBku XXypHanbHbIX 3anucen B 24-4yacosom hopmarte
(Hanpumep, 23:00 gnsa 11 yacos Beyepa).

Clear log after
sending mail
(Ounwartb xypHan
nocre oTnpaeku
NMOYTOBbIX
coobLeHnn)

YcTaHoBUTe 34eck PNaxkoK Ans yaaneHus BCex 3anuncen nocne ux oTnpaBku
nHTepHeT-UeHTpoM NBG334W no anekTpoHHON novTe.

Syslog Logging
(CuctemHbIn

NBG334W oTnpaBnsieT xypHan Ha BHELLHWIA CeEpBEP CUCTEMHOTO XXypHana.

XypHan)
Active [nsa akTmBauuym CUCTEMHOTO XXypHana HaxmuTe kHornky Active
(AkTBMpOBAaTbL) (AkTMBUMpPOBATDL).
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Tabn. 55 Maintenance (ConpoBoxaeHue) > Logs (XKypHanbl) > Log Settings (Hactporiku
XXypHanos)

MNOJE

ONMUCAHUE

Syslog Server IP
Address (IP-agpec

Beegute nmsa cepsepa unu IP-agpec cepBepa CUCTEMHBIX XypHaroB, KOTOPbIA
OyaeT perncTpmpoBaTh BblOpaHHbIE KaTeropmm COODLLEHWI.

cepBepa CUCTEMHbIX

XypHarnos)

Log Facility M3 BbinagatoLlero cnucka BblbepuTe MecTo, rae byayT XpaHUTBCS XKypHarnbHble
(PasmeLueHre 3anucu. 31a pyHKUMSA JaeT BO3MOXHOCTb PErMCTPMPOBaTh COOOLLEHUS B
XypHana) pa3nunyHbIX hannax Ha cepBepe CUCTEMHBbIX >KypHanoB. [Ansg nony4eHns

OOMNOMNHUTENBbHOWN MHOPMaLIUN CM. PyKOBOACTBO MO cepBepy CUCTEMHbIX
XypHarnos.

Active Log and Alert
(BkntounTb
XypHansl n
npegynpexaeHnst)

Log
(PerncTpauuoHHbIi
XypHan)

BbiBepuTe KaTeropum xypHarbHbIX 3anuceil, KoTopble HeoBXoanMo
perucTpupoBaTh.

Send Immediate
Alert (OTnpaBuTb

BeibepuTe kateropuu xypHanos, ans kotopbix NBG334W 6ynet otnpasnsaTtb
npegynpexaeHns no aNeKkTPOHHOWN MNoYTe HEMEeOEHHO.

npegynpexaeHvne

HeMeaneHHo)

Apply (MpumennTb) | HaxxmnTe kHonky Apply (MpuMeHNTB), YTOObLI COXpaHUTb N3MEHEHUSI.
Reset (Copoc) HaxmuTe Reset (C6poc), 4ToObl Ha4YaTh HACTPOMKY 3aHOBO.

17.3 OnuncaHue cooOLeHUN XKXypHana

B mannOM paznene mpuBOANTCS ONHCAaHNE IPUMEPOB COOOIIIEHUH B PETUCTPAIIIOHHOM

XKypHaie.

Tabn. 56 >KypHanbHble coobLleHus, CBA3aHHbIE C 06CMYXMBAHNEM CUCTEMDbI

COOBLIEHHME

OMNCAHME

Time calibration is

successful

MapLipyTr3aTop CUHXPOHM3UPOBan CBoe BpeMsi Ha 6ase
MHPOpMaLMK, NOMYYEHHOI OT cepBepa BPpeMEHN.

Time calibration failed

MpY CUHXPOHM3aLMM BPEMEHW MapLUpyTU3aTopa ¢ CepBepoOM
BpEMeHU npounsoLlen cOomn.

WAN interface gets IP:%s

NHtepdeincy WAN HasHauveH HoBbIM IP-agpec oT cepBepa
DHCP, PPPoE, PPTP unu yaaneHHoro cepsepa.

DHCP client IP expired

Bpems apenapl IP-agpeca knueHta DHCP uctekno.

DHCP server assigns $%s

Cepsep DHCP HasHauun knueHTy IP-agpec.

Successful WEB login

YcnewHbln Bxog, B cucteMy yepes uHtepdgeric Web-
KOHdpurypaTopa.

WEB login failed

Mpousowen cbon npu BXxoae B cUCTeMy vepes uHTepdeic
Web-koHurypatopa.

Successful TELNET login

YcnelwHbin Bxog B cuctemy o telnet.

TELNET login failed

Mpousowen cbon npu Bxoae B cuctemy no telnet.

Successful FTP login

YcnelwHsIn Bxog B cuctemy no ftp.

FTP login failed

Mpowu3sowen cbon npu perncrpauun ceaHca ftp.
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Tabn. 56 >KypHanbHble coobLleHusl, CBA3aHHbIE C 0OCMYXMBAHNEM CUCTEMbI

COOBLIEHHME

OMNCAHME

NAT Session Table is Full!

JocTnrHyto makcmmarnbsHoe Yncro 3anucew B Tabnmue NAT u
Tabnuua 3anonHeHa.

Starting Connectivity
Monitor

Banyck ucnetyepa coequHEHNIA.

Time initialized by Daytime
Server

MapLpyTr3aTop nony4un Bpemsi u aaTty oT cepsepa Aatbl 1
BPEMEHW.

Time initialized by Time
server

MapLupyTusaTop nony4un Bpems U AaTy oT cepsepa
BPEMEHU.

Time initialized by NTP
server

MapLpyTusatop nonyymn spems n aaty ot cepsepa NTP.

Connect to Daytime server
fail

MpowsoLuen c6oi Npu NOAKIYEHUN MapLUpyTM3aTopa K
cepBepy AaTbl Y BPEMEHM.

Connect to Time server fail

Mpowu3soLien cbon Npu NOAKMYEHNN MapLUpyTM3aTopa K
cepBepy BPEMEHMU.

Connect to NTP server fail

Mpowu3sowen c6on Npy NOAKIIYEHNN MapLIpyTM3aTopa K
cepeepy NTP.

Too large ICMP packet has
been dropped

MapwpyTusartop c6pocun naket ICMP, pa3amep koToporo
npesbiwan 4onyCTUMbINA.

Configuration Change: PC =
0x%x, Task ID = 0x%x

MapLpyTr3aTop COXpaHsiET U3MEHEHNS KOHpUrypaLuu.

Successful SSH login

YcnelwHbIn BXo4 B cuctemy yepes cepsep SSH.

SSH login failed

Mpowusowen cbon npu BXoAe B cuctemy vepes cepsep SSH
MapLupyTusaTopa.

Successful HTTPS login

YcnewHbln Bxog, B cucteMy yepes uHtepdgeric Web-
KOHpurypaTopa no npotokony HTTPS.

HTTPS login failed

Mpousowen cbon npu BXxoae B cUCTeMy vepes uHTepdeic
Web-koHdurypatopa no npotokony HTTPS.

Tabn. 57 >KypHanbHble COOBLLEHUSA O CUCTEMHBIX OLUMOKax

COOBLIEHUE OMNMUCAHUE

%s exceeds the max. MonbiTka co3ganna ceaHca NAT npuBena K npeBblLLEHNIO
number of session per MaKcuMMarnbHOro Konmyectsa 3anuncen B Tabnuue ceaHcoB NAT,
host ! JOnyCTUMOro AN O4HOrOo y3na.

setNetBIOSFilter: calloc |[llpousowen cboi npu BolgENEHNM NaMATM MapLUpyTu3aTopa ans
error napameTpoB ¢unbTpa NetBIOS.

readNetBIOSFilter: calloc | [lpousowen cboi npu BblAENEHUN NAaMATA MapLupyTu3aTopa ansi
error napameTpoB ¢punstpa NetBIOS.

WAN connection is down. MogkntoyeHne k rmobanbHoM ceTn He paboTaeT. [locTyn B ceTb

Yyepes 3TOT UHTepeiic HEBO3MOXEH.
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Tabn. 58 >KypHanbHble coobLeHus, CBA3aHHbIe C ynpaBneHmem OCTYnoMm

COOBLUEHME

OMNMUCAHME

Firewall default policy:
UDP | IGMP | ESP | GRE |
<Packet Direction>

[TCP | MonbiTka gocTyna Yepes npotokon TCP/UDP/IGMP/ESP/
OSPF] GRE/OSPF, nognagatowas noa AencTere nonnuTtukn

MEXCETEBOTO 3KpaHa, 3afaHHOI Mo YMOMYaHuIo,
1 3abriokMpoBaHHas Nbo nepeafpecoBaHHas cornacHo
yCTaHOBKaM 3TOM MOSUTUKN.

UDP | IGMP | ESP | GRE |

Firewall rule [NOT] match: [TCP | | [lMonbiTka goctyna yepes npotokon TCP/UDP/IGMP/ESP/
OSPF] GRE/OSPF, nognagatowas (unv He nognagatowas) nog,
<Packet Direction>, <rule:%d> [AelcTBMe 3aaHHOro NpaBuiia MEXCETEBOTO 3KpaHa

(obo3HauaeTcst HOmepom) u 3abrokMpoBaHHast unn
nepeagpecoBaHHasi corfiacHo 3ToMy npaBuny.

[TCP | UDP | IGMP | ESP
OSPF]

Triangle route packet forwarded: MexxceTeBoM aKpaH paspeLumn Npoxon ceaHca ¢
GRE | TpeyroribHbIM MapLUpyTOM.

| GRE | OSPF]

blocked: [TCP | UDP | IGMP

Packet without a NAT table entry | MaplwpyTtunsatop 3abnokupoBan naker, Ans KOTOPOro HET
| ESP | cooTBeTcTByloLen 3anvcu B Tabnuue NAT.

message: TCP

Router sent blocked web site MapLpyTnsatop otnpasun coobLleHre, yBegomnsioLee

nonb3oBarens o 6GrMokMpoBKe AOCTyNa K 3anpoLleHHOMY
Web-canty.

Tabn. 59 >XypHanbHble coobLueHust o cobpoce ceaHcoB TCP

COOBLIEHME

OMUCAHME

Under SYN flood attack,
sent TCP RST

MapwpyTnsaTtop otnpasun nakeT copoca ceaHcos TCP npu
0GHapy>KeHUn CMHXPOHHON aTaku Ha y3en (nogcyeT
He3aBepLUeHHbIX ceaHcoB TCP BegeTcd no Lenesomy yany).

Exceed TCP MAX
incomplete, sent TCP RST

MapuwpyTusartop otnpaBun naket cbpoca ceaHcoB TCP, korga
KONMMYECTBO OTKPbITbIX coeamHeHnin TCP npeBbicnno 3agaHHoe
nons3oBarenem noporosoe 3HadveHue. (MoacyeT OTKPbITLIX
ceaHcoB TCP BegeTtcs no uenesomy yany). lNpumedvanue:
uHdopMauumio o 3HadeHun nopora TCP Maximum Incomplete
(Makcumym HenonHbix TCP) cm. B onucaHum okHa Firewall
Attack Alerts (MpeaynpexneHus o6 atakax Ha MexceTeBOMn
3KpaH).

Peer TCP state out of
order, sent TCP RST

MapuwpyTusatop otnpasun naket cbpoca ceaHcoB TCP, korga
cocTosiHne TCP coeanHeHus 6bino HemcnpasHo. [Npumevaxue:
MeXCceTeBON aKkpaH nposepseT coctosHne TCP no RFC793
Puc. 6.

Firewall session time
out, sent TCP RST

MapuwpyTusaTtop otnpasun naket copoca TCP no ncreyeHun
BPEMEHM MPOCTOA AMHAMNYECKOro CeaHca CBA3N Yepes
MEXCETEBOWN IKPaH.

BpeMsi npocTosi ceaHCOB CBSI3U MO YMOYaHMI0:
Bpewms npoctosi ceaHca ICMP: 3 MUHyTbI
Bpems npoctos ceaHca UDP: 3 MUHyTbI

Bpemsa oxupanuns coeguHeHusa TCP (TpexcTtopoHHee
cornacoBaHue ycTaHoBMneHus cBs3n): 270 cekyHa

Bpems oxupanus FIN-naketa TCP: 2 MSL (3HayeHve Maximum
Segment Lifetime (MakcumanbHas NpoAoOMKUTENBHOCTb
cerMeHTa), yctaHoBneHHoe B 3aronoske TCP).

Bpems npocTos yctaHoBneHHoro coeguHeHmst TCP: 150 muHyT
Bpemsa oxuganus copoca TCP coeanHenuns: 10 cekyHa
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Tabn. 59 >XypHanbHble coobLleHusi o copoce ceaHcoB TCP (npogormkeHne)

COOBLIEHHME

OMNCAHME

Exceed MAX incomplete,
sent TCP RST

MapwpyTnsatop otnpasun naket cbpoca ceaHcoB TCP, korga
KONMUYEeCTBO OTKPbITbIX coeanHeHuin (4epe3 TCP n UDP)
npeBbICUNO 3a4aHHOe Nonb3oBaTenem NopPoroBoe 3HavyeHne
(MopcyeT HesaBepLUEHHbIX MOAKIIOYEHMI NPON3BOAMTCS A1 BCEX
nopgxntodeHnii no TCP n UDP 4epes mexceTeBon akpaH.)
MNprmedaHve: Korga KOMMYeCTBO He3aBePLUEHHbIX NOAKMTIYEHNI
(TCP + UDP) npeBbliwaet BepxHui nopor («Maximum Incomplete
High»), mapwwpyTtusaTtop otnpasnseT naketbl cbpoca (TCP RST)
nogkntodeHnn Yyepes TCP u HauMHaeT yganeHue AMHaMnyYecKmx
CeaHCoB CBA3M Yepe3 MexceTeBow akpaH (TOS); onepauuns
npekpaLlaeTcs, Koraa KofM4ecTBO HeaaBepLUEHHbIX
MOAKIMIOYEHNI CTAHOBUTCH MeHbLUE HUXHero nopora («Maximum
Incomplete Low»).

Access block, sent TCP

RST

MapuwpyTusatop otnpaenset naket TCP RST u co3gaert aty
3anuch B XXypHarne, ecrnv BKIOYeH mexaHnam copoca TCP
MEXCETEBOro 3KkpaHa (C MOMOLLbI KOMaHAbl MHTepnpeTaTopa
«sys firewall tcprst»).

Tabn. 60 >XypHanbHble coObLLEHNSI O PUNBTPE NAKETOB

COOBLUEHME OMNMUCAHME

[TCP | UDP | ICMP | IGMP | Mpou3BeaeHa norbiTka AOCTYNa, COOTBETCTBYIOLLAS

Generic] packet filter HacTpoeHHOMY NpaBwuny unsTpa (yKasbiBaeTcst HoMep

matched (set:%d, rule:3d) HaGopa 1 Homep npaBuna), 1 BbINosiHeHa BrokMpoBka Unu
nepechbinka nakeTa B COOTBETCTBUW C NPaBUIIOM.

Tabn. 61 >XypHanbHble coobueHus ICMP (INpoTokon mexceTeBbIX yNpaBnsioLLmnX

COoO06LLEHNI)

COOBLUIEHUE ONMUCAHME

Firewall default policy: ICMP [ocTyn yepes NPOTOKON MEXCETEBbIX YNPaBSAOLLNX

<Packet Direction>, <type:%d>, coobuwenun (ICMP), nognagatowmn nog gencreme

<code: %d> NOMUTMKM MO YMOSHYaHUIO U 3aBNOKUPOBaHHbINA NN
nepeanpecoBaHHbI COrNacHO HacTporikam
nonb3oBarens. Nogpo6Hoe onncaHne TUNOB U KOLOB
npueegeHo B Tabn. 70 Ha c. 180.

Firewall rule [NOT] match: ICMP | [octyn yepes ICMP, nognagatowuii (nm6o He

<Packet Direction>,
<type:%d>, <code:%d>

<rule:%d>,

noanagaroLLmin) nod AeiCcTBUE npasunia ans
MeXCeTeBbIX 3KpaHOB (MAEHTUMNLMPOBAHHOE CBOUM
HOMepOM) 1 BNOKMPOBaHHbLIV UNW NepeaapecoBaHHbIN B
COOTBETCTBUM C NpaBunom. NogpobHoe onvcaHue TMMNoB
1 koo npusegeHo B Tabn. 70 Ha c. 180.

Triangle route packet forwarded:
ICMP

MexceTeBol aKpaH paspeLunn Npoxod ceaHca ¢
TPeyronbHbLIM MapLIPyTOM.

Packet without a NAT table entry
blocked: ICMP

MapLpyTusatop 3abnokvpoBsan nakeT, 415 KOTOPOro HeT
COOTBETCTBYytOLLEN 3anuncy B Tabnuue NAT.

Unsupported/out-of-order ICMP:
ICMP

MexceTeBoW aKkpaH He NOAAEPKUBAET TaKUe NaKeTbl
ICMP nu6o npowusowien coon B naketax ICMP.

Router reply ICMP packet: ICMP

MapuwpyTusarop nocnan oteetHbIn nakeT ICMP
OTNpaBuUTENIO.
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Tabn. 62 >KypHanbHble coobwenua CDR (XKypHana pervctpauny Bbi30BOB)

COOBLUEHME

OMNMUCAHME

board %d line %d channel %d,
call %d, %s COl Outgoing Call
dev=%x ch=%x %s

MapLupyTrsatop nonyymn 3anpoc Ha yCTaHOBMNeHne
coeVHeHWs Ans BbINOMHEHWS Bbi3oBa. «call» — Homep
BbI30Ba. «devy» — T1n ycTponcTea (3 — KoMMyTupyemoe
coegnHeHune, 6 — PPPoE, 10 — PPTP). «channel» nnu «chy» —
naeHTudukaTop KaHana sblsoBa. Hanpumep, «board 0 line 0
channel 0, call 3, C01 Outgoing Call dev=6 ch=0» o3Ha4aer,
4YTO MapLUpyTM3aTop BbINOMHSAM BbI30B cepBepa PPPoE

3 pasa.

board %d line %d channel %d,
call %d, %s C02 OutCall
Connected %d %s

YcraHoeneHo PPPoE, PPTP unu kommyTupyemoe
coeVHeHMe.

board %d line %d channel %d,
call %d, %s C02 Call
Terminated

MpepsaHo PPPoE, PPTP unun koMMmyTrpyemoe coeanHeHne.

Tabn. 63 >KypHanbHble coobueHuns PPP (MpoTokon «To4ka-Tovka)

COOBLIEHHME OMNCAHUE

ppp:LCP Starting
coegnHeHus.

3anyuieHa ctagus NpoToKomna ynpaeneHus kaHanom ceasu ans PPP

ppp:LCP Opening
coeanHeHusa

OTKprBaeTCﬂ CTaanda NpoToKona ynpaBneHna KaHalom CBA3N AnA PPP

ppp:CHAP Opening

OTkpbIBaeTcs CTagusi npoTokona ayteHTudmkaumum no metogy «Challenge
Handshake Authentication» (Bbi3oB-pykonoxartune) ans PPP coegnHeHus.

ppp:IPCP
Starting

HauunHaeTcsa ctagmsa npoTokona ynpasneHust npotokonom MHTepHet (Internet
Protocol Control Protocol) ans PPP coeguHeHus.

ppp:IPCP Opening

OTKkpblBaeTCsA CTagusi NpoToKona yrnpaereHus NpoTokonom NHTepHeT
(Internet Protocol Control Protocol) ons PPP coegnHeHus.

ppp:LCP Closing

3akpbiBaeTcs cTagmsa npoTokona ynpasneHus kaHanom ceasm (Link Control
Protocol) anst PPP coeanHeHus.

ppp:IPCP Closing

3akpblBaeTcsa cTagms NpoToKona ynpasneHns npoTokoniom NHTepHert
(Internet Protocol Control Protocol) ana PPP coegnHeHus.

Tabn. 64 >XypHanbHble coobueHns UPnP

COOBLUEHME OMNMUCAHME
UPnP pass through Firewall MakeTbl UPNP moryT npoxoantb Yepes MexceTeBown
3KpaH.

174

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W




maBa 17 PerncTpaumoHHble XypHarnbl

Tabn. 65 >XypHanbHble coobLeHNst O PUNBTPaLMM COAEPXKMMOro

COOBLUEHME

OMNMUCAHME

%s: Keyword blocking

Ha 3anpoLieHHomn Be6-CTpaHI/ILI,e nMmeeTca 3agaHHoe nonb3oBaTenem
Krnro4yeBoe CIoBO.

%s: Not in trusted web
list

[aHHbI web-cailT HaxoAMTCH Ha AOMEHE, He rapaHTUpPYLWeM
BbICOKOW CTEMEHW 3aluThbl, U MapLUpyTU3aTop brokupyeT Becb
Tpaduk, ocTaBnas AOCTYN TONbKO K cakTaM, pa3MeLleHHbIM Ha
HaZeXHbIX JOMEHax.

%s: Forbidden Web site

[aHHbI web-canT BXoaWT B CMMCOK 3anpeLLeHHbIX.

%s: Contains ActiveX

HaHHbI web-cant cogepxuT anemeHTbl ActiveX.

%s: Contains Java
applet

[aHHbI web-caiT cogepXXuT annneTbl s3bika Java.

%$s: Contains cookie

[aHHbIn web-cant cogepxuT dannbl cookie.

%s: Proxy mode

MapLupyTnsatop o6HapyXunn pexum proxy B JaHHOM Nakete.

detected

%s CepBep ounsTpauum coaepxaHnsi OTBETUI, YTO AaHHbI web-canT
BXOOWT B CMUCOK 3aBNOKMPOBaHHbIX, HO HE yKa3ar KaTeropuio
BnoknpoBKu.

%$s:%s CepBep unsTpauum coaepxaHnst OTBETUI, YTO AaHHbIN web-canT

BXOAUT B CMNCOK 336]'IOKVIDOBaHHbIX, 1 yKa3san KaTteropuro 6J'IOKVIpOBKl/I.

$s (cache hit)

Cuncrtema obHapyxuna, YTo AaHHbI web-calT BXxoguT B CIMCOK
3a6roKMpPOBaHHbIX U3 NOKANbHOrO K3lla, HO He yka3arna KaTeroputo
OnoKMpPOBKM.

$s:%s (cache hit)

Cwnctema obHapyxuna, YTo AaHHbI web-callT BXoguT B CIMCOK
3a6nokMpoBaHHbIX U3 NOKaNbHOro Kalla, U M3BECTHa KaTeropusi
OnoKMpPOBKMU.

%s: Trusted Web site

[aHHbI web-calT HaxoauTCs Ha JOBEPEHHOM JOMEHE C BbICOKOMN
CTeneHbto 3aLUnThI.

oe
0

Ecnun counsTp coaepaHus OTKIOYEH COFNacHoO pacnucaHuio unu Bel
He yctaHoBunu cnaxok «Block Matched Web Site» (Brnokvupyembiii
calT), TO cucTema nepeagpecyeT coagepxaHue.

Waiting content filter
server timeout

CepBep oMnbTpaLmMm BHELLHErO COOEPXKaHUA He OTBETUM B TEYEHUE
3a4aHHOro BpeMeHun oXxngaHua.

DNS resolving failed

NHTepHeT-ueHTp NBG334W He moxeT nony4yuTs IP-agpec cepsepa
unbTpaLMmM BHELLHETO KOHTEHTa C NMoMoLLbio 3arnpoca DNS.

Creating socket failed

UHTepHeT-ueHTp NBG334W He moxXeT co3gath 3anpoc n3-3a cbosi npu
cosgaHun kaHana TCP/IP, nopTt:HoMep nopTa.

Connecting to content
filter server fail

CGoit Npu NOAKIYEHNUN K cepBepy UITpaLmn BHELLHETO
cofepXaHus.

License key is invalid

HepencTBuTENbHBIN NIMLEH3NOHHbIV KITHOY BHELLHETO cepBepa
dunsTpauun cogepxaHms.
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Tabn. 66 >XypHanbHble coobLleHnst 06 aTakax

COOBLUEHME

OMNMUCAHME

attack [TCP | UDP | IGMP
| ESP | GRE | OSPF]

MesxceTteBoW akpaH 06Hapyxwun ataky TCP/UDP/IGMP/ESP/GRE/
OSPF.

attack ICMP (type:%d,
code:%d)

MesxceTteBow akpaH obHapyxun ataky ICMP. MogpoGHoe
onucaHve TMNOB 1 KodoB npuBeaeHo B Tabn. 70 Ha c. 180.

land [TCP | UDP | IGMP |
ESP | GRE | OSPF]

MesxceTteBow akpaH obHapyxun ataky no TCP/UDP/IGMP/ESP/
GRE/OSPF Ha kaTanor nokansHon cetn (LAND).

land ICMP (type:%d,
code:%d)

MexceTteBon akpaH obHapyxun ataky ICMP Ha katanor
nokanbHou cet (LAND). Nogpo6bHoe onncaHve TMMNOB 1 KOAoB
npueeaeHo B Tabn. 70 Ha c. 180.

ip spoofing - WAN [TCP |
UDP | IGMP | ESP | GRE |
OSPF]

MesxceTeBow akpaH obHapyxun ataky ¢ nogmeHown |IP-agpeca Ha
nopt WAN.

ip spoofing - WAN ICMP
(type:%d, code:%d)

MexceTeBoW akpaH obHapyXun ataky ¢ nogmeHon IP-agpeca
ICMP Ha nopt WAN. MNMogpo6bHoe onncaHne TMNoB 1 KO4OB
npueegeHo B Tabn. 70 Ha c. 180.

icmp echo: ICMP (type:%d,
code:%d)

MesxceTeBoW akpaH 0OHapyXun ataky ¢ UCNoNb30BaHNEM
otknuka ICMP. Nogpo6Hoe onucaHne TUMNOB U KOQOB NPUBEAEHO
B Tabn. 70 Ha c. 180.

syn flood TCP

MesxceTeBow akpaH 0OHapYXun CUHXPOHHYO aTaky TCP.

ports scan TCP

MexceTteBon akpaH obHapyxun ataky TCP co ckaHnpoBaHuem
NnopToB.

teardrop TCP

MesxceTteBow akpaH obHapyxun Teardrop-ataky TCP.

teardrop UDP

MesxceTteBow akpaH obHapyxun Teardrop-ataky UDP.

teardrop ICMP (type:%d,
code:%d)

MexceTteBon akpaH obHapyxun Teardrop-ataky ICMP.
MogpobHoe onncaHue TMNOB M KO4oB NpuBegeHo B Tabn. 70 Ha
c. 180.

illegal command TCP

MesxceTteBow akpaH obHapyxun ataky TCP ¢ HegonycTumon
KOMaHOoMW.

NetBIOS TCP

MexceTteBow akpaH obHapyxun ataky TCP NetBIOS.

ip spoofing - no routing
entry [TCP | UDP | IGMP |
ESP | GRE | OSPF]

MexceTteBoW akpaH knaccuduumposan nakeT 6es3 3anucu o
MapLupyT13aLmum OT UCTOYHMKA Kak aTaky ¢ nogmeHol IP-agpeca.

ip spoofing - no routing
entry ICMP (type:%d,
code:%d)

MexceTeBol akpaH knaccudpumumposan naket ICMP 6e3 ykasaHusi
WCTOYHMKa Kak aTaky ¢ nogctaHoskon IP (IP spoofing).

vulnerability ICMP
(type:%d, code:%d)

MesxceTteBow akpaH obHapyxun ataky ICMP Ha ys3BUMOCTb.
MogpobHoe onvcaHue TMNOB M KO4OB NpuBegeHo B Tabn. 70 Ha
c. 180.

traceroute ICMP (type:%d,
code:%d)

MesxceTteBow akpaH obHapyxun ataky ICMP ¢ oTcnexxuBaHmem
mapLupyTa. NogpobHoe onvcaHne TUNOB M KOAOB NPUBEAEHO B
Tabn. 70 Ha c. 180.
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Tabn. 67 >KypHanbHble coobuwenus PKI (MHdpacTpykTypa cepTudmkaumm oTKpbITbIX

Knto4yen)

COOBLUEHME

OMNMUCAHME

Enrollment successful

YcnelwHo BbinofHeHa pernctpaums ceptudunkata SCEP B pexnmve
peansHoro BpemeHu. Mone Destination (Agpec HazHayeHus)
cogepxut IP-agpec 1 nopT cepBepa LeHTpa cepTudmrkaumm.

Enrollment failed

He ypanocb BeINONHWUTL peructpaunto ceptudpukata SCEP B pexxume
peanbHoro BpemeHu. Mone Destination (Agpec HazHa4yeHus)
cogepxut IP-agpec 1 nopT cepepa LeHTpa cepTudmrkaumm.

Failed to resolve
<SCEP CA server url>

He ypanocb BeINONHWUTL peructpaunto ceptudpukata SCEP B pexxume
pearnbHOro BpEMEHM 13-3a HEBO3MOXHOCTW onpeaeneHns agpeca
cepBepa 6ropo cepTudmkaummn.

Enrollment successful

YcnewHo BbINonHeHa pernctpaumsa ceptudgpukata CMP B pexume
peanbHoro BpemeHu. None Destination (Agpec HazHa4yeHus)
cogepxut IP-agpec 1 nopT cepepa LeHTpa cepTudmrkaumm.

Enrollment failed

He ypanocb BbINONHWUTL peructpauumio ceptudukata CMP B pexnme
peanbHoro BpemeHu. None Destination (Agpec HazHa4yeHus)
cogepxut IP-agpec 1 nopT cepepa LeHTpa cepTudmkaumm.

Failed to resolve <CMP
CA server url>

He ypanocb BbINONHWUTL peructpauumio ceptudukata CMP B pexnme
pearnbHOro BpEMEHU 13-3a HEBO3MOXHOCTU onpeaenexus |IP-agpeca
cepBepa 6ropo cepTudmkaummn.

Rcvd ca cert: <subject
name>

MapwwpyTnsatop nonyyun ceptudukar 6topo ceptudmkaumm c
ykasaHneM TeMbl oT cepBepa LDAP (obrieryeHHbI MpoTokon crnyXobl
katanoroB), IP-agpec 1 NnopT KOTOPOro yka3aHbl B none Source
(OTnpaBuTensb).

Rcvd user cert:
<subject name>

MapLupyTr3aTop nonyunn ceptTudmkaT nonb3oBaTens ¢ ykasaHnem
Tembl OoT cepBepa LDAP (obnerdeHHbIi npoTokon cnyX0bbl katanoros),
IP-agpec n nopt koTOporo ykasaHsl B none Source (OTnpaBuTtens).

Rcvd CRL <size>:
<issuer name>

MapLupyTrsaTop nomy4mn Cnncok aHHyNMpOBaHUS cepTUUKaToOB
(CRL) c yka3zaHuem Tembl oT cepBepa LDAP (o0bGneryeHHbIn NpoTokon
cnyx6bl kaTanoros), IP-agpec 1 nopT KOTOPOro ykasaHbl B norne
Source (OTnpaBuTensb).

Rcvd ARL <size>:
<issuer name>

MapLupyTnsaTop nonyymnn CNMcoK aHHyNMpoBaHMs noniHomouni (ARL)
C ykasaHvem Tembl oT cepBepa LDAP (obneryeHHbIn npoTokon
cnyx6bl katanoros), IP-agpec 1 NopT KOTOPOro yKa3aHbl B Mosne
Source (OTnpaBuTtens).

Failed to decode the
received ca cert

MapLupyTnsatop nonyyvn HeAencTBUTENbHLIA cepTudmnkaT LeHTpa
cepTudmukaumm ot cepsepa LDAP, IP-agpec 1 nopT KOTOpOro ykasaHbl
B norne Source (OTnpaBuTens).

Failed to decode the
received user cert

MapLupyTnsatop nonyyvn HeAencTBUTENbHLIM cepTudmkaT
nonb3osarens ot cepepa LDAP, IP-agpec n nopT KOTOPOro ykasaHbl B
nore Source (OTnpaBuTens).

Failed to decode the
received CRL

MapLupyTnsatop nonyyvmn HeAencTBUTENbHBIA CINCOK
aHHynupoBaHus cepTudukatoB (CRL) ot cepsepa LDAP, IP-agpec n
nopT KOTOPOTO yKka3aHbl B none Source (OTnpaButenb).

Failed to decode the
received ARL

MapLupyTnsatop nonyyvmn HeAencTBUTENbHBIA CINCOK
aHHynupoBaHusi nonHomounii (ARL) ot cepBepa LDAP, IP-agpec n
nopT KOTOPOTO yKka3aHbl B none Source (OTnpaButenb).

Rcvd data <size> too
large! Max size
allowed: <max size>

MapLupyTtnsatop nonyuun cnviikom 6onbLuon o6bem gaHHbIX
cnpaBo4YHUKa (C ykazaHneM pa3mepa) ot cepepa LDAP, IP-agpec n
nopT KOTOPOro yka3aHbl B none Source (OTnpaButensb). Takke
yKasblBaeTCs MakCMMarnbHbIN pa3mep AaHHbIX CPaBOYHMKA, KOTOPblEe
MOXET NPONyCTUTb MapLUpyTU3aTop.
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Tabn. 67 >XypHanbHble coobuieHnsi PKI (MHdpacTpykTypa cepTndmKaumm oTKpbIThIX
Kntoyen) (NpoaormKkeHme)

COOBLIEHHME OMNCAHME

Cert trusted: <subject | MapwpyTusarop cBepun nyTb ceptudumkaTa ¢ ykasaHHON TEMOMN.
name>

Due to <reason codes>, | B cuny nepeyncneHHbIX NpuynH cepTudukaT ¢ ykasaHHOW TeMOWN He
cert not trusted: npoLuen CBepKy NyTu. 3aperncTpupoBaHHbIE KOAbl OTPaXKAKT NULb
<subject name> npYMepHbIe NPUYUHBI HEHAAEXHOCTU cepTudmkary.
CooTBeTCTBYIOLIME ONUcaHUs KogoB NpvBeaeHbl B Tabn. 70 Ha c. 180.

Tabn. 68 >KypHanbHble coobuieHus 802.1X

COOBLUEHUWE OMUCAHUE
Local User Database accepts MopnuHHOCTL Nonb3oBaTens bbina ycTaHoBNeHa
user. BCTPOEHHOM 6a3on AaHHbIX NOonb3oBaTenen.

Local User Database reports user | [lloanMHHOCTb Nonb3oBatens He bbina yctaHoBNeHa
credential error. BCTpoeHHOVI 6a30¥ faHHbIX Nonb3oBaTenew, Tak Kak obin
BBEAEH HEBEPHbIV Naporb.

Local User Database does not MoanuHHOCTL Nonb3oBaTens He Gblna ycTaHoBneHa

find user's credential. BCTPOEHHOW 6a301 AaHHbIX NMoNb3oBaTenen, Tak Kak
nonb3oBaTeslb HE YNCITUTCA BO BCTPOEHHOW 6ase
JAaHHbIX.

RADIUS accepts user. MoanuHHOCTL Nonb3oBaTens bbina ycTaHoBIeHa

cepsepoM RADIUS.

RADIUS rejects user. Pls check MoanuHHOCTL Nonb3oBaTens He Obina yCTaHOBI1€Ha

RADIUS Server. cepsepoM RADIUS. MNpoeepste cepeep RADIUS.
Local User Database does not BcTtpoeHHas 6a3a AaHHbIX Nonb3oBaTenemn
support authentication method. nogaepxumsaet Toneko metog EAP-MDS5. NMonb3osaTtens

NbITancs UCnosib3oBaTh APYrol MeToq ayTeHTUdUKALUM
1 ero NoAnuHHOCTb He Bbina ycTaHOBMeHa.

User logout because of session MapLupyTnsatop BbiBEN U3 CUCTEMbI NONb30BaTENS C
timeout expired. NCTEKLNM CPOKOM ,EleﬁCTBMH ceaHca CBA3N.

User logout because of user MapLupyTwsaTop BbIBEJT U3 CUCTEMBI NMOJ1b30BaTeNA,
deassociation. 3aBepLUMBLLEro ceaHc CBA3MN.

User logout because of no MapLupyTnsatop BbiBen U3 cucteMbl Nonb3oBaTens,
authentication response from OT KOTOPOro He NocTynun OTBET Ha ayTEHTVI(bVIKaLI,VIIO.
user.

User logout because of idle MapLupyTwsaTop BbIBEJT U3 CUCTEMBI NMOJ1b30BaTENA,
timeout expired. Yy KOTOPOro npeBsbIleH NUMUT BpEMEHU NPOCTOS.
User logout because of user Monb3oBaTenb BbILWEN U3 CUCTEMBI.

request.

Local User Database does not Monb3oBaTenb NonbITanca UCNonb30BaTb METOL,
support authentication method. ayTeHTMdMKaLMKn, He NoAaePKMBaEMbI BCTPOEHHOW

6a30i faHHbIX Nonb3oBaTtenen (6asa nogaepxveaet
Tonbko EAP-MD5).

No response from RADIUS. Pls Het otBeta ot cepeepa RADIUS, npoBepbTe cepsep
check RADIUS Server. RADIUS.

Use Local User Database to BcTpoeHHasi 6a3a gaHHbIX nonb3oBatener pabotaeT B
authenticate user. KayecTBe ayTEHTUMUKALMOHHOIO cepBepa.

Use RADIUS to authenticate user. | CepBep RADIUS paboTaeT B kayecTse

ayTeHTU(MKaLMOHHOO cepBepa.
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Tabn. 68 >XypHanbHble coobuieHnsi 802.1X (npogormkeHne)

COOBLIEHHME

OMNCAHME

No Server to authenticate user.

OTcyTCcTBYET ayTEHTUDMKALMOHHBIV CEPBEP, CMOCOOHbIN
YCTaHOBMWTb NOAJIMHHOCTb MOfb30BaTENs.

Local User Database does not
find user’'s credential.

MoanuHHOCTL Nonb3oBaTens He Bbina ycTaHoBIEHa
BCTPOEHHOM 6a30i AaHHbIX NONb30oBaTenen, Tak Kak
nonb3oBaTenb He YNCINUTCSA BO BCTPOEHHOM 6ase
JaHHbIX.

Tabn. 69 Hactpowka cnvcka ynpaenenus goctynom (ACL)

HATMPABJIEHUE
NAKETOB HAMPABINEHUE OMNMUCAHUE
(L to W) LAN to WAN (nok. | Cnucok ynpaeneHnusi goctynom (ACL) ons nakertos,
ceTb — rmMob. ceTb) | NepecbinaemMbix U3 nokaneHoun cetn (LAN) B
rno6aneHyto (WAN).
(WtoL) WAN to LAN (rno6. | Cnucok ynpasnexus goctynom (ACL) anst nakeTos,
CeTb — IOK. CETb) nepeceoinaembix n3 rmodansHon cetn (WAN) B
nokanesHyto (LAN).
(L to L/P) LAN to LAN/ Cnucok ynpasneHus goctynom (ACL) ans naketos,
NBG334W nepecoinaemMbix U3 ogHow rokansHon cetn (LAN) B
(nokanbHas cetb — | Apyryto nokansHyto cetb (LAN) unn 8 NBG334W.
nokaneHas cetb/
ZyXEL P-662)
(W to WIP) WAN to WAN/ Cnucok ynpasneHus goctynom (ACL) ans nakeTos,
NBG334W nepecbinaemMbiX U3 04HOW rnobansHon ceTn B Apyryto
(rmobanbHas cetb — | unn B NBG334W.
rmobanbHasa ceTb/
ZyXEL P-662)
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Ta6n. 70

3anucu ICMP

TN

Kona

OMNMUCAHME

0

Oxo-oTBET

Coo0LLeHne ¢ 3X0-0TBETOM

Agpecat HegocTyneH

Cetb HeaocTynHa

Y3en HeQoCTyneH

MpoTokon HegocTyneH

MopTt HeOoCcTyneH

Sl W NN PO

MakeT, KOTOpbIV TPebyeT parmeHTaLMmn, OTOPOLLEH, Tak Kak UMEeT napameTp

DF (Don't Fragment — He dpparmeHTMpOBaTh)

Owwubka B MapLUpyTe NCTOYHMKA

WcToyHmk npounseen copoc

LLnto3 moxeT cOpocutb Aentarpammbl VIHTEPHET, ecnn oH He nmeeT BydepHon
namsaT1, JOCTAaTOMHON AN OpraHn3aumn ovepeaun gentarpamm, YTobbl
nepenaTb UX B CNEAYOLLYI0 CETb MO MapLUPYTY K CETW nonyyatens.

MepeHanpaBneHve

MNepeHanpasneHve gentarpamm ans cetu

MepeHanpaBneHve genTarpamm ans yana

MepeHanpaBneHve gentarpamm gnsa tuna ycnyru (ToS) n cetu

Wl N =] O

MepeHanpasneHve gentarpamm ans Tuna ycnyru (ToS) v yana

3Oxo

Ox0-coobLeHne

11

Bpewms ncrekno

Bpemsi xXn3HM nakeTa UCTEKIO B NyTH

Bpems Ha NoBTOpHYHO COOPKY hparMeHTOB UCTEKIO

12

HesepHbI napameTp

Ykasartenb nokasblBaeT Ha 0UJVI6Ky

13

BpemeHHasa meTka

Coo0bLeHune ¢ 3anpocoM BPEMEHHOW METKM

14

OTBET C BpeMEHHOI METKON

OTBeTHOE CcOoOobLLEHNE C BPEMEHHON METKOMN

15

3anpoc napameTpos

Coo6LLeHWe C 3anpocom NapameTpoB

16

OTBeT Ha 3anpoc napameTpoB

CoobLueHne ¢ 0TBETOM Ha 3anpoc napamMeTpoB

180
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Taobn. 71 CoobLieHnsa cMcTeMHOro XypHana

COOBLUEHME

OMNMUCAHUE

<Facility*8 + Severity>Mon dd
hr:mm:ss hostname
src="<srcIP:srcPort>"
dst="<dstIP:dstPort>"
msg="<msg>" note="<note>"
devID="<mac address last three
numbers>" cat="<category>

970 coobLueHne nocbinaercsa cucremon («KRAS»
oTobOpaXkaeTcs B Ka4eCcTBE CUCTEMHOIO UMEHW, €CI OHO
He ObINI0 NPUCBOEHO), KOrAa MapLLpyTU3aTop co3naeT
3an1cb B CUCTEMHOM XypHane. 91a yHKuus
ycTaHaBnumBaeTcs Ha ctpanuue: [MABHOE MEHIO
Web-koHdurypatopa->KYPHAIbI
PEMMCTPALMN->HacTpolikn xxypHanoB. Cepbe3HOCTb
owmnbKM — 3TO KNacc 3anmMcu B CUCTEMHOM XXypHarne.
OnucaHne coobLleHnn 1 3annucen onpeaensoTcs
pasnMYHLIMK CXeMaMK 3anucei B 3TOM NPUMOXKEHUN.
«devID» — ato nocnegHue Tpu cumeona MAC-agpeca
nopta LAN mapLupyTtumaaTopa. «cat» — 10 xe, 4To
KaTeropusi B XXypHanax mapLipyTusaropa.

B crienyromeit Tabnuie MpUBOATCS THITHI IONE3HON HHPOPMAIMU B COOOMEHUIX MIPOTOKOA
ISAKMP (cMm. RFC-2408), u nx o6o3HaueHus B xKypHaje. bonee moapobHyto nHpOpManmo

o kaxxaomy tuny cMm. B RFC.

Tabn. 72 Twunbl AaHHbIX cooblweHnn RFC-2408 ISAKMP

OBO3HAYEHME B XXYPHAJE | TUM NONE3HON MH®OPMALMU

SA BesonacHoe coeanHeHne

PROP MNpeanoxeHne

TRANS MpeobpasoBaHue

KE O6meH knovamm

ID MaeHTudmkauua

CER CepTtudpmkar

CER_REQ 3anpoc ceptudmkaTa

HASH Xeww

SIG CurHatypa

NONCE Cn. wucno

NOTFY YBegomMmneHue

DEL Yoanutb

VID MaeHTudmrKaumMoHHbIN HoMep
nocTasLLMKa
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[MporpammHbIe cpeacTBa

B nanHO m1aBe ONMUCHIBAIOTCS MPOLEAYPHI 3arpy3KH HOBOH MUKPOIIPOTPaMMBI, BEITPY3KH
WM COXpaHEHHs Pe3epBHOM KouH (PailiioB KOHPUTYpallH U Mepe3alrycka HHTEpPHET-LEeHTPa
NBG334W.

18.1 OKHO 3arpy3ku MUKponporpamMmmbl

Hafinure MukponporpaMmy Ha caiite www.zyxel.com B (aiiie, B Ha3BaHHH KOTOPOTO 00BIYHO
UCTIONB30BaHO HAa3BaHKE MOJAENH C PacIIMpeHueM «*.bin» extension, HanpuMep,
«NBG334W.biny. [{ns 3arpy3ku ucnons3yercst npotokoa HTTP (Hypertext Transfer Protocol —
[Ipotoxon nepenaun runeprekcTa), 3arpy3Kka MoXeT 3aHATh 10 2-x MUHyT. [locne ycnemnoi
3arpy3Kd MHKPOIIPOTpaMMBI CHCTeMa Tepe3amnyckaercs. Muapopmariio mo 00HOBICHUIO
MHUKpornporpammsl ¢ omorbio komana FIP/TFTP cu. B miaBe «ConpoBoxieHne
MHUKPOIIPOTPaMMBI U (aiisia KOHPHUTYPAITHI.

Bri6epure myakt Maintenance (ConpoBoxkaenue) > Tools (MHcTpyMeHTBI). CaemyiiTe
YKa3aHUAM B 3TOM OKHE JUIs 3arpy3KH MUKPOIIpOrpaMMsbl B HHTepHET-1IeHTp NBG334W.

Puc. 84 Maintenance (ConposoxaeHue) > Tools (MporpammHble cpeacTaa) > Firmware
(Mukponporpamma)

Firmware Upgrade

To upgrade the internal router firmware, browse to the location of the binary {.BIN) upgrade file and click Upload. Upgrade
files can be downloaded from website. If the upgrade file is corpressed (.ZIF file), you must first extract the binary {.BIN)
file. In some cases, you may need to reconfigure

File Path: I Browse... |

Uplosdd |
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B cnenyrommeit TabmuIe JaHBI OMMMCAHMS ITOJIEH STOTO OKHA.
Tabn. 73 Maintenance (ConpoBoxaeHue) > Tools (MporpammMHble cpeacTaa) > Firmware

(Mukponporpamma)
NONnE OMNMUCAHUE
File Path (MyTe | BBeagnTe nyTb K dariny, KOTopbin TpebyeTcsa 3arpy3nTb, UMM HAKMUTE KHOMKY
K dhanny) Browse... (0630p), 4TOObI BLINOMHUTL MOWCK hanna.
Browse... HaxmunTe kHonky Browse (MpocmoTp),uTo6bl ykasaTb MecToHaxoxaeHve darina ¢
(O630p...) paclumpeHuem .bin, KOTopbI Bbl XOTUTE 3arpy3nTtb. He 3abyaste pacnakoBatb
cxkatble dannbl (.ZIP), npexae Yyem 3arpyxarb UX.
Upload HaxmunTe kHonky Upload (3arpys3ka) ansi 3anycka npouecca 3arpy3sku. lNpouecc
(3arpyska) 3arpy3KkuM MOXET 3aHATb 40 2 MUHYT.

5 HEJ1b3A sbikntoyate nutaHe NBG334W BO BpeMs 3arpysku
MUKponporpamMmmsb!!

[Tocne nosiBnennsa okHa Firmware Upload in Progress (Boimosinsiercs 3arpy3ka
MMKPONPOrPaMMbl), TOAOKIUTE 2 MUHYTHI, IPEXKE UEM CHOBA PETHCTPUPOBATLCS B
NBG334W.

Puc. 85 [penynpexaeHue

Firmware Upload In Process

JR7
(/ Please Wait ...,

Please wait for the device to finish restarting{PWR LED is
on steady), This should take about twa minutes, To access
the device after a successful firmware upload, you need to

log in again. Check your new firmware version in the
systern status menu.

NBG334W aBroMaTn4ecKku Mepe3anycKkaeTcs, YTO BBI3bIBAET BPEMEHHOE OTKIIIOYEHUE
yCTpOICTBA OT ceTU. B HEKOTOPBIX ONepalMOHHBIX CUCTEMAax Ha pabodeM CTOJIEe MOXKET
MOSIBUTHCS CIEAYIONINI 3HAYOK:

Puc. 86 BpemeHHOe oTkntoveHne cetn

T )
x‘) Local Area Connection

Mebwork cable unplugged

Ilo ncreuennu 2 MUHYT CHOBA 3apErUCTPUPYNUTECH U IPOBEPHTE BEPCUIO HOBOM
MHUKpoOIIporpaMMBbl B okHe System Status (CocTosiHMe cHCTeMBI).

Ecnu 3arpysky He yznanoch 3aBepIlUTh YCIEIIHO, MOABISAETCs cienyomee okHo. Haxmure
kHonKy Return (Bo3Bpar) 1 Bo3Bpara k okHy Firmware (Mukponporpamma).
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Puc. 87 CooOueHne 06 owmnbke 3arpysku

system Upload

Firmware upload error!

The uploaded file was not accepted by the device. Please return to the previous page and select a valid
upgrade file. Click Help for more information.

Return I

18.2 OKHO KOH(purypauum

Wudopmanmro no neperocy ¢aiinoB koHPurypauuu ¢ nomoisto komang FTP/TFTP cm. B
m1aBe «CompoBOXKI€HIE MUKPOTIPOTpaMMBI U (aiiia KOHPHUTYpaIUny.

[enxaute Maintenance (Conposo:xaenue) > Tools (Ilporpammubie cpencTpa) >
Configuration (Kougurypauus). B stom okae oToOpaxkaercs nHbOpManys 0 3aBOICKIX
HACTPOMKax M0 yMOIYaHHIO, PE3EPBHOM COXPaHEHNH U BOCCTAHOBIEHNUH KOHPUTYpAITUH.

Puc. 88 Maintenance (ConpooxaeHue) > Tools ([MporpammHble cpeactea) > Configuration
(KoHdpurypaums)

Configuration

Backup Configuration

Click Backup to save the current configuration of your system to your computer,
Backup |

Restore Configuration

To restore a previously saved configuration file to your systemn, browse to the location of the configuration file and click
Upload.

File Path: Browse... I
Uploz:d |

Back to Factory Defaults

Click Reset to clear all user-entered configuration information and return to factory defaults. after resetting, the
- Password will be 1234

- LAN IP address will be 192.168.1.1

- DHCP will be reset to server

Reset |

18.2.1 Pe3epBHOe coxpaHeHUue KoHcpurypauumm

PesepBHOE coxpaHeHUe KOHQUTYpaIMU TO3BOJISET COXPAHUTD TEKYIIYI0 KOH(QUTYpaIHIO
NBG334W B (aitne na kommnsiorepe. Ecim HacTpoiika NBG334W BeImonHEeHa, U yCTPOHCTBO
paboTaeT HOpMAIBLHO, TO TIEpe/l BHECEHNEM KaKUX-TH00 N3MEHEHHIA HACTOSITEIFHO
PEKOMEHIIyeTCs CO3/IaTh pe3epBHYIO Komuio (haiina koHdurypanuu. daiti ¢ pe3epBHOM

KOIMeH KOH(UTYpalluy IPUTOAXUTCS B CiIydae, eclid Bam npuaercst BEpHYTHCS K PEIbIAYIINM
HAacTpOMKaMm.

st coxpaHenus Tekyueit konpurypauuu NBG334W nHa xommbiotepe mienkaute Backup
(Pe3epBHOE coxpaHeHue).
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18.2.2 BocctaHoBneHue KoHdurypaumm

DYHKINSA BOCCTAHOBIICHUS KOHPUTYPAIMH MTO3BOJISIET 3arpy3UTh ¢ koMIibioTepa B NBG334W
HOBBIHM HJTH TIPEIBAPUTEILHO COXPaHESHHBIN (ailil KOHPHUTYpaITHH.

Tabn. 74 ConpoBoxaeHne: BoccTaHoBNEHNE KOHGUIypaLuum

NONnE OMNMUCAHUE

File Path (MyTb | BBeanTe nyTb K danny, KOTOPbIN Bbl XOTUTE 3arpy3nTb, UMY HAXMUTE KHOMKY

K dparny) Browse... (0630p...), 4TOGbI YKa3zaTb MECTOHaXOXAeHWe arna.

Browse... HaxmunTte Browse... (0630p...), 4Tobbl HaWTK dan ans 3arpysku. He 3abygste
(O63op...) pacnakoBaTtb cxatble hannsl (.ZIP), npexae Yem 3arpyxatb ux.

Upload Haxmute kHonky Upload (3arpy3ka) ans 3anycka npouecca 3arpy3sku.
(3arpyska)

g HEJIb3A BbikntovaTth nutaHne NBG334W Bo Bpemsi 3arpy3ku havina

186

KOHpurypaumm!

[Tocne nosBinenns oxkHa Restore Configuration successful (Kongurypanus ycnemxo
BOCCTAHOBJIEHA), HEOOXOIMMO TOAO0XKIATh OJHY MUHYTY, IIPEK/IE 9eM CHOBA
peructpupoBarbcsi B NBG334W.

Puc. 89 KoHdurypaums ycneLHo BOCCTaHOBMNEHA

Restore Configuration successful
3 ‘1.‘ = =
% The Device Is Rebooting
S v Now.

'

After the device finishes rebooting, the login screen
displays.

NBG334W aBromMaruuecku Imepe3ammyckaeTcs, YTO BhI3bIBAET BPEMEHHOE OTKITFOUCHUE
YCTPOWCTBA OT ceTH. B HEKOTOPHIX OMEPAIMOHHBIX CHCTEMAX Ha pabodyeM CTOJIE MOXKET
MTOSIBUTHCS CIIEAYIONIUI 3HAYOK:

Puc. 90 BpemeHHoe oTkntoveHne cetu

far)
\5,) Local Area Connection

Metwork cable unplugged

[Ipu 3arpy3ke (aiina KoHGHUTYypauy M0 YMOITYaHHIO He00X0TuMOo H3MeHUTE IP-ampec
KOMITBIOTEPA, YTOOBI OH HAXOJUIICS B TOH ke monceTH, uTo u [P-anpec NBG334W mo
ymomuanuio (192.168.1.1). [Togpobuee 06 ycraHoBke IP-anpeca kommbloTepa cM. B KpaTKOM
PYKOBOZICTBE T0JIH30BATEIS.

Ecnu 3arpysky He yzanoch 3aBepIlUTh YCIEIIHO, MOABIAETCs cienyomee okHo. Haxmure
kHonKy Return (Bo3Bpar) 1t Bo3Bpara k okHy Configuration (Kongurypauus).
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Puc. 91 Owwnbka BocCcTaHOBMNEHMS KOHGMIypauum

System Restore

Restore configuration error!

The configuration file was not accepted by the device. Please return to the previous page and select a walid
configuration file, Click Help for more information.

Return |

18.2.3 BoccTtaHOoBnNeHMe 3aBOACKUX HACTPOEK MO YMOSTYaHUIO

[Tpu naxaruu kaonku Reset (COpoc) B 3TOM pazzerne cOpachBalOTCsl BCe H3MEHEHHbIE
T0JIb30BaTeIeM mapaMeTpsl, U HacTpoitku NBG334W Bo3BparniaroTcst K 3aBOJCKUM
HacTpOMWKaM M0 yMOIYaHUIO.

Boccranosnenne 3aBoncknx HacTpoek NBG334W Taxike MOXXHO BBIITOIIHUTH, HAXKaB KHOIKY
RESET (CBPOC) Ha 3anHel maHenn ycTpoicTsa. J[omomTHUTEIbHYI0 HHPOPMAITHIO O
kHorike RESET (CBPOC) cM. B m1aBe onrcanus Web-koHGHUTYyparopa.

18.3 OkHo Restart (lMepe3anyck)

OTO OKHO MO3BOJISIET BHIMONMHUTE Niepe3arpy3ky NBG334W 6e3 BrIkitoUeHUs
3NIEKTPOMUTAHMUSL.

[lenkaute Maintenance (ConpoBoxxaenue) > Tools (Ilporpammuble cpeacTBa) > Restart
(ITepe3anyck). Haxxmute kHonky Restart (Ilepe3anyck) aJis1 nepe3anycka HHTEpHET-LIEHTPa
NBG334W. DOta omeparus He BiuseT Ha KoHGurypamuo NBG334W.

Puc. 92 Maintenance (ConpooxaeHue) > Tools ([MporpammMHble cpeacTtea) > Restart
(Mepesanyck)

System Restart

Click Restart to have the device perform a software restart, The SvS{or PWR) LED blinks as the device restarts and then
stays steady on if the restart is successful, Wait a minute before logging into the device again.

Restart |
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[louck n yctpaHeHue
HencnpaBHOCTEUN

B sT0i1 Ti1aBe pacckaspiBaeTcs 00 yCTpaHEHUH BO3MOXKHBIX HEHCIIPABHOCTEH, KOTOPbIE MOTYT
MTOSIBUTHCS TIPH paboTe C yCTPOcTBOM. BO3MOXKHBIE HEHCITPABHOCTH MOYKHO Pa3/IeluTh Ha
CIIEAYIONIe KaTETOPUH:

* [luranue, MonKIIOYEHNE OOOPYIOBAHUS U CBETOMOBI

* Jloctyn u peructpanus B NBG334W

* Jloctyn B HTEpHeT

* Boccranosnenue 3aBoackux HacTpoek NBG334W

* [louck n ycTpaHeHHe HEUCTIPABHOCTEH OECIIPOBOTHOTO MapIIPYTH3aTOPa U TOYKH JIOCTYTIa

* JlomonHuTENbHBIE QPYHKINN

19.1 lunTtaHue, noagknr4vyeHne obopyaoBaHMUA U cBeTOAMOAbI

?

Py NHTepHeT-ueHTp NBG334W He BKNoyaeTcs. Hu ogmH 13 ceetoamoaos
He BKNoYaeTcs.

1 VY6enuteck, 4To UCHONB3yeTCS aanTep MUTaHKUS U3 KOMILUIeKkTa nmoctaBku NBG334W.
2 Yoenurecsh, uTo agantep nuTanus noakiaroucH K NBG334W u gomariiHeit 21eKTpoCeTH.
3 Ortxutiounte 1 cHoBa noakounTe K NBG334W amanrep nuraHus.

4 Ecmu HEUCNPaBHOCTh HE YCTPAHSETCSI, CBSDKUTECH C MMOCTABIIMKOM 000PYIOBAHUSI.

?

° OawnH n3 ceetoanonos paboTaeT HenpaBUITbHO.

1 VYo0enurech, 4TO BBI 3HACTE, KAK CBETOAMO/ IOJKEH PaboTaTh B HOPMAJIBHOM PEKUME.
CwMm. Pa3ng. 1.4 mnac. 15.

2 TIposepsre nopkiarodeHne odbopymnosanus. CM. Kparkoe pyKoBOACTBO.

3 VYbeautech, 4T0 Kabeau He MOBPEXKCHBL. J[7st 3aMeHbBI MOBPEKICHHBIX Kabemei
CBSDKUTECH C TIOCTABIIIMKOM O00OpPYIOBaHHUS.
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4 Ortkmounte ¥ cHOBa moakiarounTe K NBG334W amanrep muTaHus.
5 Ecnu HencrnpaBHOCTh HE YCTPAHSAETCS, CBSKUTECH C MMOCTABIIMKOM 000PYIOBaHUSI.

19.2 [Noctyn u pernctpaums B NBG334W

?

° Motepsana nHpopmaums o6 IP-agpece NBG334W.

1 [P-ampec, ycTaHOBICHHBII H3rOTOBUTENEM 10 yMomdaHuo — 192.168.1.1.

2 Ecau IP-agpec ObL1 M3MEHEH U 3aTeM HH(pOpMaLys 00 3TOM yTepsiHa, MOKHO
nocMmotpethb [P-anpec NBG334W, ycTaHOBIEHHBIHN 181 1IIJ1103a 110 YMOJTYaHHUIO HA
KoMITbIoTepe. YTOOBI BBITOITHUTH 3TO Ha KOMITbIOTEpE 1o yrpaBieaneM Windows,
Haxxmute KHOTKY Start (IIyck) > Run (BbimosinuTs), BBeauTe komanay cmd u 3aTemMm
ipconfig. IP-anpec Default Gateway (LLl1103 Mo yMoT9aHNI0) MOXKET SBIATHCS
IP-anpecom untepuer-nieaTpa NBG334W (310 3aBUCHT OT KOHKpETHOH ceTtn). BenuTe
ator IP-anpec B UnTepHeT Opaysepe.

3 Eciu 3T0 He MOMOXKET, BBITOIHUTE COPOC MapaMeTPOB YCTPOUCTBA K 3aBOACKUM
HacTpoiikam o ymoruanuio. Cm. Pazn. 19.4 na c. 193.

?

Py YTepsiH napornb.

1 TIlo ymom4aHHIO YCTaHOBIIEH mapoib 1234,

2 Eciu 5T0 HE IOMOXKET, BBIIOJIHUTE COPOC MMapaMeTpOB YCTPOMCTBA K 3aBOJCKHM
HacTpoiikam 1o ymonuanuto. Cm. Paza. 19.4 na c. 193.

He oTobpaxaetcst okHo Web-koHdurypatopa Login (Bxoa B cuctemy) nnm
OTCYTCTBYET [JOCTYM B CUCTEMY.

1 VYo6enurech, 4To HCIOIB3YyETCS HMpaBUIbHBII [P-anpec.

» [P-agpec, ycTaHOBIEHHBII U3roTOBUTENEM IO yMomyaHuio — 192.168.1.1.

* Ecmu IP-aagpec 6su1 m3meneH (Pasn. 6.3 Ha c. 80), ncmonb3yiiTe HOBBIN IP-anpec.

* Ecnu [P-aapec OblT MI3MEHEH U 3aT€M yTEpsiH, CM. pEKOMEH/IAIIUH 110 TIOUCKY U
yCTpaHEHHIO HercIipaBHOCTeH B pazaene [lorepsana nnpopmarus o6 [P-angpece
NBG334W.

2 [lIpoBepsre NOAKIIOUYEHHE 000PYIOBaHUS H Y0CTOBEPHTECH, YTO CBETOHOBI PAa0OTAIOT

B HOpManibHOM pexume. Cm. KpaTtkoe pyKkoBOACTBO.

3 VY6enurecs, uto B HTEpHET-Opay3epe BKIIOUSHA ITO/IEPKKA BCIUTBIBAIOIINX OKOH, a

taroke JavaScripts Java. Cu. ITpmt. B Ha c. 205.
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4 Bam KOMIBIOTEP JOJKEH HAXOIUTHCS B TOH )K€ MOACETH, YTO U HHTEPHET-IIEHTP
NBG334W. (ITporrycTUTe 3TOT IIIar, €CJIM U3BECTHO, YTO MEXKAY KOMITBIOTEPOM H
nHTepHeT-IeHTpoM NBG334W nMerorcst MapiipyTU3aTopsl.)

» Ecnm B Bammeii cetu ects cepep DHCP, y6enutecs, 4T0O Ball KOMIIBIOTEP UCIOIB3YET
nuHamudeckuit [P-aapec. Cum. Paza. 6.3 Ha c. 80. ITo yMonuaHuio, UHTEPHET-LUEHTP
NBG334W Bemonasier pyakauro DHCP-cepsepa.

* Ecnu B Bameii cetn Het npyroro cepsepa DHCP, y6enurecs, uto [P-anpeca
KOMITBIOTEPOB BXOJAT B Ty e mojiceTh, 4To 1 NBG334W. Cwm. Pa3n. 6.3 Ha c. §0.

5 BrinonHuTe COPOC MApaMeTPOB YCTPOMCTBA K 3aBOJACKUM HACTPOHKAM 110 YMOIYAHHIO H
norpoOyiite moiayuuth foctyn kK NBG334W c [P-agpecom mo ymonuanuo. Cm. Pazn.
6.3 Ha c. 80.

6 Ecim HencnpaBHOCTB HE YCTPaHAETCs, 0OPaTUTECh K CETEBOMY aJMUHHCTPATOPY WU
MOCTABIIKMKY 000pYI0BaHUsI, WM BBHIIOJIHUTE AOTIOJIHUTEIbHbBIE PEKOMEHJAINH.

I[OHOJIHI/ITEJILHBIE COBETBI

* IlonmpoOyiite momyunts goctyn k NBG334W ¢ ncnonb3oBaHuEM OPYTOi CIIyKOBbI,
Hanpumep, Telnet. Ecnu noctyn k NBG334W cymiecTByeT, mpoBepbTe MapaMeTphl
yAaJCHHOTO YIpaBICHHS U ITPAaBHUIa MEKCETEBOTO SKpaHa, YTOObI BEISICHUTD IPUYKHY, 110
kotopoit NBG334W ne orsewaer mo HTTP.

» Ecnu Bam xoMnbroTep He nmogKmoueH K mopty WAN HiiM NOAKITIOuEH 1Mo OecIpoBOAHON
CBSI3H, UCTIONB3YHTEe KOMIIbIOTEp, oakItoueHHbl K TopTy LAN/ETHERNET.

Py OkHo Login (Bxoa B cuctemy) otobpaxxaetcd, HO HEBO3MOXHO BbINOSTHUTb
Bxopg B cuctemy NBG334W.

1 VYo6enurech, 4To Mapob BBEACH MPaBHIbHO. 10 yMOIYaHHIO yCTaHOBJIECH Hapoisb 1234.
CHMBOITHL B 3TO TI0JI€ BBOMISTCS C YIETOM PETHUCTPA, TOAITOMY YOETUTECh, YTO KJIaBHIIIA
[Caps Lock] BeikirodeHa.

2 Henpss monyunts goctyn K Web-korduryparopy, ecitd Ipyroit mojas30BaTesb
nonkirrouaricst kK NBG334W gepes Telnet. [Togkmrountech k NBG334W mozgHee win
MOTIPOCHTE 3aPETUCTPHUPOBAHHOTO TIOIH30BATENS BHIITOIHUTH BHIXOJ] H3 CHCTEMBI.

3 Ortxumiounte u cHoBa noakounTe K NBG334W amanrep nuraHus.

4 Ecnu 5TO HE IOMOXKET, BBIIOJIHUTE COPOC ITapaMeTPOB YCTPOMCTBA K 3aBOJCKHM
HacTpoiikam 1o ymonuanuto. Cm. Paszn. 19.4 na c. 193.

° HesoamoxHo nogkrtountbes K NBG334W yepes Telnet.

CM. pekoMeHIaliK 10 TIOUCKY M yCTpaHeHHIo HercnpaBHocTell B He oToOpaxaercs: okHO
Web-konguryparopa Login (Bxon B cuctemy) Wil OTCyTCTBYET AOCTYI B CUCTEMY.
PexomeHmamu o HacTpoiike Opay3epa Croa He OTHOCSTCSL.

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W 191




maea 19 lNouck 1 yctpaHeHne HencnpaBHOCTEN

?

HeBO3MOXHO BbINOMHUTL 3arpy3ky/ckadymBaHue danna KoHurypaumm
c nomowbto FTP. / He yaaetcs 3arpy3nTb HOBYHO BEPCUIO MUKPOMPOrpamMMbl
¢ nomouybto FTP.

CM. pekoMeHIaliK 10 TIOMCKY M yCTpaHeHHIo HercnpaBHocTell B He oTroOpaxaercss okHO
Web-kxouduryparopa Login (Bxox B cucTeMy) WK OTCYTCTBYET JOCTYI B CUCTEMY.
PexomeHaluu o HacTpoiike Opay3epa Crofa He OTHOCSTCSL.

19.3 [HOocTtyn B UHTepHeT

?
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HeB0O3MOXHO nonyynTb OOCTYMN B MHTepHeT.

[TpoBeprTe moaKIIOYEHNE O0OPYIOBAHUS U YOCTOBEPETECH, YTO CBETOIUOABI PA0OTAIOT
B HOpManbHOM pexume. CMm. KpaTtkoe pyKkoBOACTBO.

[IpoBepbTe, UTO BBEACHBI NPABWIBHO MapaMeTPhl YUETHOM 3aIIUCH, IPEAOCTABICHHbIE
NnTepuet-npoaiiepoM. CHMBOJIBI B 3TH MOJIS BBOISTCS C yU4ETOM PETUCTpA,
cliefioBaTeNbHO, IpoBephTe, 4To [Caps Lock] BeIKIIIOYEH.

Ecnu BBI IBITacTECH MOAKIIOUNTHCS K ceTH VIHTEpHET 10 O€CIIPOBOTHOM CBSI3H,
yOeauTech, 9To KIIMEHTCKUE HACTPOIKN OECIPOBOTHON COBIAIAIOT C HACTPOMKAMH B
TOYKE JTOCTYyTA.

OTtkiTrounTe Bce Kabeau OT YCTPOMCTBA U eIIle pa3 BBITOIHNATE HHCTPYKIHKA KpaTkoro
PYKOBOJICTBA.

Ecnu HencnipaBHOCTB He ycTpaHsieTcs, ooparutech k UaTepHeT-IIpoBaiinepy.
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.: HeBo3moxxHO nonyuntb goctyn B MHTepHeT. [JocTyn B IHTEPHET HAacTpoeH
yepe3 NBG334W, Ho nogkntodeHue k IHTepHeT bonblue He paboTaer.

1 TIpoBepbTe MOOKIIOUEHHE 0OOPYIOBAHS M YIOCTOBEPETECH, UTO CBETOANOIBI PabOTAIOT
B HopMaJibHOM pexkume. CMm. Kparkoe pykoBoactso u Pazn. 1.4 Ha c. 15.

2 Tlepesarpysure NBG334W.
3 Ecnu HeucnpaBHOCTD HE yCTpaHseTcs, ooparureck K MatepHer-IIpoBaiinepy.

® MoakntoyeHne k MIHTepHeT paboTaeT MeaneHHo Unu HecTabunbHo.

1 Bo03MOXHO, 4TO JIOKaJIBHAs CETh MeperpyxeHa. [locMoTpuTe Ha CBETOANOABI U
npoBepsTe uX padoty no Paszn. 1.4 na c. 15. Ecniu unteprer-ientp NBG334W
MOCBUTAET U MepeaaeT 0oiplire 00beMbl HH)OPMALIUH, 3aKPOHTE IPOTrPaMMBbI, KOTOPEIE
MCHoib3ytoT HTEpHET, 0COOEHHO paBHONIPaBHBIE PUIIOKEHHS.

2 Tlposepsre ypoBeHb curnana. Ecimu curnan cna0siii, nepemecture NBG334W Onmke k
TOYKE JOCTYIa U 00paTuTe BHUMAHKHE Ha yCTPOHCTBA, KOTOPBIE MOTYT CO31aBaTh
MoMexH OecIpOBOAHOM ceTH (HampuMep, MUKPOBOIHOBBIE I1€4H, PYTHe OeCIpOBOIHBIE
CETH U T.1I.).

Ilepesarpyzure NBG334W.

4 Ecnu HEUCIIPaBHOCTh HE YCTPaAHSIETCs, 00paTUTECh K CETEBOMY aJIMHHUCTPATOPY HIIH
MOCTABIIUKY 000PYIOBaHUS, MU BBHITIOTHUTE AOMOJHUTEIHHBIE PEKOMEHIAIINH.

w

I[OHOJ'[HI/ITe.]'ILHbIe COBETHI

* IIpoBepbTe HACTPOMKHU yNpaBIEHUS NOJIOCOM Ipoyckanus. Ecin ynpasineHue
OTKJTFOUEHO, TTONPOOYHTE €ro BKIIOUNTE. ECIIH BKIIFOUEHO, TTONPOOYHTE H3MEHUTD
pacnpeneneHue.

* IIpoBepbre HacTpoiiku KadecTBa oOcayxuBanus (QoS). Ecnu ynpaBneHnue oTKIIOYEHO,
monpoOyiTe ero BKIOYUTh. Eciy BKITIOY€HO, MOXHO TOMIPOOOBATh MMOBBICUTH HITH
MTOHHU3UTH IPHOPUTET ISl HEKOTOPBIX MPHIIOKEHUM.

19.4 BoccTtaHoBneHue 3aBoackux HacTpoek NBG334W

[Tpu BoccTanoBieHUN 3aBoJICKUX HacTpoek NBG334W OynyT yTepsiHbI BCE ClICTIaHHBIC
n3menenus. [Tpu stom NBG334W nepesarpyxaet CTaHIapTHBIC HACTPOWKHU U COpachiBaeT
naposb Ha 1234. Bce HacTpOMKY MPUAETCS BHITOTHATH 3aHOBO.

?

° Mpwn HaxxaTumn Ha kHonky RESET (CBPOC) Bce BHECEHHbIE N3MEHEHNS ByayT
yTEepPSIHbI.
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19.5 T[louck n yctpaHeHue HeMcrnpaBHOCTEN 6ecnpoBOAHOro
MapLupyTu3aTopa 1 TOYKM gocTtyna

[Topsimox copoca HacTpoek NBG334W:

1 VYo6enurecs, uro ceeroauon PWR ropurt, He murasi.

2 Haxwmure n yaepxusaiite knonky RESET (CBPOC) B TeueHue nsaTu CEKyH/I.
Otnycture kHonky RESET, xoraa cBetognon PWR HauHeT Murarte. 3aBoJcKue
HACTPOMKH TOJKHBI OBITh BOCCTAHOBJICHBI.

Ecmu uatepueT-ieaTp NBG334W aBTOMarmueckn HAYHET IEepe3arpyKarbCsi, MOTOKIUTE
okondaHus 3arpy3ku NBG334W u Boitaure B BeO-koHpUTYpaTop. Mcnonas3yiiTe mapois
«1234».

Ecnu untepuer-tienTp NBG334W He HayHET aBTOMAaTUYECKH Mepe3arpyXarbCsi, BEIKIIOUNTE
n Bkimtounte nurtanue NBG334W. [ocne 3Toro cieayiTe BBIIETPUBEICHHBIM HHCTPYKLIHSM.

Het pnoctyna k NBG334W mnu yCcTponNCTBO HE MOXET CBA3AaTbCA HU C OAHUM

KOMMbIOTEPOM fnoKanbHon 6ecnpoBoAHON fiokanbHoM ceTn (becnpoBogHoOM
TOYKOM JOCTyNa UNn MapLupyTU3aTopoMm).

194

1 IIposepsre, uTo QyHKIUSA OeCIIPOBOIHOI ceTn BKItodyeHa Ha NBG334W
Y6enutech, 4TO OECIPOBOHON afanTep OECIPOBOAHON CTAaHIMH paboTaeT B
HOPMAJIBHOM PEKUME.

3 VYG6enurech, uTo OECIIPOBOIHOM aanTep, yCTaHOBICHHBIH Ha Bamem kommbrorepe,
nmeeT nogaepxkky IEEE 802.11 u coBMecTuM ¢ TeM ke OeCIIPOBOIHBIM CTaHIAPTOM,
KOoTOpBIN noaaepkuBaeTcsi B NBG334W.

4 VYoemurecs, uto Bam kommbioTep (¢ yCTaHOBIEHHBIM O€CIIPOBOIHBIM a/IaITEPOM )
Haxogutcd B 30He AercTBusa NBG334W.

5 [IpoBepsre, uto unTepHeT-1IeHTp NBG334W 1 Bama OecripoBoHast CTaHIHS HMEIOT

OMHAKOBBIC HACTPOUKH OECITPOBOAHON CETH M 0€30ITaCHOCTH.

6 VYo6enurech, uTo TpahUK MEKIY JOKAIBHOM U II00AIBHOI CETAMH HE OIIOKHPYETCs
MEXCETEBBIM 3KpaHOM HHTEepHET-TIeHTpa NBG334W.

7 Yo6enurech, uto k NBG334W pasperieH ynaneHHsli noctyn yepes unrepgeiic WLAN.

[IpoBeprTe HACTPOMKH yNATEHHOTO JOCTYIIA.

» [lononHuTensHyo MHopMaLmnio CM. B pyKOBOACTBE Mofb30oBaTens B rnase no 6ecnpoBogHoOn
noKansHou ceTu.
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19.6 [JononHuTenbHble PYHKUNUN

?

° [Mocne Bxoaa B CMCTEMY He OTOBpaXkatoTCA HEKOTOPbIE OKHa M Nons
Beb-koHurypartopa.

BosMoxHo, 1ocTym kK BeO-KOH(PHUTYpaTopy MPOUCXOAUT B OCHOBHOM pexume. HekoTopbie
OKHa ¥ MOJIsl JOCTYITHBI TOJIBKO B PACHIMPEHHOM pekuMe. BbIOpaTh HYKHBIH PeXUM MOXKHO B
okxHe Maintenance (ConpoBoxnenue) > Config Mode (Pe:xxum HacTpoiiku).

Py Mocne 6noknpoBaHms URL no knto4yeBoMy CnoBy He nponan gocTyn K
Gnokmpyemomy Beb-canTy.

IIpoBeprre ycranoBky ¢naxka Enable URL Keyword Blocking (Bkiounts 6;10kupoBa-
Hue URL no kiroueBbIM cnoBam) B okHe Content Filtering (PuasTpanus cogep:KumMoro).
VY6enutech, 4T0 yKa3aHHOE KII0UeBOE CJI0BO IpucyTcTByeT B cnucke Keyword List (Cimcox
KJII0YEBBIX CJIOB).

Ecnu xiroueBoe ciioBo comepxutcs B criucke Keyword List, Ho comepxariue ero
URL-anpeca He OIOKUPYIOTCS, HACTPOUTE OJIOKUPOBKY IO KITFOUECBBIM CJIIOBAM C TTIOMOIIIHIO
komanz. CM. pasgen «Hactpoiika 6mokupoBanns URL-ampecoB mo KIIFOYEBBIM CIIOBaM» B
maBe «DUIbTpalus COAEPKUMOroY.
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XapaKTepucTUKN U NHCTPYKLUS
MO HACTEHHOMY KpenJieHUo

B crenyromeit Tabnuiie mpeacTaBiIeHbl XapaKTEPUCTUKN 000PYIOBAHHS U TIPOTPAMMHOTO
obecnieuenust NBG334W.

Tabn. 75 AnnapaTHble XapaKTepUCTUKU
Paamepsbl (U4 Y B) 162 x 117 x 32 Mmm

MNutaHune ~100-240 B, 50/60 'y,

Moptobl Ethernet ABTOMaTUYECKMI BLIOOP CKOPOCTU:

DyHKLUMA aBTOMaTUYECKOro BbIGopa CKOPOCTH NO3BONSAET MHTEPHET-
ueHTpy NBG334W onpenensitb CKOPOCTb BXOASLLEN Nepeaayn n Ha
OCHOBE 3TOW MHpOpMaLIMM NPON3BOANTL HACTPONKY 6e3 CTOPOHHEro
BMeLLATENbCTBA. YCTPONCTBO NOAAEPKUBAET Nepefavy AaHHbIX Ha
ckopocTtu 10 nnm 100 M6wuT/c B nonyaynnekCHOM MUnu NOfHOAYNNEKCHOM
pexumMe (B 3aBUCUMOCTM OT pexuma ceTu Ethernet).

ABTOMaTU4eckuin Bbibop kabens:

Honyckaet ucnons3oBaHue kabenei Ethernet, kak ¢ nepekpecTHbIMU
(kpoccoBep), Tak 1 C NPAMBbIMU COEAUHEHNAMM.

4-nopTOBbLIA KOMMYTaTOP WHTepHeT-ueHTp NBG334W gaBnseTcs BbIrogHbIM Y KOHKYPEHTO-
CnocobHbIM CETEBLIM peLleHreM, bnarogaps KOMOUHaLMKN YHKLMIA
KoMMmyTaTopa n mapLupytusartopa. K nitepHer-ueHtpy NBG334W
MOXHO MOAKMIOYNTL A0 YeTbIpeX KOMMbIOTEPOB, KOTOPLIE CMOTYT
BbIxoguTb B UHTepHeT Yepes ero nopT WAN. [1ns 3T0ro He HyxeH
KOHUeHTpaTop. KonnyecTBo KOMMbIOTEPOB FIOKarnbHOM CETU MOXHO
YBEMUYUTb C MOMOLLLIO KOHLIEHTpaTopa.

KHnonka Reset (C6poc) [aHHas kHonka HaxoguTcsa Ha 3afHel naHenu yctponctea. OHa
Nno3BONSET BOCCTaHaBNMBaTh 3aBoAckue Hactpoviku NBG334W. Mpn
HaXaTun Ha KHOMKY B TedeHne 1 cekyHabl NponsongeT nepesarpyska
ycTponcTsa. [pu HaxaTumn Ha KHOMKY B TedeHue 5 cekyHa npousonget
BO3BpAaT K 3aBOACKMM HaCTpOWKaMm.

AHTEeHHa WHTepHeT-ueHTp NBG334W obopynoBaHO CbEMHOW aHTEHHOM
YyBCTBUTENBbHOCTLIO 5 ABK (OTHOCMTENBbHO M30TOMHOM aHTEHHBI),
obecneunBaroLLen YeTKy0 paguonepeaady u npueMm B 6ecnpoBogHON
cetn.

PabGoyas Temnepatypa 0e C~50e C

TemnepaTypa xpaHeHusi -20e C~60e C

Pabouas BnaxHoCcTb 20 ~ 95% oTHocuTenbHOM BriaxkHocTh (6e3 KoHaeHcaTa)

BnaxHocTb npu xpaHeHun | 20 ~ 95% oTHocuTenbHOM BNaxHOCTK (6e3 koHgeHcaTa)
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Tabn. 75 AnnapaTtHble XapaKTepUCTUKU

PacctosiHne mexay 125 mm
LEeHTpamMun OTBEPCTMI Ha

3agHel naHenu ycTponcTea

Pa3mep BUHTOB ons M4

HaCTEeHHOro KpenreHuna

Tabn. 76 XapakTepucTuKu BCTPOEHHOrO nporpamMmmMHoro obecnedeHus

DYHKLUA

OMUCAHUE

IP-agpec no ymon4yaHuio

192.168.1.1

Macka nogcetu no
YyMOM4YaHuio

255.255.255.0 (24 6uta)

Maposnb No ymonyaHuio

1234

HOwanasoH DHCP

o1 192.168.1.33 go 192.168.1.64

YnpaBneHue ycTpoUCTBOM

Be6-koHdurypatop ynpoLuaeT HacTpoWKy LUMPOKOro cnekTpa hyHKUMNA
MHTepHeT-LueHTpa NBG334W.

DyHKuumM 6ecnpoBogHOM
CcBA3N

WHTepHeTt-ueHTp NBG334W nopaepxuBaet 6ecnpoBogHoe
noAkmnoveHne KnueHToB no ctaHgaptam IEEE 802.11b n IEEE 802.11g.
KnueHTbl ctaHgapta |IEEE 802.11g moryT nogknioyaTtbes ©
ucnonb3oBaHneM yHkumm Super G. [Ins 3awmTtel 6€cnpoBOaHON CeTh
MOXHO 3afeincTBoBaTb yHKUMM 6esonacHocTn (WEP, WPA(2), WPA(2)-
PSK) n domnerpaumio Ha ocHoBe MAC-agpecos.

Mpumevanue: NBG334W moxeT BoCnpvHUMaTL paamo-
YaCTOTHbIE MOMEXUN OT APYrMx YCTPOUCTB,
paboTatowmx B ananasoHe 2,4 [T, Taknx
KaK MMUKPOBOJTHOBbIE Me4Yn, paguno-
TeneoHbl, yCTPONCTBA TEXHONOIMMMU
Bluetooth n apyrux 6ecnposogHbix LAN.

O6HoBneHne
MUKpOnporpamMmmbl

3arpyaute HOBY BEPCUIO MUKpOMNporpammbl (ecnm ectb) ¢ Web-cavita
ZyXEL u ¢ nomoubto Web-koHdurypatopa, cpeactea FTP wnn TFTP
3arpy3nTte ee B UHTepHeT-LeHTp NBG334W.

MprmeyaHue: Heobxogumo 3arpykaTb MUKpONpOrpaMmmy
CTPOro B COOTBETCTBMM C KOHKPETHON
MOAenb YCTPOUCTBA.

PesepBHoe coxpaHeHue n
BOCCTaHoOBIeHune

KOHu1rypaumumn

Cpenaliite konuto KoHdurypauum nHtepHeT-LeHTpa NBG334W, koTopyto
MOXHO OyaeT B nocneaytoLem 3arpy3nts obpatHo B NBG334W, ecnin
noHagobuTca BOCCTaHOBUTL NpeablayLLyto KOHUrypaumio.

TpaHcnsums ceTeBblx
agpecos (NAT)

Kaxgpblh KoMMNblOTEP B CETU AOMKEH UMETb YHUKanbHbIA IP-agpec.
Wcnonbayinte dyHkumio NAT ans npeobpasoBaHus obLLeaoCcTynHOro
IP-agpeca B Heckonbko YacTHbIX IP-agpecoB Ansi KOMNbLIOTEPOB Ballen
ceTu.

MexceTeBon akpaH

YT06b1 06e30nacuTb 4OCTYyN B VIHTEPHET, HA MHTEPHET-LEHTPE MOXHO
3a4eNcTBOBaTb (PYHKLIMIO MEXCETEBOrO 3KpaHa. o ymonyaHuio, koraa
MEXCETEBOW 3KpaH BKIHOYEH, BECb BXOAALWMI Tpaduk n3 MHTEpHET K
NoKanbHou ceTn BriokMpyeTcsi, eCrnv OH HE MHULIMMPOBAaH U3 3TON
NokKanbHOM ceTU. TO 3HAYUT, YTO BHELLHee 30HOMPOBaHME Ballen ceTn
6nokupyetcs, Ho Npu aToM Bbl MoXeTe Ge3onacHo NpocmaTpuBaTb
VIHTepHeT-canTbl 1 3arpyxaTb oannbl.
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Tabn. 76 XapakTepuUCTMKM BCTPOEHHOIO NPOrpaMMHOro obecrneyeHns

OYHKLUUA

OMUCAHUE

Content Filter (KoHTeHT-
dunbLTP)

WHTepHeT-ueHTp NBG334W 6riokvpyeT nnm pa3peLluaet npocMoTp
yka3aHHbIx Beb-caiToB ¢ URL, cogepxaliymm onpeneneHHsle
KntoyeBble cnosa. MoxHO ykasaTb nepuoabl BDEMEHHU, B TEYEHNE
KOTOpbIX OyaeT paboTaTe KOHTEHT-bUnbLTP. Kpome Toro, MOXHO ykasaTb
KOMMbIOTEPSI, Yer Tpaduk crneqyet punsTpoBaTb UK, HA0BOPOT, He
uneTpoBaTh.

MomMUMO 3TOro MOXHO NoanNMcaTbCca Ha OUNBTPaLMIO NO KaTeropusam,
KoTopasi no3sonseT nHtepHeT-LeHTpy NBG334W npoBepsATb BeG-canThl
no BHeLUHel 6a3e AaHHbIX.

YnpasneHue nponyckHOn
CNOCOBHOCTbLIO

[lns onpefeneHHbIX TUMOB Tpaduka 1 onpeaeneHHbIX KOMMbIOTEPOB
BalLel CeTU MOXHO 3ape3epBMPOBAaTh NOOCY NPOMyCKaHWs 1 3aaate UM
NpPUOPUTET ANS NOBbILLEHUS] 3PMEKTUBHOCTU YNpaBneHUs TpaguKoM.

Bpewms u gata

MOXHO CMHXPOHM3UPOBATL TEKyLLEe BPeMS U AaTy C BHELUHUM
cepBepoM BpeMeHu npu BktodeHun nutanmnsa NBG334W. Bpems Takke
MOXXHO YCTaHOBWTb BPY4HYt0. [laTa u Bpems Ncnosb3yoTcs B
PEermcTpaLmnoHHbIX XypHanax.

Mepeagpecaumsa nopToB

Ecnun B cetn ecTb cepep (Hanpumep, Web-cepsep unu cepeep
3MEKTPOHHOW MOYTbI), C MOMOLLEIO 3TON (OYHKLIMU MOXHO pas3peLunTb
JOCTYN K HEMY nonb3oBaTensim n3 VIHTepHeT.

DHCP (lMpotokon
ONHaMNYECKON HACTPOWKK
yana)

C nomoubto aTon PyHKUMK uHTEpHeT-LeHTp NBG334W HasHavaeT
IP-agpeca, wnto3 IP no ymonyaxuto u cepepbl DNS komnbioTepam
NokKanbHOW ceTu.

Mopaepkka AMHaAMUYECKON
DNS

Mopaepxka anHamuydeckon DNS (Domain Name System — cuctema
OOMEHHbBIX MMEH) NO3BOMSAET NCMorb30BaTh hukcupoBaHHbin URL,
Hanpumep, www.zyxel.com ¢ AvHamudeckum IP-agpecom. [ins
MCNOMb30BaHNs 3TOW YCnyrn HeOOXOAMMO 3aperncTpupoBaThes y
nposangepa ycnyr aAnHammyeckon DNS.

MHoroagpecHast paccblinka
IP

MHoroagpecHas paccbirnika IP ncnonesyercs ona otnpasku Tpaduka
onpegerneHHow rpynne komnbloTepoB. NHTepHeT-UueHTp NBG334W
nopgaepxmeaet Bepcumn 1 1 2 npotokona IGMP (Internet Group
Management Protocol — npoTokon ynpasneHns rpynnamu B CeTm
WHTepHeT), KOTOPbIN UCNOMNb3yeTca ANs NPUCOeQUHEHNS K rpynnam
MHoroagpecHon paccoinku (cm. RFC 2236).

MNceBgoHum IP

McegooHMM IP no3eonsieT pasaenuTb U3nMYECcKyo CETb Ha NOrnyeckme
noacetn Ha ogHoMm nHTepdence Ethernet, npn stom NBG334W
OEeWCTBYeT Kak LUM3 AN KaXaon NnoaceTu.

MpoToKkonMpoBaHue u

[ns gmarHocTuku HencnpaBHOCTEN MOXHO MCMOMb30BaTb NaKeTHYO0

TpaccupoBka TpaccuppoBky u xypHanbl. MHTepHeT-ueHTp NBG334W nossonser
OTNPaBNATL XXypHansl Ha BHewwHW cepsep UNIX, npegHasHaveHHbIN
AN XpaHEeHUS CUCTEMHbIX XKYpPHaroB.

PPPoE MpoTtokon PPPOE nmutmpyeT koMmyTrpyemoe nogkmnoveHme K ceTu

WHTepHeT Yepes Ethernet-coeamHenne.

WHkancynauna PPTP

PPTP (Point-to-Point Tunneling Protocol — npoTokon TyHHenupoBaHus
«TOYKa - TOYKa») obecnevmBaeT 6e3onacHyto nepenady AaHHbIX MO CETU
VPN (Virtual Private Network — BupTyansHas 4YactHas cetb). IHTepHeT-
ueHTp NBG334W nogaepxuBaet ogHo coeamHeHne PPTP
OOHOBPEMEHHO.

YHuBepcanbHasa dyHKUMs
«Plug and Play» (UPnP)

WHTepHeT-ueHTp NBG334W moxeT B3anmogencTsoBaTb C Apyrumun
ycTponcTBamu ceTn, nogaepxusarowmummn UPnP.
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Z[anee IIPUBOIUTCA HE IIOJTHBINA CITMCOK CTaHIapPTOB, MOAACPKUBACMBIX HHTCPHET-HEHTPOM

NBG334W.
Tabn. 77 CrtaHgapTbl, nogaepxuBaemble YCTPOUCTBOM

CTAHOAPT OMNMUCAHUE

RFC 867 Mpotokon Daytime (aHen)

RFC 868 MpoTokon Time (BpemeHu)

RFC 1112 IGMP v1 (MexceTeBon NPOTOKON yNpaeneHns rpynnamu)

RFC 1305 Mpotokon ceteBoro BpemeHu (NTP Bepcum 3)

RFC 1631 TpaHcnsumsa ceteBbix IP-agpecos (NAT)

RFC 1661 MpoTokon coeanHeHns «Todka - Todka» (PPP)

RFC 2236 SNMPv2: Simple Network Management Protocol — MpocTton npotokon
ynpaBneHusi CeTbio Bepcum 2

RFC 2516 MeToa nepenaym ot TOUKM K ToUKe Yepes ceTb MIHTepHeT (PPPOE)

RFC 2766 MpoTokon TpaHcnsaummu ceTeBbix agpecos (NAT)

IEEE 802.11 M3BecTHbIN kak Wi-Fi, oH onpegensieT Habop ctaHaapToB 6ecnpoBogHoOm
noKanbHOW unu rmobanbHON CBA3W, ONpeAeneHHbI paboyen rpynnom
11 komuTeTa ctaHgaptusauum IEEE LAN/MAN (IEEE 802).

|IEEE 802.11b Wcnonb3ayeT ananasoH Yactot 2,4 rurarepy, (M)

IEEE 802.11g VMcnonbayet ananasoH vactot 2,4 rurarepy, (M)

IEEE 802.11d CTtaHgapTbl NoKanbHbIX CETEN U CETEN YPOBHSA ropoga: MOCTbI MpoToKona
ynpaBeneHusi goctynom k cpeae nepegayn (MAC)

IEEE 802.11x KoHTponb goctyna B CeTb Yepes NopThl

IEEE 802.11e QoS CraHpapTt 6ecnposogHon nokansHow ceasu IEEE 802.11 e ons kayectBa
obcnyxuBaHus

Microsoft PPTP MS PPTP (npoTokon TyHHENUpoBaHWsS MeXay y3namuv B BEpcun ot
Microsoft)

202 PykoBoacTBO nonb3oBatenst UHTepHeT-LeHTpa NBG334W




MpunoxeHne A XapaKTepUCTUKN U UHCTPYKLMS MO HACTEHHOMY KpEemneHuto

MHCTpYKLI,VIVI MO HACTEHHOMY MOHTaXy

s ycranoBku uHTepHeT-1ieHTpa NBG334W Ha cTeHy BBIIIOJIHUTE ClIEAyIOLIee:

5 MocMoTpuTe pasmep MCNorb3yeMbIX CaMOPE30B M PacCTOSHUE MeXay
LeHTpamMu B MpunoxeHnn « TEXHUYECKNE XapaKTePUCTUKM U3Oenus».

1 Haiigute Ha cTeHe CBOOOAHOE MECTO, PACTIONIOKEHHOE Ha JOCTATOYHOM BhicoTe. CTeHa

JOJKHA OBITH TIPOYHOM.
2 TIpoceepnuTe qBa OTBEPCTHS MO CaMOpPe3bl. PaccTosHue MEXIy [IEHTPaMHU OTBEPCTH

JAOJZKHO COOTBETCTBOBATH YKA3dHHOMY B ITPUJIOKCHUN «TexHuueckue XapaKTCPUCTUKHN

U3ICTIUSY.

@ Mpw cBeprieHnn He NoBpeanTe NpPoxoasiLme BHYTPU CTEHbI TPYObl U CKPbITYHO

NMPOBOAKY.

3 He BkpyumBaiiTe camope3bl OTHOCTBIO. OCTaBbTe HEOOMBIIOH 3a30p (OKOJIO 5 MM)
MEXKIy FOJIOBKaAMH CaMOPE30B U CTEHOM.

4 Y6enurech, YTO caMOPE3bl HAJICKHO 3aKPEIUICHBI B cTeHe. OHM JIOJIKHBI BBIIEPKUBAThH
Bec uHTepHET -1ieHTpa NBG334W 1 coeqMHUTENBHBIX TPOBOAOB.

5 CoBMmecTuTe OTBEpCTHS Ha 3aaHel maHean naTepHeT-nenTpa NBG334W ¢ camopesamu
B creHe. [loBecbre nHTepHET-1IeHTp NBG334W Ha camopesbl.

Puc. 93 T[lpumep HacTEHHOro MoHTaxa

'.‘J

WL,

Hanee YKa3aHbl pasMCpPbl BUHTA M4 u ,Z[IO6CJ'I$I (I/ICHOJ’II)BYIOTCﬂ JJI1 HACTCHHOTI'O MOHTa)Ka).

Bce pasmeps! gaHbl B MUJUTUMETPAxX (MM).
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MpunoxeHne A XapaKTepUCTUKN Y UHCTPYKLMS MO HACTEHHOMY KPENneHUIo

Puc. 94 [i06enb 1 BUHT ¢ pe3bbon M4

4.22+0.1
1
ﬁ 8Ux(0,5
“k
| 6010 2,007
T 1
V1
‘ [ i ' Vo.01-2.16
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BcnnbiBatowme okHa, cueHapum v
paspelueHuna Java

UTo0bI BOCIIONIB30BaThCSA Web-KoH(UTYpaTopoM, HEOOXOJUMO BKITFOUNTh CICIYIOIINE
napaMeTpehl:

* VHunuupoBaHHbBIE MOIEMOM BCIUTBIBAONIME OKHA B IHTepHET-Opays3epe.
* Ilonmepskka JavaScript (110 yMOTYaHUIO aKTUBUPOBAHA).
* Paspemenus Java (Java permissions) (110 yMOJTIaHHIO aKTHUBHPOBAHEI).

5 B HacTosiLem pykoBoACTBE MCMOMNb30BaHbl CHUMKKU OKOH Internet Explorer 6.
OkHa B gpyrux Bepcusx Internet Explorer moryT otnuyartbcs.

BnokupoBaHue BcnnbiBaloLWwmMX okoH B Internet Explorer

HpI/I perucTpanuu rnojab30BaTeIAa YCTPOﬁCTBa MOXCT BOBHUKHYTbH H606XO)II/IMOCTB
OTKJIFOYCHHA 6J]OKI/Ip0BaHI/IH BCIIJIBIBAIOIIHUX OKOH.

JIubo orkirounte OnOKMpoBaHUE BCIUTbIBalOMKX OKOH (B Windows XP SP 2 ono mo
YMOITYaHUIO BKIIOYEHO), INOO pa3periuTe ero U co3nanTe uckiouenne st [P-aapeca
Bamero ycrpoiicTaa.

OTKnoYeHne 6NMoKMpoBaHUA BCMNIbIBalOLWMX OKOH

1 Ortkpoiite Internet Explorer, Boioepute Tools (Cepsuc), Pop-up Blocker
(biaokupoBaHue BCILIBLIBAKIIUX OKOH), 3aTeM Turn Off Pop-up Blocker
(BBIK/JII0YMTH 0JI0KHPOBaHMeE BCIJILIBAIOIIUX OKOH).

Puc. 95 bnoknpoBaHue BCnbiBaKOLWMX OKOH

Mail and Mews (3

Pop-up Blocksr " Turn OFF Pop-up Blocker |
Manage Add-ons. .. Soo-up Blocker Settings
Swnchranize. .. S

Windows Messenger

—
Windows Update i

1

|

i

Inkternet Options. ..
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MpunoxeHne B BecnnbiBatowwme okHa, cueHapum u paspelueHns Java

BrI Taxoke MoXeTe IpOBepUTh, OTKIIOYEHO JIM OJIOKHPOBaHWE BCILTBIBAIOIINX OKOH B paszelie
Pop-up Blocker (bjiokupoBanue BCIJIBIBAIOIIUX OKOH) Ha BKiaake Privacy
(KonuaeHuHaJIbHOCTD).

1 Ortkpoiite Internet Explorer, Beioepute nyHkr Tools (CepBuc), Internet Options
(CBoiicTBa 0003peBareisi), Privacy (KonpuaeHunaabHOCTh).

2 Cuunmure ¢uaxok Block pop-ups (bBjiokupoBaTh BCILILIBAIOIINE OKHA) B pa3/ciie
Pop-up Blocker (b/jiokupoBanue BCIJIBIBAIOIIUX OKOH) B HIDKHEHN 4acTH OKHA. DTO
OTKITIOYUT OJIOKUPOBAaHUE BCILIBIBAIOIINX OKOH.

Puc. 96 CaoncTtea o6o3peBartens: KoHpuaeHuanbHOCTb
Internet Options @ |

General | Security | Privacy | Content | Connections | Programs || Advanced

Settings

A Maove the slider to select a privacy zetting for the Internet

i ZONEe.

Medium

- Blocks third-party cookies that do not have a compact

privacy palicy

- Blocks third-party cookies that uge perzonally identifiable
L infarmation without your implicit consent

- Restricts first-party cookies that uze perzonally identifiable

infarmation without implicit consent

[ Sites... ][ Impaoirt.. ][.&dvanced...

Pop-up Blocker
@ Prevent most pop-up windows fron appearing.

| | Block pop-ups

l Ok l[ Cancel ]I Apply I

3 Haxwmure kHonky Apply (IIpuMeHHTB), 4TOOBI COXpPAaHUTh HACTPOMKH.

Bknio4veHue GHOKMpOBKM BCNNbIiBalOWNX OKOH C UCKITHOYeHUAMU

206

Ecnu sxe Be1 xoTHTe, 4TOOBI BCIUTBIBAIOIINE OKHA OBLIN pa3pelieHbl JIUII» Ha Barem
YCTPOUCTBE, TO MOXKHO CIIeaTh CIeAyIoIIee.

1 Ortkpoiite Internet Explorer, Beioepute nyHkr Tools (CepBuc), Internet Options
(CBoiicTBa 0003peBaresisi), Privacy (KonpuaeHunaabHOCTh).

2 Bpribepute Settings... (IlapameTpbl...) — oTkpoetcst okHO Pop-up Blocker Settings
(ITapaMeTpbl 0.10KUPOBAHMS BCIVIBIBAIOIMX OKOH).
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MNpunoxeHne B BecnnbiBatoLwwme okHa, cLueHapum 1 paspelueHns Java

Puc. 97 C.olicTBa o6o3peBartens: KoHdpumaeHumManbHOCTb

Internet Options

| General | Security Privacy | Content | Connections | Programs | Advanced |

Settings

e Mowe the slider to select a privacy getting for the [ntermet

B zone

Medium

- Blacks third-party cookies that do not have a compact
privacy policy
| - Blocks third-party cockies that uze personally identifiable
L information without wour implicit conzent
- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent

l Sites... ” Import. .. H.-’-‘«dvanced...l

Pop-up Blocker
@ Frevent most pop-up windows from appearing.

Block pop-ups Settings... )

I (]9 H Cancel H Apply l

3 Bseaurte IP-aapec Bamrero ycrpoiictBa (web-caiiT, KoTopbiit Bbl He X0THTE
OmokupoBath) ¢ npedurcom «http://». Hanmpumep, BBenure http://192.168.167.1.

4 Haxwute kaonky Add (lobaButs) s niepenoca IP-aapeca B criucok Allowed sites

(Pa3perieHHble Be0-y3JIbl).

Puc. 98 T[lapameTpbl 610KMpOBaHMSA BCMIbIBAOLLMX OKOH

Pop-up Blocker Settings lgg

Ewceptions

Fop-ups are currently blocked. ou can allow pop-ups from specific
"web sitez by adding the zite to the list below.

ddress of Web zite to allow:
http: /419216811 Add

Allowed zites:

Matifications and Filter Level
Flay a zound when a pop-up iz blocked,
Show Information Bar when a pop-up iz blocked.

Filter Lewvel:

| Medium: Block most automatic pop-ups ~

Fop-up Blocker FAQ

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W
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MpunoxeHne B BecnnbiBatowwme okHa, cueHapum u paspelueHns Java

5 [lnsa Bo3Bpara Ha BKiIaaky Privacy (KonpuaeHuuaabHocTh) HaxkmuTe KHONKY Close
(3akpbITh).

6 Haxwmure kaHonky Apply (IIpuMeHHTB), 4TOOBI COXpPAaHUTh HACTPOMKH.

CueHapuu Java (JavaScripts)

Ecmu crpanuier web-koHpurypatopa orodpakarorcs B Internet Explorer HekoppeKTHO,
MPOBEPBTE, Pa3pelIeHO JIM UCTIONB30BaHUE ClieHapueB Java.

1 Ortkpoiite Internet Explorer, Beioepute Tools (Cepsuc), Internet Options (CBoiicTBa
o0o3peBareJisi) u 3aknanky Security (besonacHocts).

Puc. 99 Caonctea o6o3peBarens: besonacHocTb

General Security |F'rivac:y| Cnnlentl Eonnectinnsl F'rogramsl Advancedl

Select a'web content zone to specify itz securnty settings.

® O @

Interret Local intranet  Trusted sites Restricted
sites

Internet
Thiz zone containg all \Web sites you ey |
haven't placed in other zones

— Securty level for thiz zone
Mowve the slider ta set the security level for this zone.
= l - Medium
- S afe browszing and =il functional
- Prampts befare downloading patentially unzafe content

- Ungigned Activer controlz will not be downloaded
- - - Appropriate for most Internet sites

Customn Level... I Default Leyvel |

0k | Cancel | e[ |

2 Haxwmure kaHonky Custom Level... (Ipyroii...).

w

[Iponucraiite no pasnena Scripting (Cuenapun).

4 B paznene Active scripting (AKTHBHBIE CIIeHAPHH) JOJKHO OBITh YCTAHOBJICHO
Enable (Pa3pemmnTs) (3Ha4eHUE 10 YMOIYAHUIO).

5 B pazzgene Scripting of Java applets (BoInmoHATh cieHapuu NpUJio:KeHuii Java)
TaKXke TOJKHO OBITH ycTaHoBIIeHO Enable (Pa3pemnTs) (3Ha4eHNE IO YMOTIAHHIO).

6 Haxwmure kHonky OK, 4TOOBI 3aKpHITH OKHO.
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MNpunoxeHne B BecnnbiBatoLwwme okHa, cLueHapum 1 paspelueHns Java

Puc. 100 [MapameTpbl 6e30nacHOCTU — BbinonHeHne cueHapreB NpunoXxeHui Java

Settings:

Scriping ;I
@ Active scripking
) _Nic=hle
(& Enable
o e
@ Allow paste operations via script
() Disable
(& Enable
Q) Prompt
@ Scripting of Java applets

() Disable J

(3} Enable

) Prampt
m I lmmu Bk mbim =i x
1| | 3
—Reset custom setkings

Reset ko IMedium j Reset |
Ok I Zancel |

PaspeweHun Java

1 Orxkpoiite Internet Explorer, Beioepute Tools (CepBuc), Internet Options (CBoiicTBa

o0o03peBaTeJisi) U 3aTeM 3aKianky Security (be3omacHocTs).
Haxwmure kHonky Custom Level... (Ipyroii...).
Cryctutecs BHU3 K pazaeny Microsoft VM.

a b~ ODN

Haxwmure knonky OK, 4TOOBI 3aKpBITH OKHO.

B paznene Java permissions (Pa3pemenns Java) BeiOepute ypoBeHb 0€30I1aCHOCTH.

PykoBoacTBO nonb3oBaTens nHTepHeT-ueHTpa NBG334W
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MpunoxeHne B BecnnbiBatolwwme okHa, cueHapum 1 paspelueHns Java

Puc. 101 [Mapametpbl 6e3onacHocTn — Java
Security Settings E 2%

Settings:

O Disable ;I
() Enable

@ Font download
O Disable
() Enable J
O Prompt

E:. IMicrosoft Wi

|:§3 Java permissions

O Custom

{*) High safety
O Low safety

—Reset custom settings

Reset to: IMedium j Reset |
oK I Cancel |

JAVA (Sun)

1 Ortkpoiite Internet Explorer, Boioepute Tools (CepBuc), Internet Options (CBoiicTBa
o0o3peBareJisi), Advanced (JlonmoaHUTEJBHO).

2 VYoenmurecs, B pasnene Java (Sun) ycranosieno Use Java 2 for <applet>
(Ucnoab3oBaTh Java 2 1Jis1 NPUIIOKEHHS).

3 Haxwmure kHonky OK, 94TOOBI 3aKpPBITH OKHO.

Puc. 102 Java (Sun)
Internet Options llil

Generall Securityl F'rivacyl Eontentl Connections | Programs  Advanced

Settings:

O Use inline AutaComplete |
[0 Use Passive FTP [for firewall and D5L modem compatibility]

Use smoath scralling

W&] HTTP 1.1 sattings

Uze HTTP 1.1

[ Use HTTP 1.1 through prowy connections

1‘ Usze Java 2 v1.4.1_07 for <applet> [requires restart > J
|:§3 Microz o

[0 Java console enabled [requires restart]

O Java logging enabled

JIT compiler for virtual machine enabled [requires restart)
8 Multimedia

O Abways show Intermet Explorer (5.0 or later] R adio toolbar

[0 Don't display online media content in the media bar

Enable Automatic Image Resizing _ILI
4| | >

Bestore Defaults |
QK I Cancel | Apply |
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IP-agpeca n opraHunsauus
noacerteun

B stom npunoxkennu npeacrasieHa nHpopmaius o6 [P-agpecax u Mackax moaceTu.

IP-agpec onpenensieT KOHKPETHOE YCTPOUCTBO B ceTH. KaxkioMmy ceTeBOoMy yCTPONCTBY
(BKITIOYAs] KOMITBIOTEPHI, CEPBEPHI, MAPLIPYTU3ATOPHI, IPUHTEPHI U T.A.) 11 0OMEHa
nH(popmanmel o cetu Tpedyercs [P-aapec. Takue ceTeBbie yCTpOIiCTBa TakKe HAa3bIBAIOT
y3IaMH.

Macka noacetu ONpEACIIACT MAKCUMAJIBHOC KOJIMYECTBO Y3JI0B B CETH. Taxxe MacKu ITOACETH
HCIIOJIB3YIOTCA MJIA pa3fCJI€HHsA CETU Ha HECKOJIBKO TIOACETEH.

OnucaHue IP-agpecoB

Opnna yacts [P-anpeca sBnseTcst HoMepoM ceTH, a Apyrasi 4acTh — HOMEpoM y37a. Tak xe, Kak
BCE JI0Ma, HaXOSIIHECs Ha OHOW yJHIle, IMEIOT 00IIiee Ha3BaHUE YIHUIIBI, BCE Y3JIBI B
JIOKAITHFHOU CETH UMEIOT oOIiii HoMep ceTh. Tak ke, KaK KaKIbIi JIOM UMeeT HHIUBH Ty allb-
HBII HOMEP, KOKIBIA y3€ B CETH NMEET YHUKATLHBIA HASHTH(OUKAIIMOHHBIA HOMED —
uaentudukaTop y3ina.Homep cetr ucmonb3yeTcst MapupyTH3aTOpaMu MpHU OTHPABKE AKETOB
B COOTBETCTBYIOIIYIO CETh, @ HISHTH(HUKATOP y3JIa OMpPEIesieT KOHKPETHOE YCTPOMCTBO B
3TOM CETHU JUIsl JOCTABKU ITUX MAKETOB.

CTpyKTypa

IP-agpec cocTOHT WX YeThIpeX JacTel, 3alMCaHHbIX B ACCATUIHOM BUIE C Pa3IeTUTEILHBIMHI
Toukamu, HarpuMep: 192.168.1.1. Kaxknas u3 geTpIipex yacTel Ha3pIBaeTcs OaiiToM. baiit —
3TO BOCBMH3HAYHOE JIBOMYHOE YUCIO (Hampumep, uncio 11000000 B gecsTuaHOM
MIpeCTaBlIeHUH paBHO 192).

CnenoBaTenbHO, KOXKIBIN OaliT HMeeT Quana3oH BO3MOXKHBIX 3HadeHui ot 00000000 mo
11111111 B nBomunOM (hopmare, mim oT 0 10 255 B AECITUIHOM.

Ha cnemytomem pucyHnke nokazan npumep [P-anpeca, B KoTopoMm Tpu TIEPBBIX OaifTa
(192.168.1) ABIATOTCSI HOMEPOM CETH, @ YETBEPTHINA OalT (16) ABIIETCA MACHTU(DUKATOPOM
y3i7a.
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MpunoxeHune C IP-agpeca n opraHnsaumnsa noaceTten

Puc. 103 Homep cetn n ngeHtudumkartop ysna

192.168.1.16

i
! %}4
i

Y

T T T T Y T T I T YT T 4

&

Kakas gactp [P-anpeca sBisieTcss HOMEPOM CETH M KaK HIACHTHU(PHUKATOP y3J1a MEHIETCS B
COOTBETCTBUM C MAaCKOH MOACETH.

Macka nogceTtu

C mOMOIIIEI0 MACKH TOJICETH MOXKHO OTPEIENIUTh, KAKKe OUTHI SBIISIOTCS 4aCThI0 HOMEpa
CEeTH, a KaKue — YaCThI0 UACHTU(UKATOPA y31a (KCIOJIB3Ysl ONEPAIHIO JIOTHIECKOTO «I»).
TepMuH “noficeTh” 3TO COKpaIllEHHOE Ha3BaHUE JUTs “(DU3MUYSCKU HE3aBUCUMOIO CErMEHTa
cetu”.

Macka nojiceTsl COCTOHT 3 32 6uToB. Eciiu OMT MacKu IMOACETH UMEeT 3HaUYeHHe 1, 3To
3HAYHT, 9TO COOTBETCTBYIOINi OuT [P-afpeca siBisierca gacteto HoMepa cetu. Ecnu out
MacKH IOJICETH UMeeT 3HadeHue 0, 3TO 3HAUUT, YTO COOTBETCTBYIOmU O0uT IP-anpeca
SIBIISIETCS YACThIO HIEHTH(HUKATOPA Y37Ia.

B crnenytomem npuMepe nokazaHbl Macka MOJCETH, ONPeaeNsIoNIas HoMep ceTH (>KUPHBIM
mpudToM), u uaeHTuuKarop ysna muist [P-agpeca 192.168.1.2.

Tabn. 78 Macka nogceTn — ykasblBaeT HOMeEpP CETU

1-A BAUT: | 2-WBAWUT: |3-W BAUT: |4-V BAUT:
(192) (168) (1) (2)
IP-agpec (B aBon4How dopme) | 11000000 10101000 00000001 00000010
Macka nogceTv (B [BOUYHON 11111111 11111111 11111111 00000000
¢opme)
Homep cetun 11000000 10101000 00000001
WaoeHTudukartop yana 00000010

[To moroBopeHHOCTH MacKa MOACETH BCETa COCTOUT U3 HEIIPEPHIBHOM MOCIIEI0BATENLHOCTH
eIMHUII B HauaJle MacKH (CJIeBa), 3a KOTOPOH ClielyeT HellpephIBHAs OCIEA0BATENbHOCTD
HyJei o0riei mumHoi B 32 OuTa.
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Mpunoxexne C IP-agpeca n opraHu3auus noaceTten

Macku NojiceTH ONpeeNI0T KaKyr YacTh B aJjpece COCTABIsIET HOMep ceTH (T.e. OUTHI co
3HaueHueM “17). Hammpumep, “8-OuTHas Macka’ 03HAYAET, YTO TIEPBBIC 8§ OUTOB MacKu
SIBIISIFOTCS. €IMHUIIAMH, & OCTaBIIHecs 24 OUTa — HyJISIMH.

Macku MoACeTH 3aKuChIBAIOTCS B IECATUYHOM BUJIE C PA3ACIUTEIbHBIMUA TOUKAMU, TaK XKe,
kak u [P-anpeca. B cieayromiem npumepe nokaszansl 8-OuTHbIe, 16-OuTHBIC, 24-0UTHBIC H
29-0UT MacKH MOJICETH B IBOMYHOM U JICCATUYHOM BHJIE.

Tabn. 79 Macka nogcetu

[BOVNYHAS] ®OPMA B JECATUYHOM

1-W BAWT: | 2- BAUT: | 3-1 BAUT: |4- 6ANT: |BWAE

8-6uTHas 11111111 00000000 00000000 00000000 255.0.0.0
Macka

16-6uTHas 11111111 11111111 00000000 00000000 255.255.0.0
macka

24-6uTHas 11111111 1111111 11111111 00000000 255.255.255.0
macka

29-6utHas 11111111 11111111 11111111 11111000 255.255.255.248
Macka

Pa3mep cetun

Pasmep ceTu onpenenseT MaKCUMaIIBEHO BO3MOKHOE YHCIIO Y3JIOB, KOTOPOE MOXKET HAXOAUTHCS
B ceTu. Uem 6OJ'II)HIC YHCJIO0 OUTOB B HOMEPE CETHU, TEM MCHBIIC YMUCJIO 6PITOB, OCTaIHuXCA
JUTS UACHTU(UKATOpA y3IIa.

[P-anpec, B kOTOpoM UAEHTH(UKATOP y371a COCTOUT TOJBKO U3 HyIeH, sinsercs [P-agpecom
cetu (Hampumep, 192.168.1.0 ¢ 24-6utHoii mackoit moaceTH). [P-anpec, B KoTopom
UAECHTU(UKATOP y371a COCTOUT TOJBKO U3 €ANHMUIL, SIBISETCS MIHPOKOBEILATEIbHBIM aipecoM
IUTst 3TOM cetr (Hampumep, 192.168.1.255 ¢ 24-OuTHO# MacKo# TIOJCETH).

[Tockombky 3TH nBa IP-aapeca HeIb3s UCIIONB30BATh TS OTACTLHBIX y3JI0B, MAKCHMAJTEHO
BO3MOXHOE YHCJIO Y3JIOB B CETH PACCUUTHIBACTCS CICAYIOIINM 00pa3oM:

Ta6bn. 80 MakcrMmarnbHoe 4YMcno y3roB

MACKA NOACETHU ;ﬁsﬂﬁlwkmom v&KgB”MA"bHOE -l
Y3NA B AOPECE

86uta | 255.0.0.0 24 6uta 224 _2 16777214

16 6uta | 255.255.0.0 16 6uTa 216_2 65534

24 6uta | 255.255.255.0 |8 6uTa 28_2 254

29 6uta | 255.255.255.248 | 3 6uta 232 6
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3anucu Macku noaceTtu

HOCKOHBKy MacCkKa Bce€raa COCTOUT U3 HerepBIBHOI\/'I IOCJICA0OBATCIbHOCTU CAUMHUI] B HAa4YaJIC U
HETPEPBIBHON MOCIIE0BaTENbHOCTH HYJCH B OCTaBIIMXCS OUTaX U MMeeT JUIMHYy 32 Oura,
MOXHO IIPOCTO YKa3bIBATh KOJIMYCCTBO €IMHUI] BMECTO TOTO, 4TOOBI 3aIIMCHIBATh 3HAYEHNE
KaX1oro 6aiita. 3T0 0OBIYHO 0003HAYAETCS ITyTEM 3aITUCH TIOCIIe aapeca CHMBOJIA «/» U
KOJIMYECTBA OUT C CTUHUIIAMH.

Hampumep, 3ammcek 192.1.1.0 /25 paBrocmibaa 3amwcu 192.1.1.0 ¢ Mackoii moxcetn
255.255.255.128.

B cnez[ylomeﬁ Ta6J'II/II_I€ IIOKa3aHbl HCCKOJIBKO MAaCOK IIOACETHU C UCITIOJIb30BAHHEM obomx
BUIOB 3aIIMCH.

Tabn. 81 AnbTepHaTMBHblE BapuaHThbl 3aNMCU Mackn NoaceTn

MACKA | ANLTEPHATUEHAR | (g ioouuHon | (B AECATUMHON
®OPME) ®OPME)

255.255.255.0 124 0000 0000 0

255.255.255.128 | /25 1000 0000 128
255.255.255.192 | /26 1100 0000 192
255.255.255.224 | /27 1110 0000 224
255.255.255.240 | /28 1111 0000 240
255.255.255.248 | /29 1111 1000 248
255.255.255.252 | /30 1111 1100 252

OpraHusauusa nogcerten
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Macku noceTH TaKk)Ke UCTIONB3YIOTCS TS pasziefieH s CETH Ha HECKOJIBKO TIOACETEH.
B cnenyromeM mpuMepe ceTeBoi aAMHHUCTPATOP CO3/1al 2 TOICETH, YTOOBI H30JUPOBATh
TPYIITY CEPBEPOB OT OCTAIBLHON CETH KOMITAHUH B LIEJSIX O€30MaCHOCTH.

B stom npumepe aapec cetn komnanuu — 192.168.1.0. Iepseie 3 Oaiita agpeca (192.168.1)
SBJSIFOTCS. HOMEPOM CETH, a OCTaBIIMICS OANT ABIAETCS HACHTU(PHUKATOPOM Y311,
CJIEI0BATEIIbHO, MAKCUMAJIBHOE YHCIIO Y3JIOB B 3TOM CETU PaBHO 28— 2 i 254.

Ha CJICOYIOIIEM PUCYHKE MOKa3aHa CCTh KOMITaHUU OO0 pa3fCcyICHHA Ha IMOACCTH.
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Puc. 104 T[lpumep opraHusaummn nogceten: o pasfeneHnst Ha NoaceTn

’—---------------------~

L 4

N~ S @/ L]
i l- ‘

192.168.1.0 /24

L. 8 F B 0 B B 0 B B B B B B B B B B B B B B B

b
L

~

‘

MOXXHO «3aHATBY» OWH OWT HIeHTH(HUKaTopa y37a utst pasaenerus cety 192.168.1.0 Ha ase
OTJeNbHBIE TIoiceTH. Macka IOJICETH COCTOUT Tereph U3 25 Outos (255.255.255.128 nnn /25).

«3aMMCTBOBaHHBIN» OUT UAEHTH(UKATOPA y3/1a MOXKET IPUHUMaTh 3HaueHus 0 win 1, nasas,

TakuM 00pa3oM, nBe noacety; 192.168.1.0 /25 u 192.168.1.128 /25.

Ha crnenytomem prucyHke noka3aHa CeTh KOMIAHUU OCIIE pa3AesieHusl Ha oAceTH. Tenepb
OpraHU30BaHO JIBE MonceTy, A u B.

Puc. 105 [pumep opraHusaumm nogceTen: nocne pasneneHns Ha nogcetm
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[Ipu 25-6uTHOI Macke MOICETH B HASHTU(UKATOPE y371a OCTaeTcs 7 OUTOB, CIIEIOBATEIbHO,
MaKCHUMaJIbHOE YHCIIO Y3JIOB B KaX/10H MMOJCETH PaBHO 27— 2w 126 ( mpenTudukarop ysna,

COCTOSAIIUHN TONBKO U3 HYJEH SBISETCS aApecoOM CaMOM MOJICETH, & COCTOSIIIIUNA TOIBKO U3
€IMHMUII — IMUPOKOBEIATEILHBIM aIpECOM TOH MOACETH).
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Anpec 192.168.1.0 c mackoit 255.255.255.128 onpenensier noacets A, a 192.168.1.127 ¢
Mackoi 255.255.255.128 sBisieTcs ee MUpOKOBENIaTeNIbHBIM aipecoM. ClieoBaTelbHO,
camblii Mmnagmmii [P-agpec, KOTOpbI MOXeT OBITh Ha3HAYCH JCHCTBUTEIBHOMY Y31y JUIS
nmoncetd A — 192.168.1.1, a crapmmuii — 192.168.1.126.

[Momo6HBIM 00Pa30M PACCUNTHIBACTCS TUANA30H UACHTU(PUKATOPOB Y3JI0B Ui mojceTu B:
ot 192.168.1.129 1o 192.168.1.254.

NMpumep: Yetbipe noaceTtm

B npeapiaymeM nmpuMepe MpoAeMOHCTPHUPOBAHO MCTIONB30BaHUE 25-0NTHOM MacKH TOACETH
IUIs paszaeseHus 24-0MTHOTO aapeca Ha JIBe MOACETH. AHAIOTUYHO ISl pa3AeieHus
24-0uTHOTO azpeca Ha YEeThIPE MOACETH, NOTPedyeTCs «3aMMCTBOBAThY» [1Ba OMTa U3
uaeHTuduKaTopa y3ia s MOTyYeHUs YeThIpeX BO3MOXKHBIX KomOuHanuii: 00, 01, 10 u 11.
Macka nonceru umeet 26 6ut (11111111.11111111.11111111.11000000) nmu
255.255.255.192.

Kaxxnas nmogcers mmeer 6 6UTOB [T HACHTHU(HUKATOPA Y3714, TPH ITOM MOTy4YaeTcs 262 ym
62 y371a B KaKII0# MoAceTH (Bce HYIU B HHACHTH(PHUKATOPE y3J71a 0003HAYAIOT CaMy IOJCETh,
BCE CIMHULBI SBISIOTCS MIHPOKOBEILATEIBHBIM aIpeCOM 3TOH MOACETH).

Tabn. 82 T[loaceTb 1

3HAYEHUA BUTOB
IP/MACKA NOAOCETH HOMEP CETH NOCNEAHEFO BANTA
IP-agpec 192.168.1. 0
(B BecaTnyHom opme)
IP-agpec 11000000.10101000.00000001. 00000000
(B oBOMYHOM chopme)
Macka nogcetu 11111111 11111111.11111111. 11000000
(B pBOMYHON chopme)
Apnpec nogceTu: MuHumaneHbIM naeHTdKkaTop yana: 192.168.1.1
192.168.1.0
Agpec MakcumanbHbIi ngeHTudukaTop ysna: 192.168.1.62
LLMpOKOBeLLaTenbHOM

paccbinku: 192.168.1.63

Tabn. 83 [loacetb 2

3HAYEHUA BUTOB
IP/MACKA NOACETU HOMEP CETU NOCNEQHEFO BAWTA
IP-agpec 192.168.1. 64
IP-agpec 11000000.10101000.00000001. 01000000
(B ABOMYHOM chopMmeE)
Macka noacetu 1111111111111 11111111, 11000000
(B pBOMYHON chopme)
Appec nogcetu: MwuHuManbHbIN naeHTudmkaTop yana: 192.168.1.65
192.168.1.64
Agpec MakcumanbHbIn ngeHTudukaTop yana: 192.168.1.126
LUMpoKoBeLLaTeNnbHOM

paccbinku: 192.168.1.127
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Tabn. 84 T[logceTb 3

3HAYEHUA BUTOB

(B ABOMYHON chopme)

IP/MACKA NOACETH HOMEP CETU NOCNEAHEFO BANTA
IP-agpec 192.168.1. 128

IP-appec 11000000.10101000.00000001. 10000000

(B oBOMYHOM chopme)

Macka nogcetu 11111111 1111111111111, 11000000

Agpec nogcetu:
192.168.1.128

MuHumanesHbI naeHTndmkaTop yana: 192.168.1.129

Anpec
LUMpOKOBELLaTeNbHOM
paccbinku: 192.168.1.191

MakcrmaneHbI ngeHTudmnkaTop ysna: 192.168.1.190

Tabn. 85 [logceTb 4

3HAYEHUA BUTOB

(B ABOMYHON chopME)

IP/MACKA NOAOCETH HOMEP CETH NOCNEAHENO BANTA
IP-agpec 192.168.1. 192

IP-agpec 11000000.10101000.00000001. 11000000

(B oBOMYHOM chopme)

Macka nogcetn 11111111 11111111.11111111. 11000000

Agpec nogcetu:
192.168.1.192

MwuHuManbHbIN naeHTudgmkaTop yana: 192.168.1.193

Anpec
LUMpOKOBeLLaTeNbHOM
paccbinku: 192.168.1.255

MakcumanbHbIn naeHTudgmkatop yana: 192.168.1.254

NMpumep: Bocemb noacerten

AHaOTUYHO KCIIONIB3yeTCs 27-0uTHas Macka st coznanus 8 mozacereit (000, 001, 010, 011,

100, 101110111).

B crenyromeit Tabnuiie mpuBeneHsI 3HaYeHU OUTOB mocnenHero Oaiita [P-anpeca s

Ka)KIOH ITOJICETH.

Tabn. 86 Bocemb noaceten

NOACETb ALOPEC NEPBbLIN MNOCNEAHUA | LLMPOKOBELLATENbHbIN
NOACETHU ALOPEC ALOPEC ALPEC

1 0 1 30 31

2 32 33 62 63

3 64 65 94 95

4 96 97 126 127

5 128 129 158 159

6 160 161 190 191

7 192 193 222 223

8 224 225 254 255
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lNMpoekTnpoBaHue noaceTeun

B crnenytomeit Tabnuie npeacTaBieHa CBOAKA I MPOSKTUPOBAHUS TIOJICETEH B CETH €
24-OUTHBIM HOMEPOM CETH.

Tab6n. 87 [lpoekTupoBaHue noaceTen B cetn ¢ 24-6UTHbIM HOMEPOM CETU

SAMNCTEOBAHHIX» | MACKATOTCETH | KOMMYECTEO | yanog g aynon
BUTOB Y3I1A NOACETU

1 255.255.255.128 (/25) 2 126

2 255.255.255.192 (/26) 4 62

3 255.255.255.224 (/27) 8 30

4 255.255.255.240 (/28) 16 14

5 255.255.255.248 (/29) 32

6 255.255.255.252 (/30) 64

7 255.255.255.254 (/31) 128 1

B cnenytomeit Tabnuiie npeacTaBieHa CBOAKA U NPOSKTUPOBAHMUS TOICETEN B CETH C
16-OUTHBIM HOMEPOM CETH.

Tabn. 88 T[lpoekTupoBaHMe nogceTen B cet ¢ 16-OMTHBIM HOMEPOM CETU

Egﬂn;gggggAHHblx» MACKA MOACETU :g’;'g:ﬁgm 52#3; IfacleBgnon
BUTOB Y3MA NOACETH
1 255.255.128.0 (/17) 32766

2 255.255.192.0 (/18) 16382

3 255.255.224.0 (/19) 8190

4 255.255.240.0 (/20) 16 4094

5 255.255.248.0 (/21) 32 2046

6 255.255.252.0 (/22) 64 1022

7 255.255.254.0 (/23) 128 510

8 255.255.255.0 (/24) 256 254

9 255.255.255.128 (/25) 512 126

10 255.255.255.192 (/26) 1024 62

1 255.255.255.224 (/27) 2048 30

12 255.255.255.240 (/28) 4096 14

13 255.255.255.248 (/29) 8192

14 255.255.255.252 (/30) 16384

15 255.255.255.254 (/31) 32768 1
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HacTtpowka IP-appecoB

Howmep cetu 3aBUCUT OT KOHKpeTHOU cuTyauuu. Eciu nocraBmuk MHTEpHET-yCIyr WK
CETEeBOM aJIMUHUCTPATOP Ha3HAUYAIOT OJIOK 3aperucTpupoBaHHbIX [P-anpecos, To HEOOXOMUMO
PYKOBOZICTBOBATHCS MX yKa3aHMSIMH IpH BbiOope IP-anpeca u Macku mojceTH.

Ecnn mocraBmmk HTEpHET-yCITyT HE IPEAOCTABISET IBHBIM 00pa3oM aJipec CEeTH, TO, CKopee
BCETr0, BBl HCIIOJIb3yETE YUETHYIO 3alIICh OANHOYHOTO M0JIb30BaTeNs], M MOCTaBIIMK MHTepHeT-
ycayr OyaeT Ha3HadaTh AMHaMu4uecKuil [P-agpec npu kaxaoM yCTaHOBICHHU COSIUHEHUS.

B sTom ciyuae pexomennyercsa ycraHoBuTh [P-anpec B tuanasone ot 192.168.0.0 no
192.168.255.0. AreHTCTBO 1O Ha3HAYEHUIO HMEH U YHUKAJIBHBIX IIapaMeTPOB NMPOTOKOJIOB
Wnrepuet (IANA) 3ape3epBupoBaio 3TOT IUaNa30H CIenraIbHO A YaCTHOTO MCIIONb30Ba-
Hus. Eciu SBHO HE Mpeanrcano NCIoib30BaTh APYTHE ajipeca, He CIeAyeT UCTIONb30BaTh
HOMeEpa 3a MpeaesiaMy 3Toro auarna3ona. HeoOxomumMo Takke BKIIOUATh QyHKITHI0 «NATH
(Network Address Translation — TpaHcismms ceTeBbIX anpecoB) B NBG334W.

Br16paB HOMep cetn, Be1OepuTe a1t NBG334W IP-anpec, KOTOPBIi JIETKO 3alTOMHHAETCS,
Hanpumep, 192.168.1.1, Ho yOenuTech, 4TO HUKAKOE APYroe yCTPOMCTBO B Balllel CETH He
ucnoinb3yert 3101 [P-agpec.

Macka mozicetu onpezenser cereByro yacth [P-anpeca. NBG334W aBromaTtnuecku
paccuuThIBa€T MacKy noaceTu s 3aganHoro [P-agpeca. Henb3s n3mMeHATs Macky HoJCETH,
BbrarcieHHyro NBG334W, 6e3 npsMbIX yKa3aHHH.

IP-agpeca ona 4YacTHbIX ceTen

Kaxnprit komnbrotep B ceTd IHTEepHET H0JKEeH UMETh YHUKaANbHBIN anpec. Eciau ceTs
M30MpoBaHa oT HTEpHET, HalIpuMep, COSTUHSIET MEXIY CO00H JTIOKaIbHBIC CETH ABYX
¢dbunmano, MokHO Oe3 mpobiIeM Ha3zHauaTh y3JiaM pou3BoibHEIe [P-anpeca. Tem He MeHee,
areHTCTBO IO Ha3HAYEHUIO UMEH M YHUKAJIBHBIX ITapaMeTpoB MpoTokonoB MHaTepHEeT (IANA)
3ape3epBUPOBAIIO clenyromue Tpu 010ka [P-agpecoB cienuaabHO A1 YaCTHBIX CETeH:

* 10.0.0.0 — 10.255.255.255
* 172.16.0.0 —172.31.255.255
* 192.168.0.0 — 192.168.255.255

[P-agpec moxet ObITh omy4deH oT IANA, ot nocraBminka MIHTEpHET-YCIIyT MM MOXKET ObITh
Ha3HaueH 4yacTHOM ceThio. Eciu Balla opranuzaiust OTHOCUTENBHO HEOObINAs, H JOCTYII B
HuTtepHeT ocyliecTBisieTcs yepes3 nocraBuuka MHTEpHET-ycIyT, nocTaBuK NHTEpHET-
YCIYT MOXET MPEAOCTaBUTh anpeca HTEpHET sl BallIuX JIOKATbHBIX ceTeit. C apyroii
CTOPOHBI, €CJIA OPTaHU3AIUS SIBIAETCSA YaCTHI0 OONBIION KOMIIAHHUH, CIIEAYET TPOKOHCYITHTH-
pOBAaThCsl C CETEBBIM aAMUHUCTPATOPOM [0 NOBOAY HazHaueHus [P-agpecos.

HeszaBucrMo 0T KOHKPETHOU CUTYAIlMX HE CTOUT Ha3HA4YaTh mpou3BosibHBIE [P-anpeca; mydine
CIIEIOBATh MTPUBEACHHBIM BbIIlIe yKazaHusaM. [ monyueHus donee moapoOoHo# nHPpopMaIMu
1o Ha3HadeHuto ajapecoB cM. RFC 1597, Address Allocation for Private Internets
(Haznauenue aopecos 6 wacmuwvix cemsix) u RFC 1466, Guidelines for Management of IP
Address Space (Pyxosodcmeo no ynpasnenuto npocmparcmeom IP-adpecos).
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Hactpouka IP-agpeca
KOMMNbloTEepa

Ha Bcex koMIpIoTepax T0KHBI OBITh YCTaHOBIIEHHI ceTeBble miaThl Ethernet 10 nnmm 100 M6wut/c
u ipotokoysl TCP/IP.

Omnepanmonnbie cucteMbl Windows 95/98/Me/NT/2000/XP, Macintosh OS 7 u BrIIIIe, a TaKkke
Bce Bepcuu cucteM UNIX/LINUX yixe cogepikaT nporpaMMHbIe KOMIIOHEHTBI, HEOOXOIUMBbIE
JUTS. MHCTAIUISIIIAK U KCTIONIb30BaHus creka mpotokonoB TCP/IP. [Tpu ucnons3oBanuu OC
Windows 3.1 HeoOxoaumo mproOpecty naket npukiaaaneix nporpamm TCP/IP ot ctoponHero
MIPOU3BOIUTEIIS.

Ha xommnbrotepax ¢ onepannonabivMu cuctemamu Windows N'T/2000/XP, Macintosh OS 7
(wm Gonee mozgaMMHK) KOMIIOHEHTH! TCP/IP MOmKHBI OBITH YK€ YCTaHOBJICHBI.

[Tocne ycranosku komrnoHeHToB TCP/IP, Hactpoiite mapametpsl TCP/IP miis coennuaenus ¢
CEThIO.

Ecnu mapameTps! [P Ha3zHagaroTCss BpYyIHYIO BMECTO THHAMHYECKOTO Ha3HAYEHUS, YOS TUTECh,
YTO Ballll KOMIBIOTEPHI UMEIOT [P-anpeca, oTHOCsIIMECS K TOU ke MoAceTH, uTo ¥ mopT LAN
MHTEpHET-LIEHTpA.

Windows 95/98/Me

Haxxmute Start (Ilyck), Settings (HacTpoiika), Control Panel (Ilanens ynpasiieHus) u
IBaX B meakauTe 1Mo 3Hauky Network (Cetb), 9TOOBI OTKPHITH OKHO Network.
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Puc. 106 WIindows 95/98/Me: CeTb: KoHdurypauus

LFR for TCP/IP Frinting

Client for Microzoft Metwaorks |_

YctaHOBKa KOMMNOHEHTOB

222

B okne Network (Cetn) Ha 3aknanke Configuration (Kondurypamus) orodpaxaercs
CIIMCOK YCTaHOBJICHHBIX KOMIOHEHTOB. Bam motpebyetcst cereBast kapra, npotokosn TCP/IP u
KIMEHT i ceTeit Microsoft.

Ecnn HeoO6xXonmuMo yCTaHOBUTH CETEBYIO ILIATY:

1 B oknue Network (Cers) Haxxmure Add (lo6aBuTh).
2 Bribepute Adapter (CereBas miiara) u Haxmvure Add (JodaButs).
3 BribepuTe IpOU3BOIUTENS K MOJIEND Ballel ceTeBoi miathl u Haxkmure OK.

Ecnu HeoOxonumo ycranoBuTh npotokoi TCP/IP:

1 B oknue Network (Cerp) Haxxmure Add (lo6aBuTh).

2 Brioepute Protocol (ITporokon) u Haxxmute Add (106aBUTB).

3 Bribepure «Microsofty u3 crimcka manufacturers (Mpou3BOIUTEH).

4 Brioepute TCP/IP u3 crincka ceTeBbIX MPOTOKOIOB U HakMUTE KHONIKY OK.

Ecnn HeoOxonumo ycranoBuTh KinenTa st cereit Microsoft:

1 Haxwmure kaonky Add ([lo6aBuTB).

2 Brioepurte Client (Kimnenr) u Haxkmute kHonky Add (Jlo6aBuTh).
3 Bribepute «Microsofty» u3 crnincka mpouU3BOAUTENEH.
4

Brioepute Client for Microsoft Networks (KiuenT niis cereit Microsoft) us crincka
CETEBBIX KIMEHTOB U HaxkmuTe KHONKY OK.

5 Ilepesarpysute KOMIBIOTED, YTOOBI MPON3BEACHHBIE N3MEHEHHUS BCTYITWIN B CUITY.
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HacTtpouka

1 B okne Network (Cets) BeiOepute 3akinanky Configuration (Konpurypauus),
BbIOepuTe myHKT TCP/IP st Bameii ceTeBoii ruiatel u Haxxmute Properties
(CBoiicTBa).

2 Bpribepure 3aknanxy IP-agpec.

* Ecnu BB ucnonb3yere auHamudeckuii [P-aapec, Beioepure Obtain an IP address
automatically (Ilosayunts IP-anpec aBToMmaTu4ecku).
» Ecnu BBl ucnonb3yere cratnyeckuii [P-anpec, BeiGepure Bapuant Specify an IP

address (Ykazats IP-aapec sBHbIM 00pa3om) u 3anoiaute noist IP address
(IP-aapec) u Subnet Mask (Macka noacern).

Puc. 107 Windows 95/98/Me: CeolictBa npotokona TCP/IP: IP-agpec

TCP/IP Properties il 21x|
Bindings |  Advanced | Nemins |

DS Configuration I Gateway I WINS Configuration  |P Address

An IP addrezs can be automatically azzigned to this computer.
If pour network, does not automatically azzign IP addresses, azk
your hetwork. administrator for an address, and then type it in
the space below.

" Obtain an IP address automaticalls

" Specify an [P address:

Ptsddress: | g i g |

Submnet bask: | . 1 . |

¥ Detect connection to network. media

Ok I Cancel |

3 Bpribepure 3akinanky DNS Configuration (Kondurypauust DNS).
* Ecnu BbI He 3Haete mapameTpbl DNS, Beibepute Disable DNS (OTkiounts DNS).

» Ecnm Bam m3BectHbI mapameTpsl DNS, Be10epute Enable DNS (Bkiarouuts DNS)
3aIIOTHUTE TOJIs, PACTIONIOKEHHbBIE HIKE (BO3MOXKHO, MOTPEOyeTCs 3aroIHATh HE BCE
TI0JIf).
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Puc. 108 Windows 95/98/Me: CeoiictBa npotokona TCP/IP: KoHdurypaums DNS

Bindings | Advanced | NetBIDS
DMS Canfiguratian | Gateway I WINS Configuration I IP Address
i g

—{" Enable DMS

Himst: I [Namai; I

NS Senver Search Hrder
[ T 1T 11 Add

Eemave |

[amait Suffiz Search Order

| Tl

| Hemmve |

Ok I Cancel |

4 Bribepure 3aknanky Gateway (Lllaro3).

» Ecuu Bbl He 3HaeTe [P-agpec 1ur03a, yaanure Bce yCTaHOBIICHHBIE PAHEE IIUTIO3BL.

* Ecnu y Bac ectb [P-agpec nutro3a, BBeaure ero B rmoie New gateway (HoBblii 111J1103)
u HaxkmuTe KHOTKY Add (Lo0aBuTh).

5 Haxwmure OK, 4T00BI COXpaHUTH C/I€TaHHBIE H3MEHEHHUs 1 3aKpbITh OkHO TCP/IP
Properties (CoiictBa: TCP/IP).

6 Haxwmure kaonky OK, uro6sl 3akpeiTh 0kHO Network (Cets). Ipu mosiBieHnn 3amnpoca
BCTaBbTE B JUCKOBOJ] KOMITAKT-auck Windows.

7 BkIIouNTE MHTEPHET-IEHTP U Tepe3arpy3uTe KOMIBIOTED MPH MOSBICHUH 3aMpoca.

lNMpoBepka HacTpoek

1 Haxwmure kHomnky Start (Ilyck), a 3arem BeiOepute myHKT Run (BbINOJIHUTS).

2 B okxe Run (BeimosHuTB) BBeuTe KOMaHay «winipcfgy, a 3atem Haxxmure OK st
oroOpaxkeHust okHa IP Configuration (Kondurypauus IP).

3 Bribepute cBoii cereBoii agantep. Ilpu 3ToM H0/KHBI 0TOOpaskaThest IP-aapec u Macka
MOJICETH Ballero KOMIBIOTEPA, & TAKXKE IILTI03 10 YMOIYAHUIO.

Windows 2000/NT/XP

B crenyromux pucyHKkax ucnonb3yeTcs TeMa rpaduueckoro uarepdeiica Windows XP mo
YMOTYaHUIO.

1 Haxwmure start (myck) (Start (ITyck) B Windows 2000/NT), Settings (HacTpoiika),
Control Panel (Ilaneqb ynpaBjieHus).
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Puc. 109 Windows XP: MeHto lNyck

@ Outlook Express

Y pairt

Acrobat Reader 4.0
&) Tour windows =P
'?a Windows Movie Maker

All Programs D

id start i unkitled - Paint

@& Internet Explorer ..—) My Documents

1 b My Recent Documents »

_f) My Pictures
8 Files and Settings Transfer W...

o) )
B Command Prompt <} My Music

Zomputer

2 Ha IManesu ynpaBaenus asax s menkante Network Connections (CeTeBbie
noakaoueHust) (Network and Dial-up Connections (CeTb U y1ajeHHbBIii 10CTYN K

cetn) B Windows 2000/NT).

Puc. 110 Windows XP: Control Panel (Windows XP: MaHenb ynpaBneHus)

B Control Panel

File Edit ‘iews Favorites  Tools  Help

=

\_J @ - i.@ j'ﬂ__j Search ll Folders v

Address E}' Contral Panel

ﬂ"' Control Panel Y

\!
[} Switch to Category iew

See Also

windows Lipdake

Controllers

Game

3 [enkuure nmpapoit kaomkoi mein 3Ha40K Local Area Connection (IToxk/roueHue mo
JIOKaJbHOIi ceTn) 1 BeioepuTe Properties (CBoiicTBa).
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Puc. 111 Windows XP: MNaHenb ynpaeneHus: CeteBble nogkntodeHns: CBoONCTBa

‘,5 Hetwork Connections

Fil=  Edit Wiew Faworites Tools

Advanced

eBack - \_/l l_,@; /_1 Search - Folders v

Help

Address e_; Mebwark Connections

|

Network Tasks

Create a new
conneckion

3 Set up a home or smal

" office network,

& Disable this network
device

% Repair this connection

Iim Renarnne this connection

& View status of this
conneckion

Change settings of this
conneckion

LAN or High-5peed Internet

ocal Area Connection

st Ethernet Adapte

Bridge Connections

Create Shorkeut

Properties

4 Ha sxiaake General (O6mue) B WinXP Brioepure Internet Protocol (TCP/IP)
(ITporokont Mutepuera (TCP/IP)) u naxxmute Properties (CroiicTBa).

Puc. 112 Windows XP: MogkntoveHne no nokansHom cetn: Ceolictea

- Local Area Connection Properties

General |-.~’-‘n.uthenticati0n [ Advanced|

Connect uzing:

‘ BB Accton EN1207D-Tx POl Fast Ethernet Adapter ‘

Thiz connection uses the following iterns:

. gl:lient far Microsoft Networks

[ —
Inztall... Unin

Description

across diverse interconnected networks.

e 1D
>

Tranzmizzion Control Protocol/lnternet Pratocol. The default
wide area network, protocal that provides communication

[ Show icon in notification area when connected

[ o

][ Cancel ]

5 Orkpoercs okHo Internet Protocol TCP/IP Properties (CroiicTBa: IIpoTokod
HNutepuera (TCP/IP)) (3aknanka General (O6mmue) B Windows XP).
* Ecnu BBl ucnonb3yere auHamudeckuid [P-aapec, Beioepute Obtain an IP address
automatically (Ilosyunts IP-anpec aBromatuuecku).
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* Ecnm el nmeete craruaeckuii [P-anpec, Beioepure Use the following IP Address
(Mcnoan3zoBarh ciaexyromuii [IP-aapec) u 3anonnute nosst IP address (IP-aapec),
Subnet mask (Macka noaceru) u Default gateway (OcHoBHOI 1L1103).

* Haxwmure kHonky Advanced (JonoaHUTEIBHO).

Puc. 113 Windows XP: CeowcTta: Npotokon NHTepHeTa (TCP/IP)

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

r'ou can get |P gettings azsigned automatically if vour network, supportz
thiz capability. Otherwize, you need to ask your netwark. adminiztrataor far
the appropriate [P zeftings.

() Obtain an IP address automatically
(") Use the following P address:

(%) Obtain DMS server address automatically
() Uze the following DMS server addresses:

[ 1] H Cancel l

6 Ecmnu Bl He 3HacTe IP-ampec numo3a, yaaauTe Bce IpeaBapUuTeIbHO HACTPOCHHBIC
nutro3bl Ha 3akiaake IP Settings (Ilapamerpsl IP) u naxxmure OK.

st HacTpoikK TOMOJIHUTENBHBIX [P-a1pecoB BHITIOIHUTE CIIEYIOIINE ICUCTBUSA:

» Ha 3aknanke IP Settings (Ilapamerpsl IP) B none qs [P-angpecos Haxxmute Add
(JdobaBuTs).

* B oxuae TCP/IP Address (Axpec TCP/IP) seenute [P-anpec B mone IP address
(IP-aapec) u macky nojacetu B nosie Subnet mask (Macka noacern), 3ateMm
Haxxmute KHONKy Add (Jlo6aBuTth).

» IloBropuTte onucaHHbIE BBILIE AEUCTBUA s Kaxkaoro [P-agpeca, koTopslil
Heo0XoAnMO 100aBUTh.

* Hacrpolite JonoONHUTEIbHBIE OCHOBHBIE UTIO3HI Ha 3akiaake IP Settings
(ITapametpsi IP), menkuyB o kHonke Add (JJo6aButs) B paznene Default
gateways (OCHOBHBbIE LLITIO3bI).

* B oxne TCP/IP Gateway Address (Anpec munoza TCP/IP), BBenute [P-anpec
1uTt03a 1o ymonuanuio B nosie Gateway (Illire3). s pydHOH HaCTPOMKH METPUKHU
M0 YMOJTYaHHIO (KOJMYECTBA TPAH3UTHBIX MYHKTOB NIPU NIepeaade), CHUMUTE (Praskok
Automatic metric (ABTOMaTH4YecKas MeTPHUKA) U BBEAWTE 3Ha4eHUE B nojie Metric
(MeTtpuka).

* Haxwmurte kHOTiKy Add ([lo6aBUTB).
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228

* ITloBTOpHTE IpEABIAYIIHE TPU ACHCTBHS JUIS BCEX IIII030B, KOTOPhIE HEOOXOIUMO
OOaBHUTE.

* Ilo 3aBepmieHnu HacTpoiiku HaxxMuTe KHONKYy OK.

Puc. 114 Windows XP: JononHuteneHble ceorictea TCP/IP

Advanced TCP/IP Settings

IF Settings | DMS | WIMS | Options
IP addresses

IP addrezs Subnet mask
DHCF Enabled

Default gateways:

Gateway b etric

Add...

Automatic metric

I (]S H Cancel ]

7 B oxue Internet Protocol TCP/IP Properties (CpoiicrBa: Ilporokos UuTepHera
(TCP/IP)) na 3aknaake General (O6mmue) B8 Windows XP:

* Bribepute Obtain DNS server automatically (Ilomyunts agpec DNS-cepBepa
aBTOMAaTHYeCKH), eCiin BB He 3HaeTe [P-ampec(a) ceprepa(os) DNS.

* Ecnu Bw 3HaeTe [P-anpec(a) ceprepa(oB) DNS, Beibepute Use the following DNS
server addresses (Mcnmoabs3oBats cienywomue aapeca cepsepos DNS), u BBenuTe
anpeca B nosig Preferred DNS server (Ilpexnountaemerii DNS-cepsep) u
Alternate DNS server (AasTepHatuBHbIii DNS-cepBep).

Ecnu cepepst DNS 6b1mn HacTpoeHs! paHee, HaxmuTe Advanced

(JononuuTeibHO) U 3aTeM 3akiaaky DNS 115 onpeneneHus mopsaka ux
WCTIOJTH30BaHUSI.
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Puc. 115 Windows XP: CsowicTta: Npotokon NHTepHeTa (TCP/IP)

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get [P settings azsigned automatically if your network supparts
thiz capability. Otherwize, you need to ask your network. administrator for
the appropriate [P settings.

(%) Obtain an IP address automatically
() Usze the following IP address:

(%) Obtain DMS server address automatically
(") Use the following DMS server addresses:

[ 0K ][ Cancel ]

8 Haxwmure OK, uro6s 3akpbiTh okHO Internet Protocol (TCP/IP) Properties
(CsoiicTBa: IIporoxon Uutepuera (TCP/IP)).

9 HaxwmuTte kHonky Close (3akpbiTh) (OK B Windows 2000/NT), 4To6bI 3aKpBITh OKHO
Local Area Connection Properties (CBoiicTBa NOAK/IH0YEHUS MO JIOKAJLHOM CETH).

10 3akpoiite okHo Network Connections (CereBbie noakirouenusi) (Network and
Dial-up Connections (CeTb 1 ynajenHnblii xoctyn Kk cetu) B Windows 2000/NT).

11 BrirounTe HHTEPHET-LEHTP U Mepe3arpy3uTe KOMIBIOTEP NPH MOSBICHUH 3apoca.

NMpoBepka HacTpoek

1 Illenxuwure Start (ITyck), All Programs (Bce nporpaMmsi), Accessories
(CranpaptHsle), a 3atem Command Prompt (Komananas cTpoka).

2 B okxne Command Prompt (Komananas cTpoka) BBenute KoMaHay «ipconfigy u
Haxxvute knasumry [ENTER]. Takxke MoxkHO oTKpBITE 0OKHO Network Connections
(CeTteBble NOAKJIIOYEHHSI), LIEIKHYTH TPaBON KHOIKOM MBIIIN Ha CETEBOM
MOJKJIFOUeHUH, BhIOparh Status (CocTosiHMe) U 3aTeM LICIKHYTh 3aKJIaKy Support
(ITonnepikka).

Macintosh OS 8/9

1 Haxwmure kHonky MeHto Apple, Boioepure Control Panel (Ilanens ynpasienus),
a 3areM aBaxapl menkauTe TCP/IP, utoOs! otkpsiTh TCP/IP Control Panel (Ilanens
ynpasiaenust TCP/IP).
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Puc. 116 Macintosh OS 8/9: MeHto Apple
"Bl File Edit_view window Special Help
About This Computer

&7 Apple System Profiler
Calculator

S Chooser ADSL Control and Status
Appearance
(i Favorites P  Apple Menu Options
Key Caps AppleTalk
Network Browser ColorSync
l#] Recent Applications P Control Strip
[l RecentDocuments b SEE N Dae
rif Remote Access Status S
Energy Saver
{F Scrapbook Extensions Manager
# Sherlock 2 File Exchange
(@ Speakable Items P File Sharing
G Stickies General Controls
Internet
Keyboard
Keychain Access
Launcher
Location Manager
Memory
Modem
Monitors
Mouse
Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Software Update
Sound
Startup Disk "~
e
USB Printer Sharing

2 Brioepute Ethernet built-in (BecTrpoennbliii ceTeBoii koHTpoJLIep) u3 criiricka Connect
via (Ilogknoyenue yepes...).

Puc. 117 Macintosh OS 8/9: TCP/IP

o TCF/IP =]
Connect wia: [Ethernet i.l
— Setup
Configure [ Uzing DHCP Server £
BHCE Clisnt ID: | |

IF Address: < will be supplied by server »
Suonetrnask: € owill be supplied by server »

Router address: < will be supplied by server =

Search comans:

Marn server adde: < will be supplied by server »

-

3 Jlns HacTpoiiku auHaMudeckux napamerpos Beioepute Using DHCP (Mcnosb30BaTh
cepsep DHCP) B ciicke Configure: (HacTpours).

230 PykoBoacTBO nonb3oBatenst UHTepHeT-LeHTpa NBG334W




MpunoxeHne D HacTtponka IP-agpeca komnbloTepa

4 ]It HACTPOHKHU CTAaTHYECKUX IapaMETPOB BBITOJHUTE CIIEAYIONINE ACHCTBHUS:
* B paznene Configure (Hactpours), Beioepute Manually (HacTpouTs Bpy4HY10).
* Beeaute [IP-anpec B okae IP Address (IP-agpec).
* Beenute macky noacetu B okHe Subnet mask (Macka noacern).
* Beeaute [P-agpec untepHer-1ieHTpa B nojie Router address (Aapec
MapUIpyTU3aTOpA).
5 3axkpotite okHo TCP/IP Control Panel (Ilaneas ynpasienus TCP/IP).

6 IIpu mosieneHuu 3anpoca Haxkxmute Save (COXpaHUTD) IJIs1 COXPAHEHUS U3MECHCHHI B
KoH(pHUTYypanmy.
7 BkiounTe MHTEPHET-IEHTP U Tepe3arpy3uTe KOMITBIOTED MPH MOSBICHUH 3apoca.

lNMpoBepka HacTpoek
[poreprre cBoiictBa TCP/IP B oke TCP/IP Control Panel (Ilanenas ynpasiaenuss TCP/IP).

Macintosh OS X

1 Haxmure kHonky MeHio Apple u 3arem System Preferences (HacTpoiiku cucremsl),
9T00BI OTKPHITH OKHO System Preferences (Hactpoliiku cuctemsr).

Puc. 118 Macintosh OS X: MeHto Apple
Grab File Edit Capty

About This Mac
Get Mac 0OS X Software. ..

~ System Preferences...

U »
Location »

2 Haxwmute Network (CeTb) Ha maHe M 3Ha4YKOB.

* Bribepure Automatic (ABromarndeckn) B ciiucke Location (MecToHaxoxkaeHue).

* Bri6epure Built-in Ethernet (BcTpoenHbIii ceTeBoii KOHTpoOJJIEp) u3 criricka Show
(IToxa3arn).

* Bribepure 3aknanky TCP/IP.

3 Jlns HacTpoiiku nuHamudeckux mapameTpoB BbibepuTe Using DHCP (McnoJsib30BaTh
DHCP) B ciucke Configure (HacTpours).
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Puc. 119 Macintosh OS X: CeTb

8o Metwork =9
16 [l 2
Show All Displays MNetwork Startup Disk
Location:  Automatic ?
Show:  Built-in Ethernet "~
frce/ip Y peroe | AppleTalk | Proxies
Configure: | Using DHCP I's

Domain Name Servers (Optional)

IP Address: 192.168.11.12 168.95.1.1
(Provided by DHCP Server)

Subnet Mask: 255.255.254.0

Router: 192.168.10.11 Search Domains {Optional)

DHCP Client ID:
(Optional)

Example: apple.com, earthlink.net

Ethernet Address: 00:05:02:43:93:ff

(-A\\ 1 ™. A
[@ Click the lock to prevent further changes. Appry Now
il

4 ]Ins HaCTPOMKM CTATHUECKUX MApaMETPOB BEITIOIHUTE CIIEAYIOIINE ICHCTBUS:
* B pasnene Configure (Hactpouts), Beioepute Manually (HacTponts BpyuHyIo).
* Baenute [P-agpec B okue IP Address (IP-agpec).
* Bgenute macky noacetu B okHe Subnet mask (Macka nogcern).
» Beenure [P-anpec untepuet-mienTpa B moine Router address (Aapec
MapuIpyTU3aTopa).
5 Haxwmure Apply Now (IlpuMeHHTB) 1 3aKpOMTE OKHO.
6 BxiIrounTe HHTEPHET-IIEHTP U TIEpe3arpy3uTe KOMITBIOTED TIPH MOSBIEHUH 3aIpoca.

NMpoBepka HacTpoek

[Iposepste cBoiictBa TCP/IP B okHe Network (Cetb).
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Linux

B sTom pasnene onucana Hactpoiika TCP/IP Bamero kommnberorepa B Red Hat Linux 9.0.
[Mopsiiok HaCTPOWKH, TUAIOTOBBIE OKHA M pa3MelleHe (ailioB MOTYT pa3innvarhcs B
3aBHCHMOCTH OT Bepcuu Linux.

g Bbl 4OMKHbI ObITb 3aPErMCTPUPOBAHbLI B CUCTEME B KA4eCTBE KOPHEBOTO
agMUHUCTpaTopa.

Ucnonb3oBaHue rpacuyeckoro uHtepcpenca KDE

Hns nactpoiiku [P-anpeca Bamero kommnerorepa ¢ nomompto KDE nponenaiite cienyroiee.

1 Haxwmure kHonky Red Hat (B HuxHEeM JieBoM yriry 9KpaHa), Beioepute System Setting
(Hactpoiika cuctembl) u Network (Cetb).

Puc. 120 Red Hat 9.0: KDE: KoHgurypauus cetu: YcTponcTea

dNetwork Configuration
File Profile Help

8 £ B 8§ @

New  Edit Copy Delete = Activate Deactivate

Devices | Hardware | DNS | Hosts |

= .| You may configure network devices associated with
:'» EJ physical hardware here. Multiple logical devices can be
associated with a single piece of hardware.

Profile|Status Device [Nickname Type

N Inactive 7 ethO  eth0 Ethemet

Edit Device...

2 JIBak/pl MICIKHUTE 110 NPOMUITIO CETEBOM KapThl, KOTOPYIO Bbl XoTHTE HacTpouTh. [Ipu
atoM oTkpoeTrcs okHO Ethernet Device — General (YcrpoiicTBo Ethernet — O6urue).
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Puc. 121 Red Hat 9.0: KDE: YctporictBo Ethernet: Obuwme

% Ethernet Device o X

General |ﬂoute |ﬂard’ware Device |

Nickname: |ethD
Activate device when computer starts

[T] Allow all users to enable and disable the device

(@ Automatically obtain IP address settings with:

DHCF Settings
Hostname (optional): |

Automatically obtain DNS information from provider

() Statically set IP addresses:

Manual IP Address Settings

Address:
Subnet Mask:
Default Gateway Address: |

‘ ¥ OK H 32 cancel ‘

* Ecnu y Bac nunamuueckuii IP-anpec, Haxxmute Automatically obtain IP address
settings with (ABTromaTndeckoe nmony4enue IP-aapeca yepes...) u u3
npeuiokeHHoro crircka Beioepure DHCP.

* Ecnu y Bac crarnueckuii IP-agpec, naxxmute Statically set IP Addresses
(Crarnueckoe npucoenue IP-aapeca) u 3anonaute nosus IP address (IP-aapec),
Subnet mask (Macka nmoacern) u Default gateway (I1Li1ro3 mo ymoruanuio).

3 Haxwmure OK 1s coxpaHeHust U3MeHeHuit U 3akpoiite okHo Ethernet Device —
General.

4 Ecnu Boi 3naere [P-anpec(a) cepBepa(oB) DNS, Beidepure Brianky DNS B okne

Network Configuration (Konpurypauus cern). Beenure nannsie cepsepoB DNS B
UMEIOIIUECS OIS,

Puc. 122 Red Hat 9.0: KDE: KoHdurypauus cetn: DNS

[*Network Configural
File Profile Help

# & __
New Edit Copy Delete

Devices |Halﬂ|£are| DNS |Hg5t5 |

""‘ You may configure the system’s hostname, domain,
1

name servers, and search domain. Name servers are
used to look up other hosts on the network.

Hostname:

Brimary DNS:
Secondary DNS:
Tertiary DNS:

DNS Search Path:

Active Profile: Common (modified)
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5 Bribepure 3akinanxy Devices (YcTpoiicTBa).

6 Haxwmure kHOnKy Activate (AKTHBHPOBATB) ISl BCTYIUICHUSI U3MEHCHUIT B CHITY.
[MosBuTcs cnemytomiee okno. Haxkmute Jla (Yes), 4T0OBI COXpaHUTh U3MEHEHHSI BO BCEX
OKHaX.

Puc. 123 Red Hat 9.0: KDE: KoHturypaums cetu: Bkniountb

redhat-config-network:
T You have made some changes in your configuration.

To activate the network device eth0, the changes have to be
saved.

Do you want to continue?

|§ 3 No ﬂ‘ @ Yes ‘

7 Ilo 3aBeplieHUH IIepe3arpy3Kku CETEBOM KapThl yoeauTeck, uto Status (Craryce) =
Active (AxkTuBeH) B okHe Network Configuration (Kondurypauus cern).

Ucnonb3oBaHue cannoB KoHcpurypaumm

Jlist penakTupoBaHus (halIoB ceTeBOM KOHPUTYpaIiK 1 HacTpoiku [P-anpeca Bamero
KOMITBIOTEPA BBIITOIHUTE CIIENYIOIINE AeUCTBUS:

1 Ilpeamonoxxum, yTo Bai KoMIIbIOTEP 000PYA0BaH TOJBKO OJHON CETEBOM KapTOM.
Haiinure ¢aiin kondurypanuu ifconfig-eth0 (rme eth0 — ums kaptel Ethernet).
OTKpOIiTE €ro ¢ MOMOIIBIO JF0O0Tr0 TEKCTOBOTO pelaKkTopa.

* Ecnu y Bac nunamudeckuii [P-aapec, To BBenure dhep B nojie BOOTPROTO=.
[IpumMep mokazaH Ha CIeITyIOIIeM PUCYHKE.

Puc. 124 Red Hat 9.0: Hactporika guHamudeckoro IP-agpeca B canne «ifconfig-ethO»

DEVICE=ethO
ONBOOT=yes
BOOTPROTO=dhcp
USERCTL=no
PEERDNS=yes
TYPE=Ethernet

* Ecnu y Bac crarnueckuii IP-azpec, To BBeuTe static B nojie BOOTPROTO=.
Beenute 1PADDR=, 3aTem [P-anpec (B AeCATHYHOM BHUJIE C pa3IeTUTEIbHBIMU
TOYKaMH), NETMASK= U 3aTeM MacKy MOJCEeTU. B mpuBeaeHHOM HUXE IpUMeEpe
noka3zaH crarnueckuii [P-agpec = 192.168.1.10 u macka noxceru = 255.255.255.0.
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Puc. 125 Red Hat 9.0: Hactponka ctatnyeckoro IP-agpeca B canne «ifconfig-ethO»

DEVICE=ethO
ONBOOT=yes
BOOTPROTO=static
IPADDR=192.168.1.10
NETMASK=255.255.255.0
USERCTL=no
PEERDNS=yes
TYPE=Ethernet

2 Ecmu Boi 3Haete IP-agpec(a) Bamero cepsepa DNS, 1o BBeanuTe HHGOPMAIHIO O
cepBepe DNS B daiin resolv.conf B Katanore /etc. B cieayromem npumepe
nokasas BBoj 1Byx [P-aapecoB cepBepa DNS.

Puc. 126 Red Hat 9.0: YctaHoBka napameTtpoB DNS B carnne «resolv.conf»

nameserver 172.23.5.1
nameserver 172.23.5.2

3 Ilocne Toro kak Bel oTpenaktupyere U coxpanute ¢aiiibl KOHPHUrypaluy, He0OX0IUMO
repe3arpy3uTh CETEBYIO KapTy. BBenute «. /network restart» B Karauore
/etc/rc.d/init.d. IlpuMep noKa3aH Ha CIEAYIOIIEM PUCYHKE.

Puc. 127 Red Hat 9.0: lNepes3anyck kapTbl Ethernet

[root@localhost init.d]# network restart

Shutting down interface ethO: [OK]
Shutting down loopback interface: [OK]
Setting network parameters: [OK]
Bringing up loopback interface: [OK]
Bringing up interface ethO: [OK]

19.6.1 lNpoBepka HacTpoek

Uro6s1 mpoBeputh HacTpoiiku TCP/IP, BBeaute «ifconfig» B OKHE TEpMHUHATA.

Puc. 128 Red Hat 9.0: lNposepka ceoncte npotokona TCP/IP

[root@localhost]# ifconfig
ethO Link encap:Ethernet HWaddr 00:50:BA:72:5B:44
inet addr:172.23.19.129 Bcast:172.23.19.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:717 errors:0 dropped:0 overruns:0 frame:0
TX packets:13 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:730412 (713.2 Kb) TX bytes:1570 (1.5 Kb)
Interrupt:10 Base address:0x1000
[root@localhost]#
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becnpoBogHble NoKaribHble
ceTu

Tononoruu 6eCI'IpOBO,E|,HbIX NOKasibHbIX CeTeun

B srom pasnene onmucansl BpeMeHHbIE (Ad-hoc) u pukcHpoBaHHBIE TOMOIOTHISCKHAE CXEMBI
0eCIPOBOIHBIX JIOKATBHBIX CETEH.

KoHdurypauusa spemeHHon (Ad-hoc) 6ecnpoBogHON NokanbLHOU ceTn

[IpocTeiimrelt koHGUTYpanHer OeCIIPOBOAHOMN JTOKaIbHOM BeuncuTesHOM cetrt (WLAN)
sIBIIIeTCS He3aBucuMas (BpemenHas) WLAN, o0bemuHsIOmast TpyIy KOMITBIOTEPOB €
OecnpoBopHBIME ycTpoiicTBaMu (A, B, C). Koraa asa mnu Gojee 6ecpoBOIHBIX aganTepoB
MOMAIAI0T B 30HY AEHCTBUS APYT APYra, OHH MOTYT 00pa3oBaTh HE3aBUCUMYIO CETh, OOBITHO
Ha3bIBaEMYIO «BpeMeHHOM ceThio» (Ad-hoc network) mim «He3aBrUCHMBIM 0a30BBIM HA00POM
cryx6» (Independent Basic Service Set, IBSS). Ha npuBenenHo# muarpaMMe mokazan
MpUMeEp, I7Ie HECKOJIBKO HOYTOYKOB UCIIONB3YIOT OECIPOBOIHBIEC aAanTephl sl 00pa3oBaHUs
BpeMeHHO# (Ad-hoc) GecripoBoAHOMN JTOKATEHOM CETH.

Puc. 129 OpHopaHroBas cBa3b Bo BpeMmeHHomn (Ad-hoc) 6ecnpoBogHon cetu

-

N =
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BSS (basoBbin HaGop cnyx6)

ESS

BazoBslit Habop cyx06 (BSS) cymecTtByet Torna, koraa Bech TpaduK Mex Iy 0eCpOBOIHBIMHU
YCTPOHCTBaMU WM MEXKAY OSCIIPOBOIHBIM YCTPOHCTBOM U KIIMEHTOM MPOBOJHOM CETH UAET
yepe3 ogHy ToukKy noctyma (AP).

Intra-BSS Tpaduk — 310 Tpaduk Mexay O6eCIpOBOIHBIMH YCTPOMCTBAMH B IIPEENiaX OJHOTO
0a3oBoro Habopa ciryx0. [1pu akTuBanuu Intra-BSS Tpaduka 6ecrnpoBosHbIe yCTPOHCTBA A U
B MoryT momyduTh TOCTYH K MPOBOAHOM CETH 1 0OMEHUBAThCA HHPOPMAaLIUEH MEKIY COOO.
[Ipu orximouennu Intra-BSS tpaduka 6GecripoBogHbIe yeTpoiicTBa A 1 B Bce paBHO MOTyT
MOJYYUTh JOCTYI K IPOBOJHOM CETH, OAHAKO HE MOTYT OOMEHHBaThcs HHpopManueil Mex 1y
cO0OH.

Puc. 130 bBbasoBbii Habop cnyx6

NN

Pacmmpennsrit Habop ciyx0 (ESS) cocTouT 13 HECKOIBKUX MEPEKPHIBAIOIIUXCS 0a30BBIX
Hab0poB ciryk6 (BSS), kKaxmpIil U3 KOTOPBIX UMEET TOYKY TOCTYIIA, & TOYKH TOCTYIIa CBS3aHbI
MIPOBOIHON CETHI0. DTO MPOBOAHOE COSAMHEHHE TOUEK J0CTYIa Ha3bIBACTCS CUCTEMOM
pacnpenencuus (Distribution System, DS).

3TOT TUI OECIIPOBOAHOM TOMOIOTUYECKOW OpraHU3aluy JOKAIBHOW CETH HAa3bIBAETCS
¢$uKcHpoBaHHOI OecipoBOIHOM ToKabHOH ceThio (Infrastructure WLAN). Touku nocrtymna He
TOJIBKO 00ECIIEUNBAIOT CBS3b C IIPOBOIHOMN CETHIO, HO U CITy’KaT CBA3YIOIIUM 3BEHOM JJIS
TpaduKa OECIPOBOAHON JIOKAIBFHOM CETH B HETIOCPEICTBEHHOM OKPYKEHHU.

238
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Kaxxnprit ESS naneatndumupyercs yankansHbeiM uaeHTuukaropom (ESSID). Bee Toukn
JIOCTYTa U CBSI3aHHBIE C HUMHU O€CIIPOBONIHBIE ycTpolicTBa B omHOM ESS momkHB MMeTh
onuHakoBeIi uaeHtupukatop ESS.

Puc. 131 ®ukcupoaHHasa 6ecnpoBoaHas CeTb

“ﬁ — p
BecnpoBogHas ctaHuusa B*~. becnposoanas craHums C *.-"*

F

Kanan

Kanax npencrasnser coboit pagmnodactoTy(bl), HCIIONB3yeMYIo(ble) OeCIIpOBOAHBIMHU
ycrpoiictBamu [EEE 802.11b/g. JlocTymHOCTh KaHAIOB 3aBUCUT OT reorpad)uaecKoro
MOJIOKEHHA. B HEKOTOPBIX pernoHax KaHaJIOB MOXKET OBITh HECKOJIBKO, TIOATOMY IS
CHIDKEHHUS YPOBHSI IOMEX CJIeyeT HCI0Ib30BaTh KaHajl, OTIMYAIOLIMNCS OT KaHasa
Ommxaiimel Touku noctymna. [loMexu mosBASIOTCS MPU IEPEKPhIBAHIH PAJHOCUTHAIIOB OT
Pa3HBIX TOYEK AOCTYTIA, IIPH 3TOM yXY/IIAE€TCS Ka4eCTBO CUTHAJA.

OnHako cCMeXHBIE KaHATBI YACTUIHO TIEPEeKphIBatoTcs. Bo n3bexanue momex mu3-3a
MepeKphIBaHusA, KaHall TOUkH JocTyna (AP) nomkeH OTCTOATH 1o KpaifHel Mepe Ha IISITh
KaHaJIOB OT YaCTOT, KOTOPHIE HCITONB3YIOT CMEXXHBIE TOUKHM nocTymna. Hanpumep, ecnu B
peruoHe AeicTBytoT 11 KaHANIOB U CMEXHAas TOUKa TOCTYIA UCIONb3yeT KaHat 1, To Bam
Heo0XOAMMO BIOpaTh KaHan 6 wim 11,
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RTS/CTS (3anpoc Ha nepepauy/lloaTBepxxaeHne roroBHOCTHU
K npuemy)

240

«CKpBITBINY y3€1I — 3TO CUTYyallMsl, KOrJia JIBa YCTPOHCTBA HAXOATCs B paboueii 30HE OHOM u
TOM e TOYKHU JTOCTyIa, HO BHE Pabo4uX 30H ApyT Apyra. Cleayromui pucyHOK
WLTIOCTPHUPYET CUTYAIIHIO0 «CKPBHITOTo» y31a. Oba ycrpoiicTBa (STA) Haxomsrcs B paboueit
30HE TOYKH Aoctyna (AP) nmm 6ecrmpoBogHOTO MUTI03a, HO BHE pab0vHX 30H APYT APYTa,
MMO3TOMY OHHU HE MOTYT «CIBIIIATEY» IPYT APYyra, T. €. OHU HE 3HAIOT, UCIIOJB3yETCs JIH B
JAHHBIA MOMEHT KaHa. [[03ToMy OHM CUMTAIOTCS CKPBITBIMU APYT OT JIpyTa.

Puc. 132 RTS/CTS

AvanasoH RTS OvanasoH CTS

CraHuus Touka poctyna (AP) = :; : ._:---"-""“'"--a---«--..,._mh
RTS o =, Touka poctyna (AP) ™~
<
CTS f" / Hael— \ 9
) \
— } 7 i
HaHHble - y | -
KeuTtaHuus (ACK) \1‘;’""%.—" S;:;aﬁ‘g gA;:g 3 Zeﬂls;rgn HTQ;E
CraHuun A :h:""":- OHM MOTYT CBR3ATECA C =" CrtaHumus B
e e - TOYKOM AoCTyna.

Korna ycTpoiicTBo A nochUlaeT JaHHbIE B TOUKY JIOCTYIa, OHO MOKET HE 3HATh, YTO
ycTpoicTBO B yxe ucnonb3yer kaHaji. Eciiv 9Ty J1Ba yCTpOICTBa MOCTIaIu JaHHbIE
OTHOBPEMEHHO, MOXET MPOU3OUTH KOH(IIHKT, IPH KOTOPOM 00€ IMapTHH MaHHBIX JOCTHTAIOT
AP omHOBpEMEHHO, pe3yIbTaTOM YETO SBISETCS IMOTEePs COOOIICHUH OT 000UX YCTPOMCTB.

RTS/CTS npennasnauex i IpeloTBPALICHUS KOH(INKTOB U3-3a HEBUAUMBIX y3110B. RTS/
CTS omnpenenser MakCUMaJIbHBINA pa3Mep Kajpa JaHHBIX, KOTOPBIH MOXKHO OTHPaBUTH /10
KBUTHPOBaHUA (0TIpaBKy 3ampoca Ha nepenayy (RTS) u nmocnenyromiero nomyyeHus
MONTBEP K IeHNs TOTOBHOCTH K mpuemy (CTS)).

Ecnu xanp nannaeix npessimaet 3HadeHne RTS/CTS, ycranosnennoe B auamnazone ot 0 10
2432 6aiT, yCTPOHCTBO, KOTOPOE XOUEeT IMepenaTh dTOT KaIp, JOJDKHO BHAYAJIE MOCIIATh COO0IIe-
aue RTS (Request To Send — 3anpoc Ha nmepenady) Touke noctymna (AP) mis morydeHus
paspeuienus Ha nepecbliKy. 3areM AP orBeuaet coobuiennem CTS (Clear to Send — ['otoBHOCTB
K TIpHeMY) BCEM APYTUM yCTpolcTBaM B paboueii 30He, n3Bemas uX 0 HeOOXOAUMOCTH
3aJepXKKH Nepeaadd JaHHbIX. s yeTpoicTBa, OTHPABISIBIIETO 3alpOC, 9TO COOOIICHUE
OJIHOBPEMEHHO TIOJITBEPIK/IACT BpEMEHHBIE paMKH, OTBEJICHHBIE Ha Mepeiady JaHHbIX.

Kanpei, mensiie ykazanasix B RTS/CTS, ycrpoiicTBa MOTYT MOCHIIATh HETIOCPEICTBEHHO B
AP 6e3 kBuTHpOBaHU (OTIIpaBKH 3amnpoca Ha nepenady (RTS) u mocnemyromero momydeHus
MOATBEPKACHUs TOTOBHOCTH K nipuemy (CTS)).

Hactpoiika RTS/CTS Heo0xoanMa TONBKO B CIIy4ae, €CIIM CYIIECTBYET BEPOSTHOCTD HATMUHUS
«CKPBITBIX» Y3JI0B B CETH, a PacX0bl Ha IOBTOPHYIO OTIPABKY OONbIINX (pparMeHTOB
OKa3bIBAIOTCS OOJIbIIE, YeM JOTIOTHUTENbHBIE CETEBBIC H3IEPKKH B CBSI3U C 3alIPOCOM
paspemenus Ha ceanc cBsi3u RTS (Request To Send — 3anpoc uHa nepenaay)/CTS (Clear to
Send — '0TOBHOCTH K IpHEMY ).
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Ecnu 3nauenne RTS/CTS npeBsimaeT 3HadeHIe mopora ¢gparMeHTanmuu (CM. aaee),
ksutupoBanue RTS (Request To Send — 3anpoc Ha mepemaay)/CTS (Clear to Send —
loToBHOCTH K MpHeMy) He OyleT UMETh MECTa, TaK KaK KaJlpbl IaHHBIX OyIyT
(parMeHTHPOBaHbI O TOTO, KaK 1ocTUTHYT pasmepa RTS/CTS.

5 BkntoyeHne nopora RTS Bnever 3a cobom NULLHNE CETEBbIE U3AEPXKKN,
KOTOpbl€ 3a4acTyH HEraTUBHO CKa3blBAKTCA HA NMPOMYCKHOWM CNOCOBHOCTH, a
HE MEHSIOT CUTYyaLMIO K STyyLIeMmY.

Mopor chparmeHTauun

Iopor ¢parmeHTaNMU — 3TO MaKCUMaJIbHBIN pa3Mep (pparmMeHTa TaHHBIX (B AUANIA30HE OT
256 mo 2432 GaiT), KOTOPBII MOXKET OBITH IMMOCIIAH B OSCITPOBOAHYIO CETh, U IIPH MPEBBIIIEHUN
KOTOPOTO TOYKA JOCTYTA PA3AEIUT AKET HA MEHBIIHUE KaJIPbl TaHHBIX.

Bonbioit mopor ¢gparMeHTanuM PeKOMEHIOBAH JIJIsl CETEM, HE CKJIOHHBIX K IIOMeXaM, Toraa
KaK ISl 3arpy>KEHHBIX WM CKIIOHHBIX K TIOMEXaM CeTel HeOOXOAUMO YCTaHOBUTh MEHBIITHIA
TIOpOT.

Ecnu 3Hauenne mopora pparMeHTanum MeHblIe ycraHoBieHHoro 3HaueHust RTS/CTS
(cMm. panee), kButupoBanue RTS/CTS e OyneT uMeTh MecTa, Tak Kak KaJpbl TaHHBIX OyayT
(parMeHTHPOBaHEI 70 TOTO Kak AOCTUTHYT padmepa RTS/CTS.

Tun 3aronoBka (Preamble Type)

3aroyioBoK (BBOIHASI YaCTh) UCIIONB3YETCS Ul CHHXPOHHU3AIMY BPEMEHH TIepeJady B
OecnpoBozHOi ceTu. CymecTByeT 2 pekrMa 3aroJioBKa: JVIMHHbBIH 1 KOPOTKHIA.

KopoTkwuii 3aronoBok TpeOyeT MeHblIe BpeMeHH Ha 00pabOTKy U MUHUMHU3HUPYET U3AEPIKKH,
HO3TOMY €T0 CIIEIyeT UCIONb30BaTh B XOPOLIEH OECIIPOBOAHON CETU, €CIU OH
MO IEP>KUBAETCS] BCEMH OECTIPOBOAHBIMH YCTPOMCTBAMHU.

Pexxum Long (JyimHHBII 3aT0JI0BOK) CIIEAyeT BEIOPATh B CIIydae, €CIIH B CETH BBICOK
YPOBEHb «IITyMay JTNOO HET YBEPEHHOCTH OTHOCHUTEIHHO TOTO, KAKOI PEKUM 3ar0JI0BKOB
MTOIIEP’KUBAOT UCITONIb3yeMbIe OeCIIPOBOAHBIC YCTPOMCTBA (Bce OSCIIPOBOAHBIC adanTePhI
crarnapra [EEE 802.11b momkHBI monaepUBaTh JIUHHbBIE 3ar0J0BKH ). OTHAKO HE BCE
0ecrpoBOIHBIC AAITEPHI MOIICPKUBAIOT KOPOTKUE 3ar0JIOBKHU. MCIons3yiTe ATUHHBIN
3aroJIOBOK, €CJiu Bbl He yBEPEHBI, KaKOW PEKUM 3ar0JIOBKOB TIOICPIKUBAIOT OCCIIPOBOIHBIC
aganTepsl. B aToM ciydae OyaeT rapaHTHpOBAaHO B3aMMOTIOHUMAHUE MEX Ty TOYKON JOCTyIa
1 OECTIPOBOIHBEIMHU YCTPOMCTBAMH, U CBSI3b B CETSIX C BEICOKUM YPOBHEM «IITyMay CTaHET
0oJiee HaZEIKHOM.

Bri6epure Dynamic (JlmunaMuyeckuii), 970061 TOUKA TOCTYTIAa aBTOMAaTHYECKH HCIIONIH30BaJIa
KOPOTKHI 3ar0JIOBOK, €CITH OH MOJJCPKUBAETCS BCEMH OECIIPOBOIHBIMH YCTPONCTBaMHU,
Y JUIMHHBIN 3aTOJIOBOK B OCTaJIbHBIX CIydasX.

PykoBoacTBO nomnb3oBaTens nHTepHeT-ueHTpa NBG334W 241




MpunoxeHne E becnpoBoaHble nokanbHble CeTU

5 Touka goctyna n 6ecnpoBogHble ycTporcTtea JOJDKHbI ncnonesosatb oguH u

TOT XK€ peXMM 3aroJjioBKOB.

BecnpoBoaHble nokanbHble ceTu ctaHaapTa IEEE 802.11g

Crangapt IEEE 802.11g nonaoctsto coBmectuM co ctangaptom IEEE 802.11b. 3o o3Hauaer,
gto anantep IEEE 802.11b MokeT HemocpeacTBEHHO CBA3BIBATHCS C TOYKOM JOCTYyIIA

IEEE 802.11g (1 Hao6oport) Ha ckopoctu 11 MOuT/c mnu HIKe, B 3aBHCHMOCTH OT PEeKUMa.
IEEE 802.11g nmMeeT HeCKOIbKO MPOMEKYTOUHBIX BAPUAHTOB CKOPOCTH TMEepeadund MEeX 1y
MaKCHUMaJIbHOH 1 MUHMMAJIbHOW CKOPOCTBIO Iiepeadn JaHHbIX. CKOPOCTh Mepeaadn JaHHbIX
IEEE 802.11g 1 pekuM MOAYISALUY BBITJISIIAT CIEAYIONIM 00pa3oM:

Taobn. 89 IEEE 802.11g

CKOPOCTb NEPEOA4M

OAHHbIX (MBUT/C) e b Akl

1 DBPSK (Differential Binary Phase Shift Keyed — KognposaHue
anddepeHumanbHbIM ABOVYHBIM CABUIOM hasbl)

2 DQPSK (Differential Quadrature Phase Shift Keying — KognposaHue
anddepeHumanbHbIM KBagpaTypHbIM CABUIOM doasbl)

5.5/ 11 CCK (Complementary Code Keying — KognpoBaHue ONONHMUTENbHBIM
KoooMm)

6/9/12/18/24/36/48/54 OFDM (Orthogonal Frequency Division Multiplexing — OpToroHansHoe
MYnNbTUNNEKCUPOBaHWE C pa3ferieHneM 4acToT)

IEEE 802.1x

B utone 2001 roga 6s11 co3nan crannapt IEEE 802.1x, pacmupuBmimii BO3MOXXHOCTH
crannapra [EEE 802.11, a uMeHHO MoJIep>KUBAIOINI PACIIUPEHHYIO ayTEHTH()HUKAIUIO U
WUMEIOIUH JOTIONHUTENbHbIE QYHKIMH y4yeTa 1 KoHTpods. OH noanepxuBaetcst Windows XP
Y PAZIOM CETEBBIX yCTpoicTB. BoT HekoTopsie u3 mpenmytiects IEEE 802.1x:

* Hnentudukamnys Ha ypoBHE NOJIH30BATENEH, 00€CTIeUnBaIONIasi BO3SMOKHOCTh POYMUHTA.

* Tlomnepxka cucreMbl RADIUS (AyTeHTH()UKANMS yoaTIeHHBIX TOIH30BaTEICH M0
KOMMYTHpYeMbIM KaHanaM cBs3H, RFC 2138, 2139) s neHTpanu30BaHHOTO YIIpaBIEHUS
MOJIb30BaTENbCKUMH MPOPUISIMH U Y4eTOM Ha ceTeBoM cepBepe RADIUS.

* [Tomnepxxka EAP (Pacmmpsiemoro mpotokona ayrentudukanmm, RFC 2486),
MO3BOJISIONIAS UCTIONB30BATh JONONHUTEIbHBIE METOABI ay TEHTU(UKALINHI, HE MEHSS
HACTPOEK TOYKHU J0CTYyIa 1 OECIIPOBOAHBIX YCTPOUCTB.

RADIUS

242

Cuctema RADIUS ocHOBBIBaeTCSl Ha MOJENIH «KIUEHT-CEPBEP», MOAAEPKUBAIOIIEH
ayTeHTU(UKAIUIO, aBTOPU3AIMIO U yueT. KITMeHT — 3To Touka 10oCcTyma, a cepBep — 3TO CepBep
RADIUS. Cepsep RADIUS BbINONHSIET ClEAYIONINE 3a/1a4uu:
* AyTeHTHQHKALUSI
YcTaHaBIMBaeT MOMJIMHHOCTD ITOJIB30BATEIIEH.
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* ABTOpHU3aIus

OmnpenensieT ceTeBble CITy>KObI, JOCTYIHBIE IS ay TEHTU(UIIMPOBAHHBIX MOJI30BaTeIIeH
[IOCJIE MOAKJIFOUEHUS K CETH.

* Vuyer
OTcnexxuBaeT akKTUBHOCTh CETH KIIMEHTA.
RADIUS ucnonbe3yer npocroii 00MeH MakeTaMH, B KOTOPOM TOYKa JOCTYIa BBICTYMAET B

Ka4eCTBE PETPAHCILITOPA COOOIIEHUH MEX Ty O€CIIPOBOTHBIM YCTPOUCTBOM H CETEBBIM
cepepom RADIUS.

Tunbl coobweHnn RADIUS

Crnenyromue tumbl coobmennit RADIUS nepecsinaroTcst Mex Iy TOUKOI JOCTYyTIa U CEPBEPOM
RADIUS B nensix ayreHTH()HUKAINN TOTH30BaTENEH:
* Access-Request (Jloctym-3ampoc)
[Mocklnaercs TOYKOM JOCTyIA MPH 3aMPOCce ayTCHTU(UKAIUH.
* Access-Reject (Jloctym-Otka3)
[Noceinaercs cepsepom RADIUS npu oTkasze B 1ocTyne.
e Access-Accept ([loctyn-Pazpenrenue)
[Mockutaercsa cepsepom RADIUS npu pazpemienun JocTyma.
* Access-Challenge ({octym-Ilpurtamenue)

[Moceinaercs cepeepom RADIUS nipu 3anpoce JONOTHUTENBHON HHGOPMALIH A
nojTyyeHust Joctyna. Toduka JocTyma Mmoy4daeT OT [0Jb30BaTesl HaulexkKaluil OTBeT,
a 3aTeM MOChUIAET elle 0HO cooldlueHne «Access-Requesty.

Crnenyromue tumbl coobmennit RADIUS nepecsinarorcst Mex Ity TOUKOI JOCTYTa U CEPBEPOM
RADIUS B nensx yuera nojb30BaTeNen:
* Accounting-Request (Ydaer-3ampoc)
[Tocenaercst TOUKOM JOCTyNa IPH 3allpoce y4eTa.
* Accounting-Response (Ydaer-OTBeT)
[Tockutaercsa cepsepoM RADIUS u yka3pIBaeT, 4To y4eT HaYaJICS WU 3aKOHUUIICS.
s obecnieueHus ceTeBol Oe3omacHoCTH TOUKa Joctyna u cepeep RADIUS ucnonb3ytor
00IIHMiT CEeKPETHBIN KITI0Y, KOTOPBIH SIBIISIETCS TIAPOJIeM, M3BECTHBIM UM 00OMM. DTOT KITIOU HE

nepenaercs 1o ceT. [lomMmumo 001Iero cekpeTHOTo Kirroda, 00MeH nHpopMaIuei o maposue
TaKkKe KOJAUPYETCS JUTS 3alIUThl CETH OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

MeToabl ayTeHTUPUKaLUN

B stoM npunokeHnn paccMaTpuBalOTCsl HECKOJIBKO PACTIPOCTPAHEHHBIX TUIIOB
ayrentudukaiun: EAP-MD5, EAP-TLS, EAP-TTLS, PEAP u LEAP.

HenocpeacTBeHHO HCHONB3yeMBbIi THIT ayTeHTH(UKAIUK 3aBUCUT OT cepBepa RADIUS u
To4uKkH goctyna. [lonpobHyio nHpopMaHio MOKHO MOIYYUTh Y CETEBOTO aJMHHHACTPATOPA.
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EAP-MD5 (Anroputm npeacraBneHus coobleHus B Kpatkon dpopme 5)

Aytentuduxkanus no metrony MDS — 3To npocreiimuii cnocod 0ogHOCTOPOHHEH
ayreHTH(UKamu. CepBep ayTeHTU(UKAINN OTIPABIISIET OECIPOBOTHOMY YCTPOHCTBY 3aIpoc.
BecnipoBogHOE yCcTpoiicTBO MOATBEPKAAET 3HAHUE MAPOJISL, AJISl UEr0 OHO MH(PYET ero u
OTIIPABIISIET CEPBEPY B Ka4eCTBE OTBETA Ha 3arpoc. Ilapons He oTmpasiseTcs B BUAE
OOBIYHOTO TEKCTA.

Onnako MeTog MDS5 umeeT citabbie cTOpOHBI. J[€J10 B TOM, UTO IMTOCKOJIEKY CEPBEPY
ayTeHTU(UKAITUH TTapoJTh HY>KeH B BHJIE OOBIYHOTO TEKCTA, €r0 HEOOXOIUMO TAE-TO
coxpaHaTh. ClenoBarenbHo, JOCTYI K (ailily ¢ mapoasiMu MOXKET MOJTYYUTh HE TOJIBKO CepBep
ayTeHtuukauu. Kpome Toro, cepeep ayTeHTU(GUKAIIMH MOKHO CBIMUTHUPOBATh, T. €. BBIATh
ce0s 3a Hero (mockosbKy MeToll MDS5 He BBHINONHSET AByCTOPOHHEW ayTeHTH(UKALINN).

W, naxonen, metogq MDS5 He nojiepuBaeT mu(poBaHNE TaHHBIX C TTOMOIIIHIO
TUHAMUYIECKOTO CEaHCOBOTO Kifoda. UToOsI 3ammdpoBarh TaHHBIE, HEOOXOIUMO HACTPOUTH
xiroun mudposanus WEP.

EAP-TLS (Be3onacHOCTb Ha TPaHCNOPTHOM YPOBHeE)

[Ipu ucnons3zoBanuu Metoga EAP-TLS cepBepy u 6ecripoBOIHBIM YCTPOHCTBAM IS
IIBYCTOPOHHEH ayTeHTH(PHUKAITNH HeoOX0oquMbl I poBkie yaocTtoBepeHus. Cepeep
MPEOCTABISET KIIMEHTCKOMY YCTPOHCTBY CBO€ yaocToBepeHue. [locne uneHTrdUKamum
cepBepa KJIMEHTCKOe YCTPOHCTBO OTIIPABIISET CepBEPY CBOE yocToBepeHue. [lo co3nanus
3alIUIIICHHOTI'O TYHHEIIA O6MCH YAOCTOBEPCHUAMU IIPOU3BOAUTCA B OTKPBITYIO. 9T0 JcjaacT
MTOJIb30BATEIS YA3BUMBIM JJIS TACCUBHBIX aTak. L{ndpoBoe ynocToBepeHne — 3T AIeKTPOHHAs
ID-kxapra, nperTHdUIHpyIomas oTupautels. OIHAKO I UCob3oBanus Metona EAP-TLS
HEO0OXOIMMO UMETH JIeJ10 ¢ IeHTpoM ceprudukaiun (CA), KoTopoe 3aHMMaeTCs 00padoTKoH
YAOCTOBEPEHHIA, UTO BIEUET 32 COO0I aMUHHCTPATUBHBIC U3ICPKKH.

EAP-TTLS (3awuTta TYHHENMMPOBAHHOIO TPAHCMOPTHOIO YPOBHS)

Meton EAP-TTLS mpencraBnseT coboit pacmupenHyio Bepcuio Mmetoga EAP-TLS. s
YCTaHOBJICHHUsI 0€30MIACHOTO COSAMHEHUS YIOCTOBEPEHUS UCIIONB3YIOTCS IS ay TeHTH(H-
KaI[l¥ TOJILKO CO CTOPOHBI cepBepa. AyTeHTU(PHUKALUS KIMEHTa TIPOU3BOTUTCS IIyTeM
OTITPABKU MMEHU TI0JIB30BaTelIsl M Maposisl yepe3 0e30MmacHoe coeMHeHe (TakuM 00pa3oM
obecnieunBaercs 3anmTa kiuenTa). Merog EAP-TTLS noanepxuBaet MeToas! ayTeHTH(H-
kanuu kineHTta EAP u TpanuiimoHHsie MeToab! ayTeHTHhHKanmn, Takue kak PAP, CHAP,
MS-CHAP u MS-CHAP v2.

PEAP (3awwuweHHbIn EAP)

244

Kak u B metone EAP-TTLS, mns co3nanns 6€30macHOTO COSTMHEHUS 31€Ch HCIIONB3YeTCs
ayTeHTU(UKAIUS yI0CTOBEPEHHIA Ha CTOPOHE CEpBepa, 3aTeM IS Ay TEHTU(DUKAIIMH KITHSHTOB
WCIOJIB3YIOTCSI OOBIYHBIC METO/IBI TPOBEPKU MMEHH TI0JIB30BaTENs M IMapoJIsl 4epe3 CO3aHHOe
Oe3omacHoe coerHeHre. TakuM 00pa3oM 3allUIIA0TCs IEPCOHABLHBIC TAHHBIC KIIUCHTOB.
Opnnaxo meton PEAP monnep xuBaet muis MeTonbl ayTeHndukanuy xmenta EAP, Takue kak
EAP-MDS, EAP-MSCHAPv2 u EAP-GTC. Meton EAP-GTC peanuzyeT TOITBKO KOPIIOpaIus
Cisco.
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LEAP (YnpolieHHbIN paclumpsieMbli NPOTOKON ayTeHTU(ukaumm)

LEAP (YnpoueHHbIH paciiupsieMblii IPOTOKOJI ayTeHTU(UKALINN) IPEACTABIsIET cO00M
nporokon crannapra IEEE 802.1x, peanuzoBannslii kopnopanueii Cisco.

Dynamic WEP Key Exchange (AuHamu4yeckun o6meH knroyamu WEP)

Touka JocTyna KONUpPyeT YHUKAIbHBIN KiTtod, reHepupyeMsblid cepsepoM RADIUS. Orot knrou
JEUCTBUTENEH JI0 TeX M0p, MoKa OecIIpoOBOJHOE COeAUHEHHE He OyeT pa3opBaHo, He OyneT
MIPEBBIIIEH JIUMUT BPEMEHH MPOCTOs], TUO0 MTOKa HE UCTEUET BpeMsl IIPOCTOS ITPHU MOBTOPHOU
ayteHTuukanun. [Ipu kaxa0i MOBTOPHOH ayTeHTHU(UKAIINH T€HEPUPYETCS HOBBIM KITIOU
WEP.

Ecnu BkITI0unTh 3Ty (PyHKIIHIO, TO HACTPAaWBaTh KIFOY MIH(PPOBAHUS IO YMOITYAHHUIO B OKHE
Wireless (becnipoBogHasi ceTh) He 00513aTeIbHO. BBl MOKeTe co3AaBaTh U COXPAHITH KITFOUN
B 9TOM OKHE, HO OHU HE OY/IyT MCIIOJIb30BaThCs MPH BKIIFOYCHHOM PEKUME THHAMUYECKOTO
mmdpoBanus WEP.

EAP-MD5 Henb3s ucnonb3oBaTb Ans gMHamuyeckoro oomeHa kntodamu WEP.

Juis nononHUTENHHON 0€30MaCHOCTH METO/IbI Ay TeHTU(MKAIIUN Ha OCHOBE IIU(PPOBBIX
yaocrosepenuii (EAP-TLS, EAP-TTLS u PEAP) ucrionbs3yroT tTuHaMHYECKUE KITFOUH TSI
mudpoBanus qaHHbIX. OHM YaCTO UCTONB3YIOTCS B KOPIIOPATUBHOM CpeJIe, OTHAKO JIJIst
MIPUMEHEHUS B OOBITHOH cpefe 6oiee MPaKTHIHBIM OKa3hIBAETCS TPAIUIIMOHHAS Tapa «UMs
MOJI30BaTEISHIApOIbY. B puBeneHHON HIKe TabIuIe CPAaBHUBAIOTCS (PYHKITUHN Pa3IHIHBIX
METOJIOB ayTCHTH(UKAITHH.

Tabn. 90 CpaBHUTENbHLIN aHaNn3 MeTodoB ayTeHTuduKaumm EAP

EAP-MD5 EAP-TLS | EAP-TTLS PEAP LEAP
[BycTOpOHHAA Het Oa Oa Na Oa
ayTeHTudmKaums
YnoctoBepenne — KnmeHT Het Oa Mo BbIGOPY Mo BbIGOpPY | Het
YnoctosepeHune — Cepep | Het Oa Oa Oa Het
OuHamuyecknin obmeH Het Oa Oa Oa Oa
KIo4amm
LlenoctHocTb MaHaaTa Het CunbHas CunbHas CuvnbHas CpegHsas
CnoXHOCTb NpUMeHeHUs Huskas Bbicokas CpeaHssa CpenHsis CpenHsis
3awuTa nepcoHanbHbIX Het Het Oa Oa Het
OaHHbIX KIMEHTCKOro
ycTponcTea
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WPA(2)

246

Wi-Fi Protected Access (WPA — 3amumennsiii noctyn Wi-Fi) npeacraensier co0oit aneMeHT
n3 Habopa cpencts OezonacuocTu cranaapra IEEE 802.11i. WPA2 (IEEE 802.111)
mpencTasisieT co0oit 6e30MmacHbI cTaHaapT OECIIPOBOAHON CBA3H, 00CCIICUNBAIOIINAN OoJee
3alIMIICHHBIE O cpaBHEHHIO ¢ WPA MeTonbl mppoBaHus, ayTCHTUPUKALUHN U YITPABICHUS
KITFOYaMHU.

Ocuogubie otmnanst WPA(2) ot WEP 3axirouarorcest B 0ojiee COBEpPIIIEHHBIX METOAAX
MU(QPOBaHUS JAHHBIX U Ay TCHTU(PUKAIIMH TTOIH30BATEIS.

WudcdposBaHue

B WPA 1 WPA2 mmdpoBanre qaHHBIX YITYUIICHO 3a CUYET UCIIOIB30BaHUS ITPOTOKOIA
nenoctHocty BpemenHoro kitouda (TKIP), npoBepku nenoctHoctr cooduierns (MIC)

u crangapra IEEE 802.1x. B nononnenne k TKIP, B WPA2 ncnonb3yercst paciMpeHHbII
crannapt mmdposanus (Advanced Encryption Standard — AES) B peskumMe cueTdrka u
MIPOTOKOJ KOJIa ayTeHTU(UKAIINKA COOOIICHS 13 TIenodKk I poBsIx 610k0B (Cipher block
chaining Message authentication code Protocol — CCMP), uro obecnieunBaeT Oonee
KPHITTOCTOWKOE mMH(poBaHHE.

[Iporokon mudpoBaHus ¢ HCIIONB30BaHNEM BpeMeHHBIX Kimrouelt (Temporal Key Integrity
Protocol — TKIP) ucnons3yer 128-0uTHbIC KIIOUU, TUHAMHYECKH CO3/IaBACMbIE
pacrnpocTpaHsieMble CepBEPOM ayTeHTUHUKAIH. [IpOTOKON MOIePKUBACT MO-TTAKETHOES
CMellleHue KJItoUel, TpoBepKy neaoctHocTH nakeToB (MIC), pacmmpeHHsblil BEKTOp
naunranu3anud (IV) ¢ mpaBmiaMu ynopsiioueHus, a TAaKKe MEXaHN3M TTIOBTOPHOTO
TEHEPUPOBAHUS KITFOUCH.

[Iporokon TKIP perymsapHO MeHsIET 1 depeayeT KIToun MudpOBaHM, TaK YTOOBI OAMH H TOT
Ke KoY ¢ poBaHUs HUKOTIA He uctoiib3oBaics aBaxkabl. Cepsep RADIUS Brimaer
napHeli raBHbd Krod (PMK) Touke mocTtyna, koTopas 3aTeM CO3/IaeT UEPAPXHIO U CUCTEMY
YIpaBJICHUA KIIIOUaMU € UCITOJIBL30BAHUEM ITaPHOT0O KJIr04a JJId I[aaneI‘/'uuero JUHAMHUYCCKOI'O
TeHEPUPOBAHUS YHUKAIBHBIX KITI0Yel IU(PpOBaHUS JAaHHBIX. DTH YHUKAJIbHbIEC KIIOYH
HCITOJIB3YIOTCA IJIA H_II/I(l)pOBaHI/Iﬂ BCEX MAaKETOB JAHHBIX, IIE€PCaaBacMbIX 6eCHpOBO,ZIHBIM
METOIOM MEXIy TOUKOW JOCTyIa U OECIIPOBOJHBIMH KiIHeHTaMu. Bee 3To mporcxomut
ABTOMAaTHYECKH B (DOHOBOM pEKHME.

WPA2 AES (PacmmperHsIil cTaHAapT MH(PPOBAHUS) IPEACTaBIIET cOO0H OIOUHBIH mudp,
WCTIONB3YIOLIMi 256-OuTHBIN MaremaTinueckuii anroputM Rijndael.

IIpoBepka uenoctaoctu nakeros (MIC) npeanazHayeHa ajsl MpeaOTBpaILeHHUS IepexBara,
M3MEHEHHs U TOBTOPHON OTIIPABKH MAaKETOB JAaHHBIX 370yMbIIIeHHUKaMu. MIC nmeet
CTPOTYIO MaTeMaTUYEeCKy0 (DYHKIIHIO, TJIC MPUHUMAIOIIAs U OTIIPABIISAIONIAS CTOPOHBI
BBIUUCISIOT Kaxkaas cBoit MIC, kotopeie 3arem cpaBHUBatoTCs. Eciii oHM He coBIaiaior,
TO MPEIONIAraeTCsl, YTO NaHHBIC UCIIOPUYEHBI, X TAKET yAAIIETCS.

[Tpy momoIn reHepupoOBaHysl YHUKAIBHBIX KIOUEH MHU(POBaHUSA AaHHBIX AJIS1 KaXKAOTO
MaKeTa JaHHBIX U CO3IaHMS alropuTMa npoBepkH Ha nenoctHocTh (MIC) mporokon TKIP
ropaszo 0oJblie OCIOXKHACT fenppoBanue qaHHbIX B ceTH Wi-Fi o cpaBHenuio ¢ WEP,
3aTpyAHS 3I0YMBIIIEHHUKY IPOHUKHOBEHHUE B CETh.
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Mexanu3msl mudpoBaHus, ucnoib3yemsie st WPA 1 WPA-PSK, oguHakoBel. PazHuria
mexy WPA 1 WPA-PSK cocrout B Tom, uto WPA-PSK ucrnonb3yet eqMHCTBEHHBIN
MPEIBAPUTEBHO COTNIACOBAHHBIN KITIOY (TIApOIIh) JUIA Ay TeHTU(UKAIIMU BCEX TOJIb30BaTeNeH,
B TO Bpemst kak WPA mnpenmnonaraer Hamu4uue UHANBUIYaIbHOTO MapoIsl y KaK0ro
nojib3oBarens. Vcnoap3oBanue 00bIYHOTO Maposis aAeiaeT MexannsmM WPA-PSK
BOCIPHUUMYHBBIM K aTakaM «rpy0oi CHIIBD) € TOA00POM Maposis, HO 1o cpaBHeHHnio ¢ WEP on
siBIIsIeTCs O0JIee MPOrPEeCcCUBHBIM, TTOCKONIBKY 3/1€Ch TPUMEHSIETCS Ooliee MpoCToii B
WCTIOJIH30BaHNH, IOCTOSHHBIN OyKBEHHO-IIM(PPOBOI MapOIIh.

AyTteHTUhMKauma nonb3oBarens

B WPA nmn WPA2 npumensiercs craamapT IEEE 802.1x u mpotokorr EAP (Extensible
Authentication Protocol — PacimipeHHBII IpOTOKOJ ayTeHTH(MUKAIIAN) IS ay TeHTU(DHUKAITAN
0eCIPOBOIHBIX KIIMEHTOB C UCIIOIB30BaHUEM BHelTHeH 0a3bl qanHbX RADIUS.

Ecnu Touka qoctyna u KoMIbHOTEphl OECIIPOBOIHBIX KIHEHTOB MoaepkuBatoTr WPA2 u
nmeetcs BHentHui cepsep RADIUS, To cnenyet ucnonszoBate WPA2 11 Gonee
coBepuieHHoro mudpoBanus naHHbIX. Ecnu BHemHuii cepsep RADIUS otcyTceTByer, cnenyeT
rcrnonb3oBate WPA2-PSK (xirou cett WPA2), koTopslii TpeOyeT BBOIA TOIHKO OHOTO
(omMHAKOBOTO) TTAPOIIS IS KXKIOW TOYKH JTOCTYTA, OECIIPOBOIHOTO IITI03a U KOMIIBIOTEpa
OecrpoBOIHOTO KIIMEeHTa. Eci mapoiu COBMaNaloT, KIIMEHTY OyleT MpeoCTaBIeH JOCTYII B
0eCIPOBOIHYIO JIOKAIEHYIO CETh.

Ecnu Touka noctyna wim KOMIbIOTEphl OECIPOBOAHBIX KIMEHTOB HE Mojaep:kuBatoT WPA2,
cienyet ucrnonb3oBatk WPA i WPA-PSK, B 3aBucuMocTH OT HaIW4Hs BHEITHETO cepBepa
RADIUS.

HUcnonezyiite WEP TonbKO B TOM Clly4ae, eciii ToYKa A0CTyIa H/Win O€CIIPOBOJHBIE KIHEHTHI
He nognepxxuBaioT WPA i WPA2. WEP sisieTcst MeHee HaIe)KHBIM 10 cpaBHEHUI0 ¢ WPA
nmn WPA2.

19.6.2 Mpumep npumeHeHna WPA(2)-PSK

WPA(2)-PSK nipumeHseTcs CIeIyIonuM 00pa3oM.

1 Cxavana BBOJSTCS UICHTHYHBIC TAPOIH JJIsl TOYKHU TOCTYTIA H BCEX OCCIPOBOTHBIX
ycrpoticts. Kittou cetn (PSK) moxet comepskats ot 8 10 63 cumBoioB ASCII (Bkirodas
poOestbl U cIyKeOHbIE CUMBOJIBI).

2 Touka J0CTyMa MPOBEPsIET Maposib KaKI0ro OSCIPOBOIHOIO KIMEHTA U, €CIIU Mapoib
COBITaJaeT, pa3perraeT MOAKIIOYaeT K CETH.

3 Touka gocTyma ycTaHABIMBACT U pacpe/iesisieT KU Uil OeCIIPOBOIHBIX KITHEHTOB.

4 Touka gocTyna U OECIPOBOAHBIC KIIMEHTHI UCIONB3YIOT IpoTokosn TKIP unu cranmapt
AES nns mmdpoBaHus TaHHBIX, IEPeJaBaeMbIX JPYT APYTY.
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Puc. 133 AyteHTndumkauma WPA(2)-PSK

PSK (MpenBapuTensHO cornacoBaHHbIN KIHOY)
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19.6.3 Mpumep npumeHeHua WPA(2)-PSK c cepsepom RADIUS

[orpebdyrores IP-anpec, Homep mopTa (1o ymondyanuto 1812) u 001Ul ceKpeTHbIN KoY
cepeepa RADIUS. [lanee nmpuBoautcs npumMep noaxiatoueHus no WPA(2) ¢ ucnonb3oBanrnem
BHemHero cepBepa RADIUS. «A» —ato cepep RADIUS. «DS» — 370 cuctema pacmpeneneHust.

1 Touka mocrtyma mocsutaeT 3ampoc cepeepy RADIUS Ha ayreHTH(DHKAINIO
0eCIpPOBOIHOTO KJIMEHTA.

2 Cepsep RADIUS npoBoauT MaeHTH(HKAINIO TIOJIE30BATENS 110 CBOCH 0a3e JaHHBIX U

00 MpeToCTaBIIAET, IN0O 3ampeniaeT JOCTYI B CETh (B COOTBETCTBUH C PE3YIHTATOM
ayTeHTU(UKAIIH).

Cepsep RADIUS BbinaeT napHsiii niaBHbIH k104 (PMK) Todke noctyna, koTopast 3aTem
CO3/1aeT UepapXHI0 U CUCTEMY YIIPABICHHS KJIIOYaMHU C MCIIOIb30BaHUEM MapHOTO
KJTIOYa JJIs1 JAlTbHENIIero TMHAMHYECKOTO TeHEPUPOBAaHUS YHUKAIBHBIX KITIOUeH
mUQPOBaHNUS JAaHHBIX. DTH YHUKAIbHbIE KIFOYH UCTIONB3YIOTCS s N(POBAaHUSI BCEX

MaKeTOB JaHHBIX, IIEPENaBaeMbIX OECIIPOBOIHBIM METOIOM MEXY TOUYKOH oCTymna U
0eCIpPOBOTHBIMH KITUEHTAMU.

248
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O630p napameTpoB 6e30MaCHOCTH

B at0if Tabnuue nmpuBeaeHb! NpovHe MapaMeTphbl 0€30MacCHOCTH, KOTOPBIE HYKHO HACTPOHUTH
TUISL K&KAOTO METOa ay TeHTU(HUKAILIUH/TIPOTOKOJIA YIpaBIeHHs KiroyamMu. OuibTpel
MAC-anpecoB He 3aBUCAT OT HACTPONKHU 3THX XapaKTEPUCTUK OE€30MaCHOCTH.

Tabn. 91 CpaBHuTeneHasa Tabnuua 6ecnpoBogHon 6e3onacHoOCTU

METOA

AYTEHTUOUKALINW/ METO[ ;);(I)I;OM IEEE 802.1X
NMPOTOKON YNPABNEHUA | LLW®POBAHUA KIIOYA :
KNIOYAMU
OTKpbITbIN Het Het OTKnHoYeH
BkritoyeH ¢ AguHaMMYecKnm
kntoyom WEP
OTKpbITbIN WEP Het BkntoyeH ¢ AnHamMu4eckum
knto4yom WEP
Oa BkntoyeH ¢ auHammyeckmm
knto4yom WEP
Oa OTKMNoYeH
KonnekTueHbIN WEP Het BkrnitoueH ¢ guHammnyecknm
kntoyom WEP
Oa BkntoyeH ¢ anHamumyeckmm
kntoyom WEP
Oa OTKNoYeH
WPA TKIP Het BkntoueH
WPA-PSK TKIP Oa BknitoyeH
WPA2 AES Het BkntoueH
WPA2-PSK AES Oa BknitoueH
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CnyXxobl

B cnenyromeit Tabmuiie coep:KaTcsl pacnpoCTPAHSHHBIE CITY>KOBI U CBA3aHHBIC C HUMU
MIPOTOKOJIBI M1 HOMEpA MOPTOB.

* Wms: KopoTKoe onucarenbHOe UMsl CITyKObl. MOKHO MCIIONIB30BAaTh 9TO HMS HITH CO3J1aTh
TpyToe.

* IIporoko.: Tun npotokona npotokon [P, ucnons3yemslii 11 faHHO# ciayx0b1. Eciin
ucnoias3yercss TCP/UDP, To cioyx06a ucnonsdyet ogunakoBslit ¢ TCP u UDP Homep
nopta. Eciiu ucnonezyercss USER-DEFINED (Onpenensiercs: moJib3oBaresiem),
napametp Port(s) (Ilopt(wl)) siBiIsseTcst HOMepoM TpoTokoia [P, He HomepoMm mopra.

» Ilopt(b1): 3HauUeHHE 3aBUCHT OT napameTpa IlpoTokor.
* Ecnu 3nagenne lporokoenaa — TCP, UDP, wiin TCP/UDP, To 5310 HOMEp mopTa IP.
» Ecnu 3nauenue Iporokosa — USER, To 310 HOMEp npoTokona IP.

* OnucaHue: KpaTKOe ONMUCAHNE MPUIIOKEHHUH, KOTOPBIE HCIIONB3YIOT JAaHHYIO CITYKOY, NiIH
CHUTyallel, B KOTOPBIX UCIIONb3YEeTCs JaHHasl CIyX0a.

Tabn. 92 T[lpumepsbl cnyx6

NAME (UMS1) NMPOTOKON NOPT(bl) |ONUCAHUE

AH Onpepensetcs 51 371y cnyx0by ncnonb3yeT NPOTOKON

(IPSEC_TUNNEL) |nonb3oBartenem TyHHenupoBaHus IPSEC AH (3aronosok
ayTeHTudmKaLum).

AIM TCP 5190 Cnyx6a Internet Messenger AOL.

AUTH TCP 113 [MpoTokon ayTeHTUdUKaLMK, ncnonb3yeTca
HEeKOTOPbIMK CEpBEPaMMU.

BGP TCP 179 MpoTtokon BGP (norpaHn4yHbIi MexceTeBom
npoTOoKOn).

BOOTP_CLIENT UDP 68 Knvnexut DHCP.

BOOTP_SERVER |UDP 67 Cepsep DHCP.

CU-SEEME TCP/UDP 7648 MonynspHoe pelueHne aAns NnpoBeAeHNs

TCP/UDP 24032 BuaeokoHdepeHuumin ot White Pines

Software.

DNS TCP/UDP 53 CepBep VIMeH OMEHOB — CNnyx06a,

onpefensowasa cooTBeTcTBue web-nmeH
(Hanpumep, www.zyxel.com) 1 Homepos IP.

ESP Onpepensetcs 50 371y cnyx0by ncnonb3yeT NPOTOKON

(IPSEC_TUNNEL) nonb3oBarenem TyHHenuposaHus IPSEC ESP (Mpotokon
obecneyeHns 6esonacHoCTK
WHKancynaumm).
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Tabn. 92 T[lpumepsbl cnyxo (NpoaomKeHne)

NAME (MM4) MPOTOKON NMOPT(bl) |OMUCAHUE

FINGER TCP 79 Finger — komaHga ana UNIX unun UHTepHer,
ucnonb3yemasi 4ns NpoBEPKN HaXoXaeHUs
nonb3oBaTerns B CETU.

FTP TCP 20 MpoTokon nepepaun gannos, nporpamma

TCP 21 Ans 6eicTpor nepeaayn annos, B TOM
yncne cannos 6onbLuoro pasmepa,
KOTOpbl€ HEBO3MOXHO Nepeckinartb
cpencTBaMuy ANeKTPOHHOW MOYThI.

H.323 TCP 1720 MpoTokon ansa Net Meeting.

HTTP TCP 80 [MpoTokon nepegayn rmneprekcTa —
NPOTOKON YPOBHSA KNMeHT/cepBep Ans
WWW.

HTTPS TCP 443 HTTPS — 310 HagexXHbIN ceaHc cBA3w http,
4acTo MCNOMb3yeMbIN B 3NEKTPOHHON
KOMMepLmK.

ICMP Onpepensetcs 1 Internet Control Message Protocol

nornb3oBarenem (MpoTokon MexceTeBbIX yNpaBnsoLLnX
COODGLLEHMI) YacTO MCMONb3yeTcs B LIENsiX
ONarHOCTUKN.

ICQ UDP 4000 [MonynsapHasa cuctema MHTEPaKTUBHOIO
o6LeHus B IHTepHeT.

IGMP Onpepensetcs 2 Internet Group Multicast Protocol

(MHOroagpecHas nons3osarenem (LUnpokoBeLyaTenbHbIi NPOTOKON

pacchbinka) B3anMoencTBums rpynn B cetu IHTepHeT)
ncnonb3yeTcs AN OTNPaBKM NakeToB
onpefeneHHbIM rpynnam y3rnos.

IKE UDP 500 Anroputm obMeHa kntodamu B MIHTepHerT,
ucnonb3yeTcs AN pacnpeieneHus n
yrnpaBneHus Kntodamm.

IMAP4 TCP 143 Internet Message Access Protocol 4
(MpoToKon UHTEPaKTMBHOIO AOCTyna K
3MEeKTPOHHOM novTe, Bepcus 4).

IMAP4S TCP 993 bonee 3awmuieHHas Bepcua npoTokona
IMAP4, paboTatowasa yepes SSL-
coeaviHeHue.

IRC TCP/UDP 6667 Ewe ogHa nporpaMmma MHTEPaKTUBHOIO
o6ueHns B IHTepHerT.

MSN Messenger TCP 1863 MpoTokon ansa nepenayn coobuieHun B
cetax Microsoft.

NetBIOS TCP/UDP 137 Network Basic Input/Output System

TCP/UDP 138 (CeTeBas 6a3oBas cuctema BBoAa-
TCP/UDP 139 BblBOAA), UCMONb3yeTcs Ans

B3aVMOAENCTBUSA KOMMbIOTEPOB B
TCP/UDP 445 NoKarnbHOW ceTu.

NEW-ICQ TCP 5190 Mporpamma ans obmMeHa TEKCTOBLIMU
coobLeHnsaMy mexay aboHeHTamn ceTu
Internet B peansHOM BpemeHu.

NEWS TCP 144 MpoTtokon ansi rpynn HOBOCTE.
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Tabn. 92 T[lpumepsbl cnyxo (NpoaomKeHne)

NAME (MM$l)

NMPOTOKON

NOPT(bl)

OMNCAHME

NFS

UDP

2049

CeteBas cannosas cuctema — NFS,
pacnpefeneHHas darnnosas cnyxba
KnuneHT/cepaep, obecneunBatoLLas
npo3payHoe COBMECTHOE MCOoNb3oBaHne
hannos B ceTw.

NNTP

TCP

119

Network News Transport Protocol (CeteBoi
NMPOTOKON Nepefayn HoBOCTeN) — cuctema
poctasku ans rpynn Hosoctenn USENET.

PING

Onpegensietcs
nonb3oBarenem

Packet INternet Groper (NakeTHoe axo-
TecTupoBaHue B IHTepHeT) — 3To
NPOTOKOI, KOTOPbIN NOCLINAET 9X0-3anpochl
ICMP gnsi npoBepku 4OCTUKUMOCTH
yAaneHHoro yana.

POP3

TCP

110

MoyToBbBIN NpoTOKON BEpcMK 3, NO3BONSET
KMMEHTCKOMY KOMMbIOTepy nonyyaTb
ANEKTPOHHYIO NoyTy ¢ cepBepa POP3,
UCNOonb3ysi BpEMEHHOE COeANHEHNE
(TCP/IP nnun gpyroe).

POP3S

TCP

995

Bonee 3awymiieHHas Bepcust npoTokona
POP3, pabotatowasg yepes SSL-
coeauHeHme.

PPTP

TCP

1723

Point-to-Point Tunneling Protocol
(MpoTokon TyHHeNMpoBaHMA «TOYKa-
To4ka») obecneynBaeT 6e3onacHyto
nepegayvy AaHHbIX B 06LLe0CTYMHbIX
ceTsAX. ATO KaHan ynpaeneHus.

PPTP_TUNNEL
(GRE)

Onpegensietcs
nonb3oBarenem

47

PPTP (Point-to-Point Tunneling Protocol —
[MpoTOKON TYHHENMPOBaHMA «TOYKa-TOUKa»)
obecneunBaeT 6e3onacHyo nepegavy
[aHHbIX B 06LLEeA0CTYNHbIX CETAX. DTO
KaHan nepegayv OaHHbIX.

RCMD

TCP

512

YnaneHHoe ynpasneHne koMmaHaHOM
CTPOKOW.

REAL_AUDIO

TCP

7070

CuncTtema npsiMoro BOCNpou3BeaeHus
3ByKa, obecneumBaeT nepegady
ay[MONOTOKOB B CETU B pearbHOM
BPEMEHM.

REXEC

TCP

514

Daemon-cny»6a yaaneHHoro BbiNoSHEHUS]
KomaHg,.

RLOGIN

TCP

513

YnaneHHasa perncrpaums.

ROADRUNNER

TCP/UDP

1026

MocTaBLymk NIHTEepHeT-yCnyr,
NpPeaoCTaBnsoOWMIA NX, B OCHOBHOM, Yepes
kabenbHble MOAEMBI.

RTELNET

TCP

107

YaaneHHbin goctyn vyepes Telnet.

RTSP

TCP/UDP

554

Mpotokon (Real Time Streaming —
MpoTokon BOoCNpou3BeAeHNs B peanbHOM
BPEMEHM) — 3TO yAaneHHoe ynpasreHne
Ans mynstumeamna B IHTepHeTe.

SFTP

TCP

115

Simple File Transfer Protocol (IMpocTon
NpoTOKON nepeaayn hannos) —
ycTapeBLUuii cnocob obmeHa darinamm
MeXay KOMMbIoTEpaMu.
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Tabn. 92 T[lpumepsbl cnyxo (NpoaomKeHne)

NAME (MM$l)

NMPOTOKON

NOPT(bl)

OMNCAHME

SMTP

TCP

25

Simple Mail Transfer Protocol ([pocTton
NPOTOKOIN 3NEKTPOHHON MOYThl) —
CTaHAapTHbIV NpoToKon obmeHa
coobuweHuamm gna cetm UutepHer. SMTP
obecrneynBaeT nepechbInky coobLueHni ¢
OJHOro NOYTOBOrO cepBepa Ha APYron.

SMTPS

TCP

465

Bonee 3awmleHHas Bepcusi IpoTokona
SMTP, pabotatowas yepes SSL-coeanHe-
Hue.

SNMP

TCP/UDP

161

Simple Network Management Program
(MpocTor NnpoToKon ynpasneHns CeTbio).

SNMP-TRAPS

TCP/UDP

162

CucTtema peructpaumum cobbiTuii B NOTOKe
SNMP (RFC:1215).

SQL-NET

TCP

1521

Structured Query Language (A3bIk CTPYKTY-
pVYpPOBaHHbIX 3aMpoCcoB) NpeacTaBnseT
cobor uHTepdenc anst goctyna K 4aHHbIM
Ha pas3finyHbIX TUNax CUCTeEM 6a3 AaHHbIX,
BKIH0Yasi yHMBEpPCarbHble BbIYUCUTENb-
Hble MaLUnHbl, CUICTEMbI cpe,rJ,He|7| nponsBo-
auTtensHocTn, cuctembl UNIX 1 ceTeBble
cepBepbl.

SSDP

UDP

1900

Simple Service Discovery Protocol supports
Universal Plug-and-Play (MpoTtokon
0GHapy>XeHUs1 NOAKIIOYEHHBIX Nepudepuin-
HbIX YCTPOMCTB Ha ocHoBe Plug & Play).

SSH

TCP/UDP

22

Mporpamma 6e3onacHon yaaneHHowm
peructpaumm.

STRM WORKS

UDP

1558

MpoTokon nepegayn NoTokoB Stream
Works.

SYSLOG

UDP

514

CUCTEMHbIN XypHan — No3BonseT
OTNPaBMsATh XypHarbl CUCTEMbI CEPBEPY
UNIX.

TACACS

UDP

49

Login Host Protocol (MpoTokon
perucTpaumm ysna), Mcnonb3yeTcs Ans
TACACS (Terminal Access Controller
Access Control System — Cuctema
ynpasneHnst 4OCTYMOM Ha OCHOBE
KOHTponnepa AocTtyna K TepMuHany).

CeTteBon
Tenepoctyn (Telnet)

TCP

23

Telnet — npoTokon perucTpauum n amy-
nsuMmK TepMrHana, oowun ans cpeapl
MuTepHeT 1 UNIX. OH paboTaet B ceTax
TCP/IP. Ero rmnaBHas yHKLMSA 3aKto-
YyaeTcs B obecneveHnn perncTpaumm
nonb3oBaTenemn Ha yaaneHHbIX y3nax.
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Tabn. 92 T[lpumepsbl cnyxo (NpoaomKeHne)

NAME (UMS1) MPOTOKON MNOPT(bl) |ONUCAHUE
TFTP UDP 69 Trivial File Transfer Protocol (YnpoweHHbin
NpoTOKON nepefayn hannos) — aTo
NPOTOKON Nepeaayn annos B MIHTEpHET,
nogo6Hbi FTP, Ho ncnone3ayowmin UDP
(MpoTokon nepepayn gentarpamm
none3oBarens), a He TCP ([MpoTokon
yrnpaBneHus nepegaven).
VDOLIVE TCP 7000 PewweHve onsa nposeaeHunst Buaeo-
UDP Onpepe- KoHdepeHunin. Homep nopta UDP
nsercsa 3ajaeTcd B NpUNoXeHnn.
nonb3oBa-
Tenem
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CepBucHas cnyxoa

[pu obpamenn B CepBUCHYIO cITy)0y Oy/IbTe TOTOBBI IPEIOCTABUTH CIEAYIONIYIO
nHpOpManuIo:

OobnA3aTenbHbIe cBeAeHUdA

* Mogenb uznenus U CepuiHbIi HOMED.

» TapanTHiiHBIE 0053aTENHCTBA.

* Jlara mprnoOpeTeHus yCTponCTBa.

» Kparkoe onrcanue HENCIIPABHOCTH, a TAK)Xe ACHCTBUH, MPENMIPUHATHIX TI0 ee
YCTPaHEHHUIO.

Bwmecto “+” HabepuTe Ko MEKIYHAPOTHON TEIePOHHOH CBA3H.

F'onoBHOM ochuc kopnopauum (Nno Bcemy mMupy)

* E-mail coyx051 monaepxku: support@zyxel.com.tw
* E-mail otnena mponmax: sales@zyxel.com.tw

» Tenedon: +886-3-578-3942

+ dakc: +886-3-578-2439

* Web-caiiT: www.zyxel.com, www.europe.zyxel.com
* FIP-cepgep: ftp.zyxel.com, ftp.europe.zyxel.com

* OOsbrynas mouta: ZyXEL Communications Corp., 6 Innovation Road II, Science Park,
Hsinchu 300, Taiwan

Benuko6putaHus

* E-mail cmyx0651 mogaepxkkn: support@zyxel.co.uk

* E-mail otnena npopax: sales@zyxel.co.uk

* Tenedon: +44-1344-303044, 08707-555779 (Tonsko BenuxoOpuranus)

o ®dakc: +44-1344-303034

* Web-caiiT: www.zyxel.co.uk

* FTP-cepgep: ftp.zyxel.co.uk

e OOprynas nourta: ZyXEL Communications UK Ltd., 11 The Courtyard, Eastern Road,
Bracknell, Berkshire RG12 2XB, United Kingdom (UK)
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BeHrpus

* E-mail cnyx0b1 mogaep:xku: support@zyxel.hu

* E-mail otnena nponax: info@zyxel.hu

» Tenedon: +36-1-3361649

o @akc: +36-1-3259100

* Web-caiiT: www.zyxel.hu

* OObiunas nmouta: ZyXEL Hungary, 48, Zoldlomb Str., H-1025, Budapest, Hungary

FepmaHusa

* E-mail coyx651 mogaepxku: support@zyxel.de
* E-mail ornena nponax: sales@zyxel.de

* Tenedon: +49-2405-6909-69

* ®dakc: +49-2405-6909-99

* Web-caiiT: www.zyxel.de

* OOsbrynas nmoura: ZyXEL Deutschland GmbH., Adenauerstr. 20/A2 D-52146, Wuerselen,
Germany

* E-mail coyxOb1 mogaepxku: support@zyxel.dk

* E-mail ornena npopax: sales@zyxel.dk

* Tenedon: +45-39-55-07-00

o dakc: +45-39-55-07-07

* Web-caiiT: www.zyxel.dk

* OOsprunas noura: ZyXEL Communications A/S, Columbusvej, 2860 Soeborg, Denmark

* E-mail cnyx0bl mogaepkku: support@zyxel.in

* E-mail otmena npomax: sales@zyxel.in

* Tenedon: c +91-11-30888144 mo +91-11-30888153
» ®dakc: +91-11-30888149, +91-11-26810715

* Web-caiit: http://www.zyxel.in

* OO6vrunas mouta: Uamms — ZyXEL Technology India Pvt Ltd., I1I-Floor, F2/9 Okhla
Phase -1, New Delhi 110020, India

UcnaHua

* E-mail cmyx051 momaepkku: support@zyxel.es

* E-mail ornena nponax: sales@zyxel.es

* Tenedon: +34-902-195-420

o dakc: +34-913-005-345

* Web-caiiT: www.zyxel.es

* OOsbrunas mouta: ZyXEL Communications, Arte, 21 5€ planta, 28033 Madrid, Spain
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KasaxctaH

* Cmyx06a mogmepxku: http://zyxel.kz/support
* E-mail otnena nponax: sales@zyxel.kz

» Tenedon: +7-3272-590-698

* ®dakc: +7-3272-590-689

* Web-caiiT: www.zyxel.kz

» OOniunas nmouta: ZyXEL Kazakhstan, 43, Dostyk ave.,Office 414, Dostyk Business
Centre, 050010, Almaty, Republic of Kazakhstan

Kocta-Puka

e E-mail coyx05I mogaepKku: soporte@zyxel.co.cr
» E-mail otnena nponax: sales@zyxel.co.cr

* Tenedon: +506-2017878

* @axc: +506-2015098

* Web-caiiT: www.zyxel.co.cr

* FTP-cepgep: ftp.zyxel.co.cr

* Oo6prynas nmoura: ZyXEL Costa Rica, Plaza Roble Escazsp, Etapa El Patio, Tercer Piso,
San Josii, Costa Rica

Manawnsusa

* E-mail cnyx0b1 monaepxku: support@zyxel.com.my
* E-mail otnena npomax: sales@zyxel.com.my

» Tenedon: +603-8076-9933

+ Qakc: +603-8076-9833

* Web-caiit: http://www.zyxel.com.my

e OOprynas nmouta: ZyXEL Malaysia Sdn Bhd., 1-02 & 1-03, Jalan Kenari 17F, Bandar
Puchong Jaya, 47100 Puchong, Selangor Darul Ehsan, Malaysia

Hopserus

* E-mail cnyx0b1 monaepxku: support@zyxel.no

* E-mail otmena npomax: sales@zyxel.no

* Tenedon: +47-22-80-61-80

o ®dakc: +47-22-80-61-81

* Web-caiiT: www.zyxel.no

e OO6prynas nmoura: ZyXEL Communications A/S, Nils Hansens vei 13, 0667 Oslo, Norway

Monbwa

* E-Mail: info@pl.zyxel.com

o Tenedon: +48-22-333 8250

o daxc: +48-22-333 8251

* Web -caiit: www.pl.zyxel.com

* O6brunas noura: ZyXEL Communications, ul. Okrzei 1A, 03-715 Warszawa, Poland
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Poccus

o Cmyx0a momgmepxku: http://zyxel.ru/support

» E-mail otnena nponax: sales@zyxel.ru

* Tenedon: +7-095-542-89-29

» daxkc: +7-095-542-89-25

e Web-caiiT: www.zyxel.ru

* OObrunas moura: Poccus, 117279, . Mocksa, yn. OcTpoBuTsIHOBa, 37a

CeBepHasa Amepuka

* E-mail coyx651 mogaepxku: support@zyxel.com
* E-mail ornena nponax: sales@zyxel.com

* Tenedon: +1-800-255-4101, +1-714-632-0882

+ Qakc: +1-714-632-0858

* Web-caiiT: www.us.zyxel.com

* FTP-cepgep: ftp.us.zyxel.com

* OO6prynas nmourta: ZyXEL Communications Inc., 1130 N. Miller St., Anaheim,
CA 92806-2001, U.S.A.

CuHranyp

* E-mail coyx051 monaepxku: support@zyxel.com.sg
* E-mail otnena mpomax: sales@zyxel.com.sg

» Tenedon: +65-6899-6678

+ dakc: +65-6899-8887

* Web-caiit: http://www.zyxel.com.sg

* OOprynas nmouta: ZyXEL Singapore Pte Ltd., No. 2 International Business Park,
The Strategy #03-28, Singapore 609930

TannaHpg

* E-mail coyx051 monaepsxku: support@zyxel.co.th
* E-mail otnena nponax: sales@zyxel.co.th

* Tenedon: +662-831-5315

» dakc: +662-831-5395

* Web-caiit: http://www.zyxel.co.th

* O6prynas nmouta: ZyXEL Thailand Co., Ltd., 1/1 Moo 2, Ratchaphruk Road,
Bangrak-Noi, Muang, Nonthaburi 11000, Thailand.

YKpauHa

* E-mail coyx0bl monaepxku: support@ua.zyxel.com

* E-mail otnena mponax: sales@ua.zyxel.com

» Tenedon: +380-44-247-69-78

o ®dakc: +380-44-494-49-32

* Web-caiiT: www.ua.zyxel.com

* OOprynas nmourta: ZyXEL Ukraine, 13, Pimonenko Str., Kiev 04050, Ukraine
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DOuHNAHANA

* E-mail cnyx0b1 mogaepxku: support@zyxel.fi

* E-mail otnena nponax: sales@zyxel.fi

» Tenedon: +358-9-4780-8411

* @axc: +358-9-4780-8448

* Web-caiiT: www.zyxel.fi

* OObrunas nmouta: ZyXEL Communications Oy, Malminkaari 10, 00700 Helsinki, Finland

®dpaHuyumsa
* E-Mail: info@zyxel.fr
» Tenedon: +33-4-72-52-97-97
» @axkc: +33-4-72-52-19-20
* Web-caiit: www.zyxel fr
* Oo6prynas nouta: ZyXEL France, 1 rue des Vergers, Bat. 1/ C, 69760 Limonest, France

Yewckaa Pecnybnuka

* E-Mail: info@cz.zyxel.com
* Tenedon: +420-241-091-350
+ dakc: +420-241-091-359

* Web-caiiT: www.zyxel.cz

e OO6prynas nmoura: ZyXEL Communications, Czech s.r.o., Modranska 621, 143 01
Praha 4 — Modrany, Ceské Republika

LLBeuns

* E-mail cnyx05b1 monaepxku: support@zyxel.se

* E-mail otnena npomax: sales@zyxel.se

* Tenedon: +46-31-744-7700

o ®dakc: +46-31-744-7701

* Web-caiiT: www.zyxel.se

* OO6sprynas mouta: ZyXEL Communications A/S, Sjuporten 4, 41764 Guteborg, Sweden

AnoHusa

* E-mail cnyxO0b1 mogaepxku: support@zyxel.co.jp
* E-mail otnena npomax: sales@zyxel.co.jp

* Tenedon: +81-3-6847-3700

» ®dakc: +81-3-6847-3705

* Web-caiitT: www.zyxel.co.jp

e O6prynas nmouta: ZyXEL Japan, 3F, Office T&U, 1-10-10 Higashi-Gotanda,
Shinagawa-ku, Tokyo 141-0022, Japan
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AndaBUTHbLIN yKasaTenb

AndaBUTHbLIN yKa3aTesb

0-9

802.11 Mode (Pexum 802.11) 58

A

ActiveX 114
Alert (Mpeaynpexaexve) 167

BitTorrent 128
BSS (ba3zoBhbii Habop cnyx6) 238

C

CA (UeHTp ceptudmkaumm) 244

Configuration (Hactporika) 185
BoccraHoBneHne 186
BoccraHoBneHune 3aBoackux Hactpoek 187
PesepsHoe konvposaHne 185

Cookies 114

CTS (FoToBHOCTb K Npremy) 240

D

Daylight Saving (Mepexoa Ha neTHee Bpems) 162
DDNS 99
CM. Takke «[uHammuyeckas cuctema AOMEHHbIX
MMEH»
DHCP 26, 83
Cepsep DHCP
CcM. Takke «[MpoToKoN ANHAMUYECKOWM HAaCTPOMKN
y3na»
DHCP Server (Cepsep DHCP) 77
DNS 85

DNS (Domain Name System — Cuctema AOMEHHbIX
umeH) 143

Dynamic WEP Key Exchange (OuHamunyeckuii obmeH
kntovamu WEP) 245

E

E-Mail 61
ESS 238
ESSID 194

F

FTP 14,142

FTP. cm. Takke «[lMporpamma nepegayu
avinos» 127

H

HTTP 128

IANA (AreHTCTBO MO Ha3HA4YEHNIO UMEH U YHUKATbHbIX
napameTpoB NpoTokornoB MIHTepHeT) 219

IBSS (HesaBucumblivi 6a3oBbIi Habop cnyxb) 237
IEEE 802.11g 242

IGMP 63,78
Bepcus 63
CM. Takke «[1poTokon MHOoroagpecHomn
paccbinkm» 63
CM. TaKXKe «LUMpOKOBeLlaTenbHbIA Npo

IP Address (IP-agpec) 80, 91
IP-agpec 91

J

Java 114
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L R
LAN 77 RADIUS 242

Hactpowka gnanasoHa IP-agpecos 77 OOBLWKN cekpeTHbIN kntod 243
Log (PernctpaunoHHbIvi xxypHan) 165 ROADRUNNER 65

RTS (3anpoc Ha nepegavy) 240
RTS Threshold (Mopor RTS) 240, 241
RTS/CTS Threshold (RTS/CTS lNopor) 57

M

MAC (YnpaBneHue gocTynom k cpege) 55

MAC-agpec 42, 55, 63 S
KonupoBaHne 63

MAC-agpec nopta WAN 63 SIP 127

Metric (MeTpuka) 123 SMTP 169

MSN Messenger 128 SNMP 106

MSN Webcam 128 SSID 20, 40, 48

System Name (CuctemHoe umsi) 159

N
T
NAT 89, 91
Habopbl cepeepos 89 Telnet 141
O6G3op 89

Mepeappecauusa noptos 89
CM. Takke « TpaHCNALuMsA CeTeBbIX aipeCOB»

NAT (TpaHcnsuusi ceTeBbIX agpecoB) 219 U
NAT Traversal 145
NetBIOS 75, 82

CM. Takxe «ceTeBas 6a3oBas cuctema BBoaa- UPnP 145
BbiBOAa» 75 Bonpochkl 6e3onacHoctn 146
Network Basic Input / Output System (ceTeBasi ®opym 146
6as3oBasi cuctema BBoga-sbiBoga) 82
\"/
P
VolP 127
P2P 128 VPN 70

Pool Size (Pasmep nyna) 84

Port Speed (CkopocTb nopra) 21

PPTP 70 w
Private (MacTHbin agpec) 123

Web Proxy 114
Web-koHdurypatop 14

Q Ooctyn 17

O63op 17

Pa6ota ¢ nitepgeincom 19
QoS (Kayectso ycnyr) 46 WEP key (Kniou WEP) 49

WEP-wugpposaHme 49, 50
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WLAN (BecnpoBogHasi nokanbHasi ceTb)
MapameTpbl 6e3onacHocTn 249
Momexn 239

WMM 46

WPA Compatible (CoBmectumocTs ¢ WPA) 44
WPA, WPA2 246

WWW 61, 128

X

Xbox Live 127

A

AreHTCTBO MO Ha3HAYEHMNIO UMEH W YHMKAIbHbIX
napameTtp

AnbTepHaTUBHbIE BapyaHTbl 3anMcy Macku
noagcetn 214

AcummeTpuyHble mapwpyTel 107
n ncesgoHum IP 107
CM. TaKKe «TpeyronbHble mapLpyTel» 107

AyTeHTudmrkaums
EAP 243

AyTeHTumkaums nonb3osatena 42, 247
JNlokanbHas 6a3a gaHHbIX nonb3osaTtenen 43
Cepsep RADIUS 43

b
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